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QUESTION: 1

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static I[P
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

Erishna (password: atenorth)
sergic (password: atenorth)

kaite (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.




Certainly, you do not need to care these buttions if you don’t need them.
Configure SELINUX
Modify the state of selinux to Enforcing mode.

Use VIM /etc/selinux
Answer:
getenforce A Wiew the current SELINUYX mode
setenforce 1 /) Setsthe selinux temporarily to enforcing mode

vim fetelzelinux/config

QUESTION: 2

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static I[P
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)
gergic (password: atenorth)

kaito (password: stenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual




intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure the SSH Access as required:

Users can visit your two virtual machine systems via clients of domain group3.example.com
through SSH remote.

Answer:

Solution 1:

Modity file /etc/hosts.allow

Add a line: sshd: 172.24.11.
Modify file /etc/hosts.deny

Add a line: sshd: 172.25.0.

Both of them need to be configured.
Solution 2:

Add a firewall

firewall-cmd —zone=block --add-source=172.25.11.0/24 --permanent firewall-cmd —reload
Both of them need to be configured

QUESTION: 3

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain




group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Customize the User Environment

Create a custom command on system1 and system2 named as gstat, and this custom
command will execute the following command:

/bin/ps - Aopid,tt,user,fname,rsz

This command is valid for all users in the system.

Answer:




vim /etec/bashrc //Restart remamn valid

alias gstat=' /bin/ps -Ao pid, tt, user, fname,
rsx"

wg

source /etc/bashrc

glias /[ /Check if there is gstat

gstat

//'You need to configure that on both two systems -

QUESTION: 4

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)
gergic (password: atenorth)

kaito (password: stenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel




Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure port forwarding on the system1, as required:

1. The systems in the network 172.24.11.0/24, local port 5423 for accessing system1 will be
forwarded to 80

(2) This setting must be permanent

Answer:

Use Graphical interface to configure

Use firewall-config to open the Graphical interface in CLI
Adjust the configuration: drop-down menu to permanent
Add a strategy to the public area of the “Port Forwarding”




FPort Forwarding

Please select the source and destination options

according to your needs.

Source

Protocol: tcp ™

Port / Port Range: | 5423

Destination

If you enable local forwarding, you have to specify a
port. This pert has to be different to the source port.

A Local forwarding

Port / Port Range: | 80

Cancel | oK

systemctl restart firewalld.service // Reload the firewall strategy

QUESTION: 5

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain




GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)
ergio (password: atenorth)

E=i

m

ot

&' [password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure Link Aggregation

Configure a link between systeml.group3.example.com and system2. group3.example.com as
required:

? This link uses interfaces ethl and eth2

? This link still can work when one interface failes

? This link uses the following address 172.16.3.20/255.255.255.0 on systeml

? This link uses the following address 172.16.3.25/255.255.255.0 on system2

? This link remains normal after the system is restarted
?

Answer:
If you forget how to write the name, you can search examples in /var/share/doc/team-
1.9/example_configs/




nmcli connection add ‘Con-name teaml type teéam ifname teaml confil

{"runner™:{"nam=":"activebackup"}l’
rmmcli con modify teaml ipv4d.addresses 'IT7Z2.16.T1.25/24"
mmcli tonnection modify team( ipvd.method manusl
nmcli connection add type team—alave con—name teaml-pl ifname ethl
master teaml
nmcli connection add type team—alave con—name teaml-pZ2 ifname eth?
master teamb
nmcli connection up teaml
nmcliicon up teami-—-pl
nmcli con up teaml

QUESTION: 6

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)
gergic (password: atenorth)

kaito (password: stenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual




intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure IPV6 Address

Configure interface ethO on your test system, using the following IPV6 addresses:

1) The address of system1 should be 2003:ac18::305/64

(2) The address of system2 should be 2003:ac18::30a/64

(3) Both two systems must be able to communicate with systems in network 2003:ac18/64
(4) The address must still take effect after restart

(5) Both two systems must maintain the current Ipv4 address and can communicate

Answer:

Solution:

nmcli con mod =th0 ipv6.addresses “2003:58c18::305/64"
nmcli con mod ethD ipve.method manual

systemctl restart network

nmclil con mod =thd 1pve.addresses “2003:acl8::30a/ 64"
nmcii con mod ethl ipvé.method manual
aystemctl restart networ

QUESTION: 7

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:




mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

kErishna (password: atenorth)

m

ergio (password: atenorth)

kaito (password: stenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure the Local Mail Service

Configure the mail service on system1 and system2, as required:

1. These systems do not accept external sending mails

2. Any mails sent locally are automatically routed to rhgls.domainl 1.example.com

3. Mails sent from these systems will be displayed from rhgls.domainl 1.example.com




4. You can send mail to local user ‘arthur’ to test your configuration system
rhgls.domainl 1.example.com

5. You have already configured this user’s mail to the following URL
rhgls.domainl 1.example.com/received mail/11

Answer:
solution

relavhost=[rhgls.domainll.exmaple.com]
postcomf -8 mycrigin=domainll.example.com
systemctl restart postfaix

eche aga | mail -8 hello dave

Open rhgls.domainl1.example.com/received mail/11 in a browser

QUESTION: 8

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

Erishna (password: atenorth)

m

ergic (password: atenorth)

kaites (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings




about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Share directories via SMB.

Configure the SMB service on the system1.

Your SMB server must be a member of the STAFF Working Group.

Share the folder /common and the name must be common.

Only clients of domainl 1.example.com can access the common share.

Common must be able to browse.

User Andy must be able to read the content of the share, if necessary, verification code is
redhat.

Answer:
systeml:




yum —y install samba samba-client
firewall-cmd -—add-serviceTsamba —-permanent
firewall-cmd -—add-service—mountd -—-permanent
systemctl restart firewalld

vim [fetcf=samba/amb.conft

path = /common
hosts allow = 172.24_.11
browseakle = ye3
T W
mkdir /&common
cheon —R —t ‘samba share t fcommon /
smbpasawd —a andy

systemctl start smb

systemctl enakls samba

system2:

yum install -y cifs-utils samba-client

QUESTION: 9
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RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static I[P
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:




Erishna (password: atenorth)
gergic (password: atenorth)

kaites (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure Multi-User SMB Mounts.

Share the directory /devops through SMB on the systeml, as required:

1. The share name is devops

2. The shared directory devops just can be used by clients in domainl1.example.com

3. The shared directory devop must be able to be browsed

4. User silene must be able to access this share through read, access code is redhat

5. User akira must be able to access this share through read and write, access code is redhat
6. This share permanently mount to system2. domainl l.example.com the user /mnt/dev,
make user silene as authentication any users can get temporary write permissions from akira

Answer:
system1:




mkdir /devops
checon —-R —t samba share & /devops/

chmod ctw fdevops/

wvim: Jfetc/samba/smb. conf

[devops]
path-= /devops
hogta mmllow = 172. 2911
browseable = yes
writable = no
write list = akira

=W

systemctl restazt smb

smbpasawd —a silene

system?2:

mkdir /mnt/dev

smbclient —L /aysteml/ —-U silene

vim fete/f=tab

!/ feysteml /devops /mnt/dev cifs

defaults, multiuser,username=silene,password=redhat, sec=ntlmzssp 0 0

df =hT

Switch to user akira on the system2, access to /mnt/dev and view files
suakira cd /mnt/dev

Iscifscreds add

system]1 touch 1

QUESTION: 10

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5




system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krisghna (password: atenorth)
gergic (password: atenorth)

kaites (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure NFS service

Configure the NFS service on the system1, as required:

1. Share the directory /public in read only way, just can be accessed by systems in

domainl I.example.com at the same time.

2. Share the directory /protected in rad and write way, Kerberos security encryption required,
you can use the key provided by the following URL:

http://host.domainl 1.example.com/materials/nfs _server.keytab

3. The directory /protected should contain the sub directory named project and the owner
name is deepak;

4. User deepak can access /protected/project in read and write ways




Answer:
system1:

vim /ete/exports

/protected 172 .2

NS

L11.0/24 (rw, sync, sec=krbip)

=&
=+

T

]
=2
(129

fpublic 1T7Z.24. {ro;sync)
wget -0 /fetc/krb3.keytab

httpr://host.domainll.example. com/materiala/nfs server.keytab

vim JSetc/fsysconfig/nfs
BECNEFSDARGS="-%V 4.2.™
T Wg

systemetl restart nfs

gystemet]l =start nfs—-secure-ssrver
dystemet]l enable nfs—secnre—s&rver
exportfs —ra

showmount —=

firewall-cmd ——add-service=nfs -permanent
firewall-cmd ——add-service=rpc-bind -permanent
firewall-cmd —--add-service=mountd-permansnt
systeme tl restart fiewalld

mkdir —-p /protectedfproject

chown deepak /protected/project/

11 Yprotected/

cheon —R —t puhlic content t /protected/projecty

QUESTION: 11

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to




be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Mount a NFS Share

Mount a NFS Share to system1.domainl 1.example.com on the system?2, as required:

1. Mount the /public to the directory /mnt/nfsmount

2. Mount the /protected to the directory /mnt/nfssecure, in a security way, key download
from the following URL.:

http://host.domainl1 1.example.com/materials/nfs client.keytab

3. User deepak can create files in /mnt/nfssecure/project

4. These file systems automatically hang up when the system is started

Answer:




system2:

showmoiunt —2 =systaml

mkdir —-p /mnt/nfsmount

vim /Sete/fstab

gysteml:/public - /mnt/znfamount nfs defaults 0 0
mount —a

df =h

mkdir /mnt/nfzsscure
wget -0 fetc/krbd.keytab
http: //host .domainlT.example. com/materials/nfs clisnt.keytab

vim fetc/fstab

system:
[probected /mntfnfassecure nfs defaults,sec=krbip,v4.2 0O

1wWg

QUESTION: 12

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static I[P
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)
gergic (password: atenorth)

kaito (password: stenorth)




Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.
Implement/configure a Web Service.

Configure a site http://systeml. domainl 1.example.com/ on the system1, then execute the
following steps:

(1) Download file from http://rhgls.domainl 1.example.com/materials/station.html and
rename this files index.html, don’t modify the file contents;

(2) Copy the file index.html to your web server's DocumentRoot directory

(3) Clients from domain group3.example.com can access to this web service

(4) Clients from domain my133t.org deny access to this web service

Answer:

yum groupinstall wekb\y —y

gystemctl start httpd

/ServerName

o

ServerName serverl.domainll.example.com: 80

http://rhgls.domainll.example . com/materiala/station. html
&




Firewall Configuration -

File' Options View Help

Configuration: | Permanent +

| Zones. | Services |

A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound ta the zone. The
| zone combines services, ports, protocols, masquerading, portfpacket forwarding, icmp filters and rich rules. The zone can be
| bound to interfaces and source addresses. |

| Zone € sﬂr.ﬁf“-: Ports | Masquerading | F!qrt-ﬁ:rwar.ﬁﬂi_ IEmP F'm" Rich Rules | Interfaces |

block
dmz

Here you can set rich language rules for the zone. |

drop Family Action Element Src Dest log Audit

external |
| home
| | internal
[ Itrusted

waork

Connected. Default Zone: public Lockdewn;: disabled Panic Mode: disabled |




Rich Rule

Please enter a rich rule,

For host or network white or blacklisting deactivate the element.

Family; ipvd o

nyiement: service ~ | http

+ Action accept w

With Limit;
Source; | 172.24.11.0/24 =] inverted
Destination; = inverted
Prefix;
iji"Lcrg‘. Level: warning A
With Limit: S I'%
Audit:
T

Cancel | Ok

systemctl restart firewalld

QUESTION: 13

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10




The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

kErishna (password: atenorth)

m

ergio (password: atenorth)

kaito (password: stenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure Security Web Service

Configure a TLS encryption for the site http://systeml.domainl 1.example.com, encrypt/, get
a signed certificate from http://host.domainl 1.example.com/materials/system].crt.

Get the certificate key from http://host.domain] 1.example.com/materials/system1.key. Get
the signature authorization information of the certificate from

http://host.domainl 1.example.com/materials/domain11.crt

Answer:




<virtualhost *:§0>

documentroot /varfwww/hitml

gervername systeml.domainil.example.com
</wirtualhost>

<virtualhost: *: 443>

documsntroot fvar/www/html

servername systeml.domainil.example.com

88LFEngine on

S8LCertificateFile Jetc/pki/tls/certs/serverl.crt
S8LCertificateReyFile /etc/pki/tla/private/assxrverl.key
S8LCertificateChainFile /etol/pkiftls/certa/domainli.cert
<wirtualhost>

systemctl restart httpd

irewall-cmd ——add-service=https —permansent

systemctl restart firewalld

QUESTION: 14

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

Erishna (password: atenorth)
gergic (password: atenorth)

kaites (password: atenorth)




Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure the Virtual Host.

Expand your web server on the systeml, create a virtual host for the site
http://www.domain1 1.example.com then perform the following steps:

1. Set the DocumentRoot to /var/www/virtual from

http://rhgls.domainl 1.example.com/materials/www.html

2. Download a file, rename as index.html, don’t modify file index.html content

3. Put the file index.html under the directory DocumentRoot of Virtual Host

4. Ensure that user Andy can create files under directory /var/www/virtual

Note: original site http://systeml.domian]1.example.com/ must still be able to be accessed.
Name server domainl 1.example.com provide the domain name resolution for host name of
www.domainl 1.example.com

Answer:




mkdir —p fvar/www/ virtual
cd fvar/www/ virtual

wget —0 Index.html

http://rhgl=s.domainll ..example .com/materials/www.html
vim Jfetc/httpd/econf/httpd.cont
<virtualhast *: 802

kL

troot [fvar/www/virtual

Soume

b

i

ervername www.domainll.sxample.com
</virtualho=st>
zetfacl -m urandy:rwx /var/www/virtual

su andy
touch /fvar/www/virtual/11.html

QUESTION: 15

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

Erishna (password: atenorth)

m

ergic (password: atenorth)

kai

o
8]

(password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct




multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure the Access to the Web Content

Create a directory private under the directory DocumentRoot in the web server on the
system1, requirements are the following:

? Download a file copy to this directory from

http://rhgls.domainl 1.example.com/materials/private.html and rename it as

index.html.

? Don’t make any changes to this file content

? Any users from the system1 can browse the content of the private, but cannot access

this directory content through other systems
?

Answer:




mkdir /var/www/wvirtual/private

mkdir /var/www/html/private

ed /var/www/virtual/private

wget —0 index.html

http:r//rhgles.domainll .example.com/materials/private. html
cd /var/www/htmi/private

wget —0 index.html

hittp://rhgls.domainll example:. com/materials/private.html
<Directory "/varc/www/html/private">

Allowpverride none

Require all denied

Require local

<Directory "/var/www/virtual/private"s>
2llowOverride none

RBeguire all denied

</Directory>

QUESTION: 16

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:




Erishna (password: atenorth)
gergic (password: atenorth)

kaites (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Dynamic WEB content

Configure dynamic web content to provide on the systeml, as required:

? Dynamic content provided by a virtual machine named

dynamic.domainl 1.example.com

? Virtual host listening on port 8909

? Download a script from http://rhgls.domain]1.example.com/materials/webapp.wsgi,

then put it in the right place, don’t modify the file content in any situations

? Dynamically generated web page should be received when clients access
http://dynamic.domainl 1example.com:8909.

? This http:// dynamic.domainl1.example.com:8909/ must be able to be accessed by all

system of domainl 1.example.com
?

Answer:




vum -y install mod wsgi

vim /etelh

Listen B

Listen -85%0%
<wirtuvalhost *:8505>
servername dynamic.domainll.exampls.com

WSEIScriptlias, //var/www/bhtml/webapp . wagi

—
TTD

</virtualhost>

cd /fvar/www/html

wget http:/frhgia.domaini

Please enter a rich rule.

df confihttpd.conf

Rich Rule

// Please note the uppercase letters

1.example.com/materials/webapp.wagl

For host or network white or blacklisting deactivate the element.

Family: ipvd
~/ Element: | port 8909/tcp
accept -~ | hosti
v Action;
T OWith Limit:
Sourcel 172.24.11.0/24 @
Destination:
1 Leg:
~ i
Audit: [ i | sl

Cancel

inverted

inverted

oK




systemct]l restart firewalld

semanage. port -

i

~t Http port € —-p tep 8005

systemctl restart httpd

QUESTION: 17

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)
ergio (password: atenorth)

Ea

m

=
ot

&' [password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,




and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Create a script

Create a script named /root/foo.sh on the system1, make it provide the following
characteristics:

? When running /root/foo.sh redhat, the output is fedora

? When running /root/foo.sh fedora, the output is redhat

? When there is no parameter or parameter is not redhat or fedora, the following
information will be generated by the error output: /root/foo.sh redhat:fedora

f~/bin/ba=sh
case 51 1in

redhat)

echo rootffoo.sh redhat:fedors!
=zac
W
chmod. +x foo.sh

QUESTION: 18

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.




Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krisghna (password: atenorth)

ig (password: atenorth)

==

L]

]

aits (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Create a script to add users

Create a script named /root/mkusers on the system1, this script can achieve to add local users
for the system1, and user names of these users are all from a file which contains the
usernames list, and meet the following requirements at the same time:

? This script is required to provide a parameter; this parameter is the file which

contains the usernames list




? This script need provide the following message: Usage:/root/mkusers if it does not
provide a parameter, then exit and return the corresponding value

? This script need provide the following message: Input file not found if it provides a
name that does not exist, then exit and return the corresponding value

? Create a user shell log into /bin/false

? This script does not need to set password for users

? You can get the usernames list from the following URL as a test:

http://rhgls. domain11.example.com/materials/ userlist

Answer:

wim mkusers.sh /f Please note the white space

#! /bkin/bash

if T. 5% —eg 0 1;then
echo '"Uaage:/roct/mkusers’
BRI

£a

FEOCFLD <F B B than
eche "Imput file:not found’
exit

swa
chmod +x mkusexrs.sh

wget http://rhgls.domainll,.example.com/materials/userliat
. /fmkusers.sh userlist

id username [/ Check whether the useris added

QUESTION: 19

CORRECT TEXT

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP




in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10

The subnet mask 1s 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krisghna (password: atenorth)
gergic (password: atenorth)

kaites (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure the iISCSI Server

Configure the systeml to provide a ISCSI service disk named iqn.2014-
09.com.example.domainl 1:system1 and meet the following requirements at the same time:
? The Server Port is 3260

? Use i1SCSI-store as its back-end volume, its size is 3G

? This service just can be accessed by system2.domianl 1.example.com
?




Answer:

fdisk /dev/=da
partprobe /dev/sda

um instsll ~—y targetclili®

b

targetcli

cd backastores/

block/ create blockl /dev/sda3

cd /fiacai

create 1gn.2014-05.com.example domainilrsysteml
cd ign.2014-0%.com.example . domginll:systeml/

cd wpgl/

aclas/ create ign.2014-05.com.example.domaeinll:system
luns/ create /backstores/block/blockl

portals/ create systeml.domainll.example.com
exit

=zy=stemotl starft target

sy=stemetl enakle target

firewall-config




Rich Rule

Please enter a rich rule.

For host or network white or blacklisting deactivate the element.

Family:  ipvd o

'u"'rIEIE'IIlE:ﬂI_ port - jzﬁ[pa'tcp il
accept «-
v Action;
With Limit:
Source] 172.24.11. 20 = inverted
Destination: @ inverted
Log:
Sudit!
Cancel (8]4

systecmctl restart firewalld
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RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP
in accordance with the following requirements:

system1.group3.example.com: 172.24.3.5

system?2.group3.example.com: 172.24.3.10




The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

kErishna (password: atenorth)

m

ergio (password: atenorth)

kaito (password: stenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure iSCSI Clients

Configure the system?2 to make it can link to iqn.2014-09.com.example.domainl 1:system1
provided by the system, meet the following requirements at the same time:

? Block device iSCSI contains a 2100MIB partition, and is formatted as ext4.

? This partition mount to the /mnt/data and mount automatically during the system

start-up.

1. iSCSI device automatically loads during the system start-up.

Answer:




vum install —y iscali-initiatoér—utils.i€BE&
vim fetefiscsi/initiatorname.izcsi
InitiatorName=ign.2014-05.com.exampl
systemctl start iscsid

systemctl is—active iscsid

iscsiadnm ——mode discoverydh ——type sendtargests ——portal 172.24.11.10
—discover

1zcsSiadm ——mode node ——targetname 1gqn . 2014—
09 .com. example Jdomainll tBystem]l ——portal 172.24,1%,710:3260 =ldgain
rdigk —1

mkfs.extd Sdevlsdb1

wvim fete/Eatab
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RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static I[P
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:

krishna (password: atenorth)
gergic (password: atenorth)

kaito (password: stenorth)




Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Configure a Database

Create a Maria DB database named Contacts on system1 and meet the following
requirements at the same time:

? The database should contain the contents of the database replication, URL for

copying files is:

http://rhgls.domain]1.example.com/materials/users.mdb

? Database just can be accessed by localhost

? In addition to the root user, this database only can be searched by user Luigi, user’s
password is redhat

? The password for root user is redhat, does not allow empty password
?

Answer:




yum install —y mariadb*

systemctl start mariadb

systemct]l enakle mariadb

ed

wget http://rhgls.domainll. example com/materials/users.mdb
mysgl

create database Contacts;

show databases;

use Contacts

scurce fusers.mdb

show takles=;

grant =selsct on Contacts % to LuigiR'localhost!'! identified
"redhat " ;

exit

mysgladmin —ursst —p password 'redhat’

mysagl —urgst —p Enter phsawordiredhat

my2gl —ululgi —p Enter password redhat
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RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
system1.group3.example.com: is one of the main sever. system2.group3.example.com:
mainly used as a client.

Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static I[P
in accordance with the following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10

The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain
group3.example.com are all in subnet 172.24.3.0/255.255.255.0, the same all systems in this
subnet are also in group3.example.com, unless specialized, all network services required to
be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain
GROUP3.EXAMPLE.COM, both system1 and system?2 have already been pre-configured to
be the client for this domain, this domain provides the following user account:




Erishna (password: atenorth)
gergic (password: atenorth)

kaites (password: atenorth)

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings
about firewall may be in separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and
service configurations you made still can be operated after the restart without manual
intervention, virtual machine instances of all examinations must be able to enter the correct
multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat
Enterprise Linux version can be found in the following link:
http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not
prevent the request to allow the host and network, although you correctly configured the
network service but would have to allow the host or network is blocked, this also does not
score.

You will notice that some requirements which clearly do not allow services be accessed by
service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0,
and systems of these subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you
might be asked to perform a series of restrictions on a user, but this user creation may be
required in other questions. For convenient identification, each exam question has some radio
buttions to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttions if you don’t need them.

Database Query

Use database Contacts on the system1, and use the corresponding SQL to search and answer
the following questions:

? What’s the person name whose password is solicitous?

? How many people’s names are John and live is Shanghai at the same time?
?

Answer:




show tables; aw thetable structure

desc table nams; {{ View the table field

select bid,password from pass where password—'tangsrine';

/! Ta find the 1B numbear of password

select ¥ from name where aid='3%' ; M/ Te find the name via password
select % from name where firstname="Jchn'; Te find the people with same
Name

select * from loc where loction="Santa Clara'; /[/Tofind the pecple wholive
n the same city

QUESTION: 23

CORRECT TEXT

In accordance with the following requirements to deploy ssh login service:
? harry belongs to example.com which can remote login your systems.

? However, users of remote.test cannot use ssh login to your machine.
()

Answer:

[root@server1 ~J# grep sshd /etc/hosts.allow
sshd:.example.com

[root@server1 ~J# grep sshd /etc/hosts.deny
sshd:.remote.test

Notice:
tcp_wrappers has two configuration files and their priority level is /etc/hosts.allow-
>/etc/hosts.deny

QUESTION: 24

CORRECT TEXT

Via nfs service share the /common directory in your system, just doing ONE share in
example.com domain.

Answer:

[root@server1 ~] # grep common /etc/exports

fcommon *.example.com (ro,sync)




QUESTION: 25

CORRECT TEXT

According to the following requirements, deploy your ftp login rule:

? Users in example.com domain must be able to login to your ftp server as an
anonymous user.

? But users outside the example.com domain are unable to login to your server
?

Answer:

[root@server1 ~J# grep vsftpd /etc/hosts.deny
vsftpd: . example.com

[root@server1 ~J# grep vsftpd /etc/hosts.deny
vsftpd:ALL

fetclvsftpd/ivsftpd.conf:
anonymous_enable=YES

QUESTION: 26

CORRECT TEXT

Deploying your exam system: link to the iscsi target in the instructor.example.com and
distinguish it well, then format as ext3 file system. You must be able to mount the file system
of the iscsi target to the /mnt/iscsi directory in your own system and make this file system
can automatically mount (permanently mount) after system restart.

Answer:

[root@server1 ~J# iscsiadm --mode discoverydb --type sendtargets --portal
instructor.example.com —discover
192.168.0.254:3260,1 ign.2010-09.com.example:rdisks.server1

[rcot@server1 ~J# iscsiadm —-mode node -targetname
ign.2010-09.com.example:rdisks.server1

--portal instructor.example.com -login

Logging in to [iface:default, target:
ign.2010-09.com.example:rdisks.server1,portal:
192.168.0.254,3260] (multiple)

Login to [iface:default, target:
ign.2010-09.com.example:rdisks.serveri.portal:
192.168.0.254,3260] successful.




Note: This part also needs to be formatted and modify /etc/fstab mount -
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In accordance with the following requirements, share /common directory through smb
service.

-- your sub service must be in the SAMBA working-set

-- the shared name of common is common

-- the common share just can be shared by the customers in the example.com domain

-- the common must be available for browsing

-- mary must be able to login to the SMB share and for read operation, “password” is the
secret code if it need to be verified.

Answer:

[rootlserverl iscsil# grep —v ""\s*#" Setc/samba/smb.conf
| grep -v

nel gk | grap -y "o gRER

[global]

workgroup = SAMBA

gerver string = Samba Server Version v
hosts gllow = 127. 182.1638.0.

security = user passdb

backend = tdbsam

[commomn]

comment = Public

Stuff path = /fcommon

public = nn

browzeable = yes

printable = no read

only = mary

Add SME Mary users

smbpasswd —a mary

HModify the security context of fcommon directory
checon -R -t samba share t© Jcommon

QUESTION: 28

CORRECT TEXT

Arrange a web service address is: http://serverX.example.com, X is the number of your exam
machine. Deploy it in accordance with the following requirements:




? Download ftp://instructor.example.com/pub/rhce/server.html
? Cannot do any modification to file document server.html
? Rename file document server.html as index.html

? Copy the file document server.html to DocumentRoo
?

Answer:

& |

[rootl@serverl commonl$ cd /var/www/html/

htmll# lftp instructor.example.com

.com:~> cd pub/rhee

[root@=serverl html]§ chkceonfig httpd on

QUESTION: 29

CORRECT TEXT

Expand your web service including a virtual hosting, the address
is:http://wwwX.example.com, X is the number of your exam machine. However, requiring
you do as the following:

-- Set up the DocumentRoot of this virtual hosting as /var/http/virtual

-- Download ftp://instructor.example.com/pub/rhce/www.html

-- Rename www.html file document as index.html

-- Move this file document to this virtual hosting's DocumentRoot

-- Don't do any changes to this document

-- Making sure that harry users are able to create project in /var/http/virtual

Attention: Original web address is http://serverX.example.com must also can be browsed.
The DNS of the Server instructor.example.com has already been analyzed as the domain
wwwX.example.com.

Answer:




[root@server himl}# mkdir -p /var/http/virtual
[root@server html# cd /var/http/virtual/
[root@server virtuall# Iftp instructor.example.com
Iftp instructor.example.com: ~> cd pub/rhce

Iftp instructor.example.com:/pub/rhce> get www.htmi
17 bytes transferred

Iftp instructor.example.com:/pub/rhce> quit
[root@server virtual]# mv www.html index.htm|
[root@server virtuall# useradd harry
[root@server virtuall# chgrp harry.

[root@server virtuall# chmod 775.

NameVirtualHost *;80
<VirtualHost *:80>
DocumentRoot /var/http/virtual
ServerName www1.example.com
<Directory /var/http/virtual/limited=
Options Indexes MultiViews FollowSymlinks
order deny, allow

deny from all

allow from 192.168.0.
</Directory>

</VirtualHost>

<VirtualHost *:80>
DocumentRoot /variwww/html/

Servername serverl.example.com

Notice: The priority level order of deny, allow is deployed: The back is higher than in front
of the priority. It means allow -> deny

QUESTION: 30

CORRECT TEXT

Deploy your SMTP mail service and complete it by the following requirements:

-- Your mail service must be able to receive the local and remote mails

-- harry must be able to receive the remote mail

-- The mail which is delivered to mary should be put into the mail /var/spool/mail/mary




Answer:

Modify /ete/postfix/main.cf, open the following parameters:

inet interfaces = all

[root@serverl virtual] # fetc/init.d/postfix restart
Shutting down postfix: [OEK]

Starting postfix: [0OE]

[root@server]l wirtual]ld chkeconfig

QUESTION: 31

CORRECT TEXT

Configure a mail alias to your MTA, for example, send emails to harry but mary actually is
receiving emails.

Answer:

harry: mary harry

[root@server virtuall# newaliases

Notice:

This problem is a trap. The question no 31 requires that harry must be able to receive remote
emails but the problems in the question no 32 requires mary to receive harry’s emails. So
harry must be added when you are deploying aliases.

QUESTION: 32

CORRECT TEXT

Create a Shell script /root/program:

? The shell script will come back to “user” parameter when you are entering “kernel”
parameter.

? The shell script will come back to “kernel” when you are entering “user” parameter.
? It will output the standard error when this script “usage:/root/program kerneljuser”
don’t input any parameter or the parameter you inputted is entered as the

requirements.
(?

Answer:




[root@serverl virtuall# cat/root/program
#!/bin/bash

Paraml:n$1:r

if [ "$paraml" == "kernel" ]; then

echo "user"

elif [ "$paraml" == "user" ]; then

echo "kernel"®

else
echo "usage:/root/program kernel |user"

n o
[root@serverl ~]# chmod +x /root/program

QUESTION: 33

CORRECT TEXT

Given the kernel of a permanent kernel parameters: sysctl=1.
It can be shown on cmdline after restarting the system.
Kernel of /boot/grub/grub.conf should be a34dded finally, as:

Answer:

kernel /vmlinuz-2.6.32-279.1.1.e16.x86 64 ro
root=/dev/mapper/vgsrv-root

rq_Lva_Lv=vgsrvfrnot rd_ﬂQ_LUKS LANG=eq_US.UTF—B

rd LVM LV=vgsrv/swap rd NO MD

SYSFONT-latercyrheb-sunlé crashkernel=auto KEYBOARDTYPE=pc
EKEYTABLE=us rd NO DM rhgb quiet

rhab quiet sysctl=1l

QUESTION: 34
CORRECT TEXT
Prevent Mary from performing user configuration tasks in your system.

Answer:

[root@server1 ~J# cat /etc/cron.deny




Conclusions:

1. I find that it is common to add various service access limits in the exam RHCE. The
exercises like: require one network segment can be accessed another network segments can
not be accessed, the following are some conclusions for various service:
tcp_wrappers:/etc/hosts.allow,/etc/hosts.deny

tcp_wrappers can filter the TCP’s accessing service. TCP whether has the filtering function
which depends on this service whether use the function library of tcp_wrappers, or this
service whether has the xinetd process of starting function of tcp_wrappers. tcp_wrappers’s
main configuration file is /etc/hosts.allow,/etc/hosts.deny.

And the priority of the documents in hosts.allow is higher than hosts. deny. Visit will be
passed if no match was found.

sshd,vsftpd can use the filtering service of tcp_wrappers.

Configuration example:

sshd:.example.com 192.168.0. 192.168.0.0/255.255.255.0 150.203.

EXCEPT 150.203.6.66

Notice:

The two configuration files’ syntax can refer to hosts_access (5) and hosts_options(5)

sshd config

There are four parameters in this configuration file: DenyUsers, AllowUsers, DenyGroups,
AllowGroups, they are used to limit some users or user groups to proceed Remote Login
through the SSH. These parameters’ priority level is DenyUsers->AllowUsers->DenyGroups-
>AllowGroups

Configuration example:

AllowlUsers tim rain@lS%2.168.1.121 kimf*.example.com

httpd Service
Through the /etc/httpd/conf/httpd.conf in parameters, can add <Directory> to control the url
access. Just as:




<VirtualHost

DocumentRoot

ServerName wwwl.

<Directory /var/http/virtual/limited>

Options Indexes MultiViews Follow3ymlinks

crder deny,allow

deny from all

allow from 19Z2.

</Directory>

</VirtualHost>

Notice:

So pay attention, deny’s and allow’s priority level in order deny,allow is: the backer has the
higher priority level. But here, allow’s priority has a higher priority level.

nfs Service

nfs service directly control the visits through file /etc/exports, just as:

{common *.example.com{rw,sync) 152.168.0.0/24 (roc,sync)

samba Service
Parameter hosts allow in /etc/samba/smb.conf which is used as Access Control, just as:

.exanple.com

2. Paying attention to use Mount parameters: netdev,defaults when you are mounting ISCSI
disk.

3. Stop the NetworkManager

/etc/init.d/NetworkManager stop

chkconfigNetworkManager off

4. When you are deploying ifcfg-ethX, add parameters:




PEERDNS=no
5. Empty the firewall in RHCSA?RHCE:

rptabies —F

6. Narrow lv steps:

1,umount /dev/mapper/lwv

[k}

.eZ2fsck -f /dev/mapper/lv

I.resizeifs fdev/mapper/lv 100M

158

lvreduce =L 50M /dev/mapper/lw

mount —a

wn

7. Mount the using command - swap which is newly added in /etc/fstab

8. If Verification is not passed when you are installing software, can import public key: rpm
import /etc/pki/rpm.../...release and so on. In yum.repo, you also can deploy gpgkey, for
example, gpgkey=/etc/pki/rpm.../...release

9. When you are using “Find” command to search and keep these files, paying attention to
use cp -a to copy files if you use user name and authority as your searching methods.

QUESTION: 35
CORRECT TEXT
Please set the selinux status as enforcing.

setenforo=s 1

H
18]
i

win f

H
m

tofaysconfig/selinux

SELINUX=énforcing

Answer:




f vim fetc/sysetl.conf
net.ipvi.ip forward = 1
t zsysctl -w  [takes effect immediately)

QUESTION: 36
CORRECT TEXT
Please open the ip_forward and take effect permanently.

f sysctl -a |grep net.ipv4d
i sysctl =P net.ipv4.ip forward. = 1

f syactl —w

Answer:
If no “sysctl.conf” option, use these commands:

QUESTION: 37

CORRECT TEXT

Configure ssh to allow user harry to access, reject the domain t3gg.com (172.25.0.0/16) to
access.

Answer:




# yum imstall =y sshd
chkconfig sshd on
¥ vim /etc/hosta.deny

ashd: 172.25.0.0/16

+k:

service sshd restart

Use iptables:
chkconfig iptables on
iptable= -F
iptablea —X

iptables -2

iptables —& INBOT -s 172.25.0.0/16 —p tcp ——dpbrit 22 =7 REJECT
zervices iptables =sawve

iptable=s -nvL

cat fetc/serwices (check port)

7
7
g
2
§ iptables —nvh
z
¥
¥
¥

QUESTION: 38
CORRECT TEXT

Configure the ftp to allow anonymously download the directory /var/ftp/pub, and reject the
domain t3gg.com to access.

Answer:

# yum install -y wvsftpd
# chkconfig wv=ftpd on

# sexvices wvaftpd start

==

vim fetc/hosts.deny

vaftpd: 172.25.0.0/1¢
OR

¥ iptables ~2A INPUT —g A7TE.25.0.0/16 —p tép =dport Z0:21 — REJECT

¥ services iptable=s =ave




QUESTION: 39
CORRECT TEXT

Shutdown the /root/cdrom.iso under /opt/data and set as boot automatically mount.

Answer:

!

- g o
fopty

(¥

: SER

i mkdixr data

)

vim /etc/f=tab

=

mount —t iscd660 —o loop frootf/cdrom.iso fopt/data

- -

frooticdrom.iso foptddata 1505660 defaults,loop O 0

i

mountT —4a

=
H
D
-
s
L8

QUESTION: 40
CORRECT TEXT

Configure the web server, which can be accessed by http://station.domain30.example.com.

Answer:

¥ vam install -y httpd

# chkconfig httpd on
# cd fetc/httpd/conf/

# vim httpd.conf

HameVirtualHost 172.24.30.5:830
“WirtualHost 172.24.30.5:80>

DocumentBRoot Jvar/www/html/

ServerName tation.domain30.example.com

</VirtualHost>»

# service httpd restart

QUESTION: 41
CORRECT TEXT

Configure the web server and implement the virtual host.
http://www.domain30.example.com can access the pages under the directory:
http://ip/dir/example.html. And make sure, http://station.domain30.example.com can also

access the previous content.

Answer:




mkdir 1 fwww/virtual

==

cd Mwww/virstual

==

wget http://ip/dir/example.tom

==

cp example.com index.html

o=

se manage fcontext —a —t httpd sys content t Ywww (/.¥) 2’

==

restorscon —vRE Swwow

il

vim fete/httpd/conf/httpd.conf (Add rew VirtualHost)
<VirtuslHest 172.24.30.5:80>
DocumentBooct fwww)/ virtual/

ServerName www.domain3l.example.com

</ virtualHost>

cheon —R ——reference=/var/www/html/ Swww/

=

service httpd restart

==

Use elink=s to test.

OR

mkdir -p fwww/virtual

=

cd fwww/virtual

wget http://ip/dirfexample . hitml

==

mv example.html index.html

==

==

cheoon —R ——reference=/wvar/www/html/ /Swww/

1s —-1d2 /www/virtual

==

vim fetc/httpd/conf/httpd.conf

==

NameVirtualHost *:80

<TirtualHost *:80%

DocumentRoot fvar/www/hitml/

ServerName staticon.domain3l.exanmple.com
</FirtualHost>

<VirtualHost *:B0=

ccumentRoot: /www/virtual/

ServerName www.domain30.example.com
</VirtualHost?>

# service httpd restart




QUESTION: 42

CORRECT TEXT

Download file from http://ip/dir/restircted.html, and the local user harry can access it by
http://station.domain30.example.com/restircted.html, and cannot be accessed by t3gg.com.

Answer:

B A H

Hk=

OR

B e

Ak

4k

Ak

M e

=

cd fvardwww/html

wget http://ip/dir/restircted.htm

P

iptables -2 INPUT -5 172.25.0.0/16 -p tcp —dport 89 —j EEJECT

service iptables =ave

yum ‘install httpd
servige httpd restart
chkconfig httpd on

cd fvar/www/html

H
i
m
t
I
.
0
o
iy
(L
=g
it
=
[t

wgetshttps: /Yipldich
iptables -5 INPOUT 1T2.E25.0.8/16 —ptecp —=dport B —] REJECT
service iptables =ave

ssrvice iptables restart

glinks http://station.domain3d0.example.com/restricted.hitml

QUESTION: 43

CORRECT TEXT

Configure the nfs server, share the /common directory to domain30.example.com, and allow
client to have the root user right when access as a root user.

Answer:




¥ vam install -y nfs

chkconfig nfa on

=M=

chkconfig rpchind on

= W=

vim: /etc/exports

# showmount —-= 172.16.30.5
# mount —t nfs 172.16.30.5: /common /mnt |

QUESTION: 44

CORRECT TEXT
Configure the samba server, share /common, which can be browsed. The user harry can only

read it. If it is needed, the password for harry is harryuser.

Answer:




vum install -y 'samba samba-common samba-client
chkconfig amb on
chkconfig nmb on (nmb iz 3 dependency of smb o rezolve netbios)

service smb =start

g Wk sk R b

service nmb =start

uzseradd harry
smbpasswd —a harry

mkdir /common

T

vim fetc/aamba/smb.cont
[ common ]
comment = commor
rath = /common
browseable = yes
valid uzer = harry

read only = yes3

testparm

¥ getaebool -a |dgxep samba share nfs

§ setsebool =P samba share nfs=1
f chcon —R ——reference=/var/spoocl/samba/ /common/
E services smb restart

§ mdint —t eifs [/172.16.30 .5 /commen /omE —o

usernams—harry,;password=harryuser

i smbelient //172.24.50.5/common -U harxzy
QUESTION: 45
CORRECT TEXT

Configure an email server domain30.example.com, and it requests to send and receive emails
from the local server or the user harry can send or receive emails from network. The email of
user harry is /var/spool/mail/harry. Please note: the DNS server has already been MX record

analyzed.

Answer:




# vum install -y postfix

# zervice postfix restart

# chkconfig postfix on

# vim Jetoc/postfix/main.ct
inetiinterfages = all
mydestination = example.com, domain30.example.com, localhost
mynetworks = 172.16.30.0/24, 127.0.0.1/8

# =mervices postfix restart

Test:

# netstat —-tulnp |grep 25
¥ hostname
# echo hello [mail -s “test”rootfexample.com

# cat fvarfspool/mai/harry

QUESTION: 46
CORRECT TEXT
Connect to the email server and send email to admin, and it can be received by harry.

Answer:

£ vim Jfetc/aliases
admin: harry

f newaliases

QUESTION: 47

CORRECT TEXT

Configure the kernel parameters: rhelblg=1, and it is requested that your kernel parameters
can be verified through /proc/cmdline.

Answer:

$ vim fboot/grub/grub.conf
rhelblg=1- (Addtoendcoftheline "kernel. )
Eestart

$ cat fproc/cimline

QUESTION: 48
CORRECT TEXT




Configure cron and don’t allow the user tom to use.
Answer:

i useradd tom
$ wvim /ete/cron.deny

TOm

QUESTION: 49

CORRECT TEXT

Write a script /root/program. The request is when you input the kernel parameters for script,
the script should return to user. When input the user parameters, the script should return to
kernel. And when the script has no parameters or the parameters are wrong, the standard
error output should be “usage:/root/program kerneljuser”.

Answer:

vim /rootfprogram

A=

¥ |/bin/bash
af [ § —ne 1 ]irthen
echo "usage:/root/program kernel juser”
slae
xE [ "£1" —eq "kexnel"];then
echs "user"
elif ["S1" —-eq "user"];then

secho "kernel"

echo "usage:{root/program kernel|user”

Test:

¥ chmod atx /rfoot/program
.root/program kernel
S Eoot/pragram user

Srootipragram 111




QUESTION: 50

CORRECT TEXT

You access the iscsi shared storage. The storage server ip is 172.24.30.100. Separate of
1500M space, format as ext3 file system, mount under /mnt/data, and make sure the root-start

automatically mount.

Answer:

# yvum install —y iscsi*
¥ chkconfig iscsid on
% igcsiadm -m discovery -t st —-p 172.24.30.100
# iscsiadm -m node -T ign.201i —-p 172.24.30.100 -1

¥ dmesgjtail

# fdisk /dev/adbg

# mkfs.ext3d Sdev/adbhsd

# cd /mnt

¥ mikdir data

¥ klkid /devw/sdbl (Check ULID number)

*¥ vim fetc/fstab
DTUID=H MMMy /mnt/data ext3 _netdev,defaults 0O

¥ mount —a

# mount
OR

# vim /dew/fastab
TUIDHNKEX AN NN AN KE®® /mnt/data ext3 defaulta. 00D

# chkconfig netfszZ on

QUESTION: 51

CORRECT TEXT

There are two different networks 192.168.0.0/24 and 192.168.1.0/24. Where 192.168.0.254
and 192.168.1.254 IP Address are assigned on Server. Verify your network settings by
pinging 192.168.1.0/24 Network's Host.

Answer:




1. wvi /fetc/sysconfing/network

NETWOREING=y=3

HOSTNLMF=station?.example.com
GATEWAY=19Z.165.0.254

Z. sService network restart

vi fetc/sysconfig/network-scriptes/ifcfg-ethd
ONBOOT=yes=

BOOTPROTO=static

IFANDE=N . K. KL X

NETMASF=X.X.X.X

QUESTION: 52
CORRECT TEXT

One Logical Volume is created named as myvol under vo volume group and is mounted. The
Initial Size of that Logical Volume is 400MB. Make successfully that the size of Logical
Volume 200MB without losing any data. The size of logical volume 200MB to 210MB will

be acceptable.

Answer:

1. Firat check the size of Logiecal Volume: lwdisplay J/dev/wvoi/myvol

2. Make sure that the fileasystem ia in a consistent state before

reducing:

f fack —-f /dev/vo/myvol

3. Now reduce the fileaystem by Z200ME.
¥ regizeZfs /dev/vo/myvol Z00M

4. It is nol
flvreduce /devivo/myvol -L 200M
4. Verify the Hize pf Logical Volume: Ivdisplay fdev/vo/myv

| =

5. Verify that the size comea in online or nots df -h

QUESTION: 53
CORRECT TEXT

You are giving RHCE exam. Examiner gave you the Boot related problem and told to you




that make successfully boot the System. When you started the system, System automatically
asking the root password for maintenance. How will you fix that problem?

Answer:

Maintenance mode also known as emergency mode. System boots on emergency mode when
file system error occurred. It is due to unknown partition, bad filesystem specified in
/etc/fstab. To solve follow the steps:

1. Give the Root passworad

= d : 2 =

2. fdisk - erify the Number of parations.

& o AL St SR T ! I | Tlab

- -_ZEI'_'E_I_: ENe HOO% ELE.I _____ b o eLilanel Ffaev/! hg&i, eLlanel
fdev/hdaz.....

4, Ramount the root partation on rw mods: mount =-o remount,defauglts
fdev/hdag ¢

5. wi. fete/fatab

Corract all partitions, mount point, mount opticna, file ayatem atc
&. Bresa ctrl+d

QUESTION: 54

CORRECT TEXT

You are working as an Administrator. There is a common data shared (/data) from
192.168.0.254 to all users in your local LAN. When user's system start, shared data should
automatically mount on /common directory.

Answer:

To automatically mount at boot time, we use the /etc/fstab file. Because /etc/rc.d/rc.sysinit
file reads and mounts all file system specified in /etc/fstab. To mount Network Sharing Files
also use the /etc/fstab but filesystem is nfs.

1. vi /ete/£fstab
192.168.0.254: /data / common nfs defaults 0 0

2. reboot the system.

QUESTION: 55
CORRECT TEXT
Create the group named sysusers.

Answer:
1. groupaddsysusersgroupadd command is used to create the group and all group information
is stored in /etc/group file.




QUESTION: 56
CORRECT TEXT
Create the users named jeff, marion, harold

Answer:

? useraddjeft

? useraddmarion

? useraddharold

Note:

useradd command is used to create the user.

All user's information stores in /etc/passwd and user’s shadow password stores in
/etc/shadow.

QUESTION: 57

CORRECT TEXT

Make Secondary belongs the jeff and marion users on sysusers group. But harold user should
not belongs to sysusers group.

Answer:

? usermod -G sysusersjeff

? usermod -G sysusermarion

? Verify by reading /etc/group file

Note:

Using usermod command we can make user belongs to different group. There are two types
of group one primary and another is secondary. Primary group can be only one but user can
belong to more than one group as secondary.

usermod -g groupname username - To change the primary group of the user. usermod -G
groupname username - To make user belongs to secondary group.

QUESTION: 58
CORRECT TEXT
Create the directory /storage and group owner should be the sysusers group.

Answer:

? chgrpsysusers /storage

? Verify using Is -1d /storage command.

You should get like drwxr-x--- 2 root sysusers 4096 Mar 16 17:59 /storage chgrp command is
used to change the group ownership of particular files or directory.

Another way you can use the chown command.

chownroot:sysusers /storage

QUESTION: 59

CORRECT TEXT

Make on /storage directory that only the user owner and group owner member can fully
access.

Answer:
? chmod 770 /storage




? Verify using : s -1d /storage

Note:

Preview should be like: drwxrwx--- 2 root sysusers 4096 Mar 16 18:08 /storage

To change the permission on directory we use the chmod command. According to the
question that only the owner user (root) and group member (sysusers) can fully access the
directory so:

chmod 770 /archive

QUESTION: 60

CORRECT TEXT

Whoever creates the files/directories on /storage group owner should be automatically should
be the same group owner of /storage.

Answer:

? chmodg+s /storage

? Verify using: Is -1d /stora

Note:

Permission should be like:

drwxrws--- 2 root sysusers 4096 Mar 16 18:08 /storage If SGID bit is set on directory then
who every users creates the files on directory group owner automatically the owner of parent
directory.

To set the SGID bit: chmodg+s directory

To Remove the SGID bit: chmod g-s directory

QUESTION: 61
CORRECT TEXT
Install the Cron Schedule for jeff user to display "Hello" on daily 5:30.

Answer:

? Login as a root user

? cat >schedule.txt

30 05 * * * /bin/echo "Hello"

? crontab -u jeff schedule.txt

? service crond restart

The cron system is essentially a smart alarm clock. When the alarm sounds, Linux runs the
commands of your choice automatically. You can set the alarm clock to run at all sorts of
regular time intervals. Alternatively, the system allows you to run the command of your
choice once, at a specified time in the future.

Red Hat configured the cron daemon, crond. By default, it checks a series of directories for
jobs to run, every minute of every hour of every day. The crond checks the /var/spool/cron
directory for jobs by user. It also checks for scheduled jobs for the computer under
/etc/crontab and in the /etc/cron.d directory.

Here is the format of a line in crontab. Each of these columns is explained in more detail:
#minute, hour, day of month, month, day of week, command

* k% % * command

Entries in a crontab Command Line

Field Value

Minute 0-59




Hour Based on a 24-hour clock; for example, 23 = 11 p.m.

Day of month 1-31

Month 1-12, or jan, feb, mar, etc.

Day of week 0-7; where 0 and 7 are both Sunday; or sun, mon, tue, etc.
Command: The command you want to run

QUESTION: 62

CORRECT TEXT

Give Full Permission to owner user and owner group member but no permission to others on
/data.

Answer:

We can change the permission of file/directory either character symbol method or numeric
method.

Permission:

r-Read

w-Write

x-Execute Permission Category u- Owner User

g- Owner Group

o- Others

Operators

+ -> Add the Permissions

- ->Remove the Permissions = ->Assign the Permissions Numeric Method:
4 -> Read

2 -> Write

1 -> Execute

Total: 7, total for owner user, owner group member and for others: 777
1. chmodu+rwx /data

2 .chmodg+rwx /data

3. chmod o-rwx /data

or

chmod 770 /data

4 Verify the /data: Is -1d /data

5. You will get drwxrwx---

QUESTION: 63

CORRECT TEXT

Whoever creates the file on /data make automatically owner group should be the group
owner of /data directory.

Answer:

When user creates the file/directory, user owner will be user itself and group owner will be
the primary group of the user.

There is one Special Permission SGID, when you set the SGID bit on directory. When users
create the file/directory automatically owner group will be same as a parent.

1. chmodg+s /data

2. Verify using: Is -1d /data

You will get: drwxrws---




QUESTION: 64

CORRECT TEXT

One Package named zsh is dump on ftp://serverl.example.com under pub directory. Install
the package from ftp server.

Answer:

? rpm -ivh ftp://serverl.example.com/pub/zsh-*

? Package will install

rpm command is used to install, update and remove the package, -i means install, -v means
verbose and -h means display the hash mark.

QUESTION: 65

CORRECT TEXT

There are Mail servers, Web Servers, DNS Servers and Log Server. Log Server is already
configured.

You should configure the mail server, web server and dns server to send the logs to log
server.

Answer:

According to question, log server is already configured. We have to configure the mail, web
and dns server for log redirection. In mail, web and dns server:

? vi /etc/syslog.conf mail.* @logserveraddress

? service syslog restart

mail is the facility and * means the priority. It sends logs of mail services into log server.

QUESTION: 66
CORRECT TEXT
Add a cron schedule to take full backup of /home on every day at 5:30 pm to /dev/st0 device.

Answer:

1. vi /var/schedule

30 17 * * * /sbin/dump -Ou /dev/st0 /dev/hda7

2. crontab /var/schedule

3. servicecrond restart

We can add the cron schedule either by specifying the scripts path on /etc/crontab file or by
creating on text file on crontab pattern.

cron helps to schedule on recurring events. Pattern of cron is: Minute Hour Day of Month
Month

Day of Week Commands

0-59 0-23 1-31 1-12 0-7 where 0 and 7 mean Sunday.

Note * means every. To execute the command on every two minutes */2.

QUESTION: 67

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place
? system2, some configuration here




Configure selinux.
Configure your systems that should be running in Enforcing.

Answer:

# vim /etc/selinux/config
SELINUX=enforcing

After reboot and verify with this command

# getenforce

QUESTION: 68

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place
? system?2, some configuration here

Configure repository.

Create a Repository for your virtual machines. The URL is
http://station.network.0.example.com/content/rhel7.0/x86 64/dvd

Answer:
# v Jeteyum.repos.didocel repo

[lecalrepo]

name = Local Repo for RHCE Exam

haseurl ="htp:fstation network L example com/contentrhel 700086 647dvd
gpucheck =10

enabled = |

Save and Exit (:wq)
Then run this:

#yum clean afl

# yum repolist

QUESTION: 69

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place
? system2, some configuration here




SSH configuration.
? Configure SSH access on your virtual hosts as follows.
? Clients within my22ilt.org should NOT have access to ssh on your systems

Answer:

# vim /etc/hosts.deny
sshd: .my22ilt.orxg

Save and Exit (:wq)
Then run this:

systemct]l restart sshd

Optional:

systemctl enable sshd
firewall-cmd —--permanent --add-service=ssh

firewall-cmd —--reload

QUESTION: 70

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Configure port forwarding.

Configure server X to forward traffic incoming on port 80/tcp from source network
172.25.X.0/255.255.255.0 to port on 5243/tcp.

Answer:

firewall-cmd --add-rich-rule='rule family="ipv4" source
address="172.25.1.0/24" forward-port port="5423" protocol="tcp" to-
port="80" --permanent

firewall-cmd --relcad

QUESTION: 71

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place




? system2, some configuration here

Customize the User Environment

? Create a command called gstat on both serverX and desktop.

? It should be able to execute the following command (ps —eopid, tid, class, rtprio, ni,
pri, psr, pcpu, stat, wchan:14, comm).

? The command should be executable by all users.

Answer:

vim/etc/bashre
alias gstat='ps -eo pid,tid,class,rtprio,ni,pri,psr,pcpu,stat,wchan:14,comn’
source /etc/bashre

QUESTION: 72

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Configure IPv6 network.

? Configure ethQ with a static IPv6 addresses as follows

? Configure a Static IPv6 address in serverX as fddb:fe2a:able::c0a8:64/64
? Configure a Static [IPv6 address in desktopX as fddb:fe2a:able::c0a8:02/64
? Both machines are able to communicate within the network fddb:fe2a:able/64
? The changes should be permanent even after the reboot

On ServerX:

nmcll conn

show ---—3> to find the connection name that attaches to the eth0 interface

nmcli conn modify "System eth(" ipve.addresses fddb:feZa:able::claf:sd /64
nmcli conn modify "System eth0" connection.autoconnect true

nmcli conn modify “System eth0” ipvé.method manual

nmcli conn down "System ethOo"

nmcll conn ap *System ethi"

On DesktopX:

nmcli conn show ---—-> to find the connection name that attaches to the eth0 interface
nmcli conn modify "System eth0" ipve.addresses fddb:felZa:able::c0ag:02/64
nmcli conn modify "System eth0" connection.autoconnect true

nmcli conn modify “System eth0" ipvée.method manual

nmcli conn down "System ethO"

nmcli conn up "System ethO®

Answer:

On ServerX:




pingé -I eth0 ddb;feZa:able::c0ag:02

On DesktopX:

ping6é -I eth0 fddb:fela:able::cl0aB:64

QUESTION: 73

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place
? system2, some configuration here

Link aggregation.

? Configure your serverX and desktop, which watches for link changes and selects an
active port for data transfers.

? serverX should have the address as 192.169.X.10/255.255.255.0

? desktopX should have the address as 192.168.X.11/255.255.255.0
(Note: where X is your station number)

Answer:
On Server Machine:

nmcli con add type team con-name Teaml ifname Teaml

config ' {"runner":{"name": "activebackup"}}’
nmeli con modify Teaml ipvd.addresses 192.168.1.10/24
nmeli con modify Teaml ipvd.methoed manual

nmcli con add type team-slave con-name Teaml-slavel ifname ethl master Teaml
nmeli con add type team-slave con-name Teaml-slave2 ifname eth2 master Teaml

nmcli con up Teaml
nmcli con up Teaml-slavel
nmcli con up Teaml-slaveZ2

Verification & Testing:

teamdctl Teaml state

nmcli dev dis ethl —---> Disconnect device for verification
nmcli con up Teaml-slavel

teamnl Teaml ports

teamnl Teaml getoption activeport

teamnl Teaml setoption activeport PORT NUMBER

ping -I Teaml 152.168.1.11




On Desktop Machine:

nmeli con add type team con-name Teaml ifname Teaml config ' {"runner":
{"name": "activebackup"}}'’

nmcli con modify Teaml ipv4d.addresses 192.168.1.11/24

nmcli con modify Teaml ipv4.method manual

nmeli con add type team-slave con-name Teaml -slavel ifname ethl master
Teaml

nmeli con add type team-slave con-name Teaml -slavel2 ifname eth2 master
Teaml

nmeli con up Teaml
nmeli con up Teaml -slavel
nmeli con up Teaml -slavel

Verification & Testing:

teamdctl Teaml state

nmcli dev dis ethl -—--> Disconnect device
for verification

nmcli con up Teaml-slavel

teamn]l Teaml ports

teamn]l Teaml getoption activeport

teamnl Teaml setoption activeport

PORT NUMBER

ping-I Teaml 192.168.1.10

QUESTION: 74

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

SMTP Configuration.

? Configure the SMTP mail service on serverX and desktopX which relay the mail only
from local system through station.network(.example.com, all outgoing mail have
their sender domain as example.com. Ensure that mail should not store locally.

? Verify the mail server is working by sending mail to a natasha user.

? Check the mail on both serverX and desktopX with the below URL
http://station.network0.example.com/system1
http://station.network(.example.com/system?2

Answer:




vim /etc/postfix/main.cf
inet interfaces = loopback-only

mydestination =

muorigin=example.com

mynetworks = 127.0.0.0/8, [;;1]/128

relayvhost = [station.network0.example.com]

local transport = error: local delivery dosabled

QUESTION: 75

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

NEFS server.

? Configure serverX with the following requirements

? Share the /nfsshare directory within the example.com domain clients only, share must
be writable

? Share the /nfssecure, enable krbSp security to secure access to the NFS share from
URL http://station.network(.example.com/pub/keytabs/serverX.keytab

? Create a directory named as protected under /nfssecure

? The exported directory should have read/write access from all subdomains of the
example.com domain

? Ensure the directory /nfssecure/protected should be owned by the user harry with
read/write permission

Answer:




lyum.install -y nfs*

mkdir -p /nfsshare
chmod 0777 /nfsshare

vim /etec/exports

/nfsshare *.example.com(xrw)
systemctl restart niIs-server

systemct]l enable nfs-server

firewall-cmd --permanent --add-service=nfs
firewall-cmd --reload
mkdir -p /nfssecure
wget -0 /ete/krb5.keytab

http://station.network(.example
.com/pub/keytabs/serverX.keytab

vim /etc/sysconfig/nfs
RPCNFSDARGS="-V 4.2"

= = b oy
mkdir /nfssecure/protected
vim /etc/exports
/nfssecure * .example.com(rw,sec=krb5p,sync)
grep -i "harry" /etc/passwd
(If it return nothing, then create the user harry)
[indent =1] useradd -u 300 harry --- IT SHOULD BE
nologin or not? [/indent]
chown harry /nfssecre/protected

Best it do like this:
setfacl -m urharry:ruwX/nfssecure/protected

exportfs -r

semanage fcontext -a -t public content rw t
"/nfsshare(/.*)2"

semanage fcontext -a -t public content rw t
"/nfsshare(/.*) 2"

restorecon -Rv /nfssecure/

firewall-cmd --permanent --add-service=rpc-bind
firewall-cmd --permanent --add-service=mountd
firewall-cmd -reload

systemctl restart nfs-server
systemctl restart nfs-secure-server
systemctl enable nfs-secure-server

QUESTION: 76

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place




? system2, some configuration here

Configure NFS mount.

? Mount /nfsshare directory on desktopX under /public directory persistently at system
boot time.

? Mount /nfssecure/protected with krb5p secured share on desktopX beneath
/secure/protected provided with keytab
station.network(.example.com/pub/keytabs/desktopX.keytab">http://station.networ
k0.example.com/pub/keytabs/desktopX.keytab

? The user harry is able to write files on /secure directory

Answer:

yum install -y nfs-utils
wget -0 fetc/krb5.keytab

http://station.network0.example.com/pub/keytabs/desktopX.keytab
systemctl start nfs-secure

systemctl enable nfs-secure

mkdir -p /public

vim /etec/fstab

serverl.example.com: /nfsshare /public nfs defaults, sync 0 0
mkdir -p /secure/protected

vim /ete/fstab

sexrverl.example.com: /nfssecure/protected /secure/protected nfs
defaults,v4.2,sec=krb5p,sync 0 0

Verification from DesktopX:

ssh harryflocalhost
cd /secure/protected
echo "Is it writeable?" >>test.txt

QUESTION: 77

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place
? system2, some configuration here

Configure smb access.

? Share the /sambadir directory via SMB on serverX

? Your SMB server must be a member of the TESTGROUP workgroup
? The share name must be data

? The data share must be available to example.com domain clients only
? The data share must be browseable

? susan must have read access to the share, authenticating with the same password
“password”, if necessary




? Configure the serverX to share /opstack with SMB share name must be cluster
? The user frankenstein has readable, writeable, accessable to the /opstack SMB share
? Both users should have the SMB passwd “SaniTago”

Answer:

yum install samba samba-client : =

systemctl start smb nmb
systemctl enable smb nmb

firewall-cmd --permanent --add-service=samba
firewall-cmd --reload

mkdir -p /sambadir

semanage fcontext -a -t samba share t
"/sambadizr(/.*)?"

restorecon -Rv /sambadir

setfacl -m u:susan:r-X /sambadir
vim /ete/samba/smb.conf
workgroup = TESTGROUP

[data]

comment = data share

path = /sambadir

browseable = yes

valid users = susan

read only = yes

hosts allow = 172.25.1. #(ifconfig and get
your ip and only use the 3 octets)

grep —-i "susan" /etc/passwd
(It it return nothing to create a user
first)

useradd -s [sbin/nologin susan
smbpasswd —-a susan

mkdir -p /opstack

semanage fcontext -a -t samba share t

"fepstack (/.*)2"

restorecon -Rv / opstack

vim fete/samba/smb.conf

[eluster]

comment = opstack share

path = /epstack

write list = frankenstein

writable = ne

useradd -s /sbin/nologin frankenstein

useradd =-s /sbin/nologin martin

smbpassword -a Frankenstein

smbpassword -a martin

#Allow Frankenstein write access & Martin read access to the directory
[indent=1]1) setfacl -m u:frankenstein:rwX /opstack/[/indent]
[indent=1]2) setfacl -m u:frankenstein:r-X /opstack/




[/indent]

QUESTION: 78

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Smb multiuser mount

? Mount the samba share /opstack permanently beneath /mnt/smbspace on desktopX as
a multiuser mount.

? The samba share should be mounted with the credentials of frankenstein.

Answer:

yum -y install cifs—-utils samba-client
mkdir -p /mnt/smbspace
vim /root/smb-multiuser.txt

username=trankenstein
password=SaniTago

chmod 0600 /root/multiuser.txt
vim /ete/fstab

//serverl/cluster /mnt/smbspace cifs defaults,sec =ntlmssp,
credentials=/root/smb-multiuser.txt multiuser 0 O

QUESTION: 79

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Webserver.

? Implement a webserver for the site http://serverX.example.com

? Download the webpage from http://station.network(.example.com/pub/rhce/rhce.html
? Rename the downloaded file in to index.html

? Copy the file into the document root

? Do not make any modification with the content of the index.html

? Clients within my22ilt.org should NOT access the webserver on your systems

Answer:




v install bipd hipd-manual

systerctl start htpd
systemct] enable hitpd

firewall-cmd --permanent --add-servicé=http
firewall-cmd —reload

wet hittp i station. metwork 0, example. com/pub/thee/rhee html
miv thee html Ararfosw/hitmbindex html

cd Jetc/hitpd/conf.d/

vim serverl.cont

<MirtualHost *:#{k=

ServerAdmm webmasterjgserver]l example.com
serverMame serverl.example.com
DocumentRoot Sariwww/hitml

CustomLog “logaserver] access log" combined
ErrorLog "logaserver]  ertor Jog"
<VirtuatHost=

<[Mrectory “variwwowhimi™=
“Require All=

Require all granted

Require nof host my22ilLorg
</RequireAll=
</Directory =

systemctl restart hiegpd

QUESTION: 80

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Secured webserver.

? Configure the website https://serverX.example.com with TLS

? SSLCertificate file
http://classroom.example.com/pub/rhce/tls/certs/system1.network X.crt

? SSLCertificatekeyfilehttp://classroom.example.com/pub/rhce/tls/private/system1.netw
orkX.key

? SSL CA certificate file http://classroom.example.com/pub/example-ca.crt

Answer:




vum mstall —u mod  ssl

weet http:/iclassroom.example.com/pub.thee'ila/certs/ svstem | networle | .o
weet http:elassroom.example. com/pub/rhee/tlaprivate/system 1 network 1 _key
weet hitpoclassroom example.com/pub/example-ca.crt

mv svstem network loert fete/pkifilsicores’

mv system bonetwork | key fete/pkidtlsprivate/

my example-ca.crt Jeteipkiftls’certs’

it Mery Important, Fix the Permission on Key File
chimod Q600 fete/phidtlsprivate/system |onetwork | key

vim ‘etehitpdieont d/server | .conl
{ Add the Tollowing |
=VirtualHost *: 443

ServerMName server lexamplé.com
DocumentRoet svarwww/himl

S5LEngine on

SHLCertificateFile fole/pkitdsicerts/localhostort
S3LCertificateKevFile fetc’pkiftlsprivatedtocalhost key
#85LCertiNcateChamFile /eto/pkiftls/certsserver-chain, ort

<NVirtuatHose

firewall-emd —-permanent --add-service=hips
firewall-cmd -reload

QUESTION: 81

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Webpage content modification.

? Implement website for serverX.examp'">http://serverX.example.com/owndir

? Create a directory named as “owndir” under the document root of webserver
Download
station.network(.example.com/pub">http://station.network0.example.com/pub/rhce/restri
ct.html

? Rename the file into ondex.html

? The content of the owndir should be visible to everyone browsing from your local
system but should not be accessible from other location




Answer:

mkdir /var/www/html/owndir
restorecon -Rv /var/www/html
ed fvar/www/html /owndir

wget http://station.network0O.example.com/pub/rhce/restrict.html
my restrict.html intex.html

vi/ete/httpd/conf.d/serverl.conf

(ARdd this)

<Directory "/var/www/html/owndir">
AllowOverride None

Require all Denied

Require local

</Directory>

systemctl restart httpd

QUESTION: 82

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Virtual hosting.

? Setup a virtual host with an alternate document root.

? Extend your web to include a virtual for the site
vhostsX.example.com">http://vhostsX.example.com

? Set the document root as /ust/local/vhosts

? Downloadstation.network(.example.com/pub/rhce/vhost/html">http://station.netwo
rk0.example.com/pub/rhce/vhost/html

? Rename it as index.html

? Place this document root of the virtual host

? Note: the other websites configures for your server must still accessible.
vhosts.networkX.example.com is already provided by the name server on
example.com

Answer:




Check thar the mentioned document root exists by:
cd fostdocal'vhosts

I it doesn™t exist then ereate it:

mkdir fuseTocaliy hosts

cd fusriocal/vhosts
wiet hitpaistation.network0, example. com/pub/rthee'vhost, html
my vhosthtm] mndex hitml

sematage feontext -a <t hitpd_ 8ys content U"usrlocalfyosts( /. ® "

restorecon =By fusrilocal vhosts!
Create the confignration of new virtual host:
vim fete/hitpd‘conf.d/vhosts. conf’

=VirmaalHost *:80=

ServerAdmin webmastermvhosts] example.com
ServerName vhosts| example.com
DocumentRoot fasr/local'yvhists

CustomLog "logsvhosts access log” combimed
ErrorLog "logsvhosts, error_log”
=VirtualHost=

<Directory "fusrflocal/vhosts">
AllowOvernide None

# Allow open acoess:

Require all granted
«/Directory =

systemct] restart hrpd

QUESTION: 83

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Dynamic Webpage Configuration.

? Configure website wsgiX.example.com:8961">http://wsgiX.example.com:8961 on
system1 with the documentroot /var/www/scripts

? Site should execute webapp.wsgi

? Page is already provided on
classroom.example.com/pub/webapp.wsgi">http://classroom.example.com/pub/we
bapp.wsgi

? Content of the script should not be modified

Answer:




wum mstell -y mod wsgi

mkdir —p Svariwwsdscrpis

od Mvarfwwwiseripes

weel hittpelassroom example. comfpubwebapp. wsgi
festarecon —Ry Svar‘ww WISETIpIS

vim setehitpd/conffhipd.conf
Lasten 5961
vim fetehitpd ‘confdiwsgi ] conf

<VirmalHest *: 396 1=

ServerAdmin webmasterimwsgil example.com

ServerName wagi lexample.com

DocumentBool dvarwww/seripts # We don’t need monly testing
WHaGTSerptAlias [ fvarwww/seripts webapp. wsgl

CustomLog "logsiwsgi access log" combimed

ErrorLog "logsiwsat error_log”

=iVirlmalHost=

=Directory "variwiwwsoripts™s
AllowOverride None

# Allow open access:

Require all granted
</Directory=

firewall=cmd --permanent «=add-por=E961/tcp
firewall-cmd --reload

semanage port-a -t hitp_port_L-p lep 8961

systemet] status hitpd

Verification from Server2:

yum install -y elinks
links --dump http://wsgil.example.com:8961
Should present with the desired page

QUESTION: 84

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place
? system2, some configuration here

Scriptl.




? Create a script on serverX called /root/random with the following details

? When run as /root/random postconf, should bring the output as “postroll”

? When run as /root/random postroll, should bring the output as “postconf”

? When run with any other argument or without argument, should bring any other
argument or without argument, should bring the stderr as “/root/random
postconf|postroll”

Answer:

vim /root/random

#!/bin/bash
case S@ in
postconf)
echo "postroll"
postroll)
echo postconf”
*) For
echo "/root/random postconf|postroll”
esac
chmod +x /root/random

QUESTION: 85

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Script2.

? Create a script on serverX called /root/createusers

? When this script is called with the argument, it should add all the users from the file
? Download the file from
station.network(0.example.c">http://station.network0.example.com/pub/testfile

? All users should have the login shell as /bin/false, password not required

? When this script is called with any other argument, it should print the message as
“Input File Not Found”

? When this script is run without any argument, it should display
“Usage:/root/createusers”

? NOTE: if the users are added no need to delete

Answer:




\'1.' Fioeik
witet [url="http staton. network 0. cxample. compub rcaluiu‘|h1'.p'."t|.|r|nn networkl example.com 1‘|1i|‘.' testiilelurl ]

VI TOA L TrCHicusers

w1 bin/bash
b
Case B in

lestlile)

for wser i &(cat 1 :do

echo "Adding this wsers” Suser
ugeradd -5 /hin‘false Suser
done

a)
ccho "Usage: ‘root/createusers”

echo "Input File Not Found”®
ERi

chimod +5 /‘rootcreateusers

QUESTION: 86

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

Configure SCSI storage.

? Create a new 1 GB target on your serverX.example.com

? The block device name should be data_block

? The server should export an iscsi disk called iqn.2014-10.com.example:serverX
? This target should only be allowed to desktop

Answer:




yum install -y targetecli

systemctl start target
systemctl enable target

firewall-cmd --permanent --add-port=3260/tcp

firewall-cmd -reload

fitargetecli

backstores/block/create data-block /dev/sdbl
iscsi/ create igqn.2014-10.com.example:serverl
cd iscsi/ign.2014-10.com.example:serverl/tpgl/
acls create ign.2014-10.com.example:desktopl

luns/ create backstores/block/data block

portals Server IP(172.25.x.11) 3260
exit

QUESTION: 87

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system2, some configuration here

1SCSI Initiator

? The serverX.example.com provides an iscsi port (3260). Connect the disk with
desktopX.example.com and configure filesystem with the following requirements.
? Create 800 MB partition on iSCSI block device and assign the filesystem as xfs
? Mount the volume under /mnt/initiator at the system boot time

? The filesystem should contain the copy of
http://station.network(.example.com/pub/iscsi.txt

? The file should be owned by root with 0644 permission

? NOTE: the content of the file should not be modified

Answer:
vum install —y iscsi-initiator-utils

VT fete/ 158 ST It 0 TN ame. 15051

InmntorName=ign.2014-1 | .comexample;deskiop |

svatemct] start ises

systemctl start 1scsid

svstemctl enable 15cs1

systemetl enable iscsid

mesiadm --mode discoverydb --tvpe sendtargets --portal serverl example.com --discover

izcsigdm --mode node --targetname iqn. 201 4- 11 com.exampleserver| --portal server].example.com:3260

==Jagin




Verification:

mesiadm —m session —P 3 (i should show the State: runming)
lshik

fdisk ’dev/sdh
Create the partition of 2000

ks xfs /devisdb]

mkdir -p /mntinitiaior

moun! ‘dev/sdbl /mat/mitiator

blkid /devisdb|

vim Jele/fstah

UUTD=c%213938-6753-4001-h939-4h57 20checS e ‘'matinitiater xfs . netdev 0 0

cd /mntfninator

weel hitpsstation. network O examplé. con/pubiscsiox
chinwn root 1505811

chmod 0644 scsi

QUESTION: 88

CORRECT TEXT

There were two systems:

? system1, main system on which most of the configuration take place

? system?2, some configuration here

MariaDB

? Restore a database on serverX from the backup file
classroom.com/pub/rhce/backup.m">http://classroom.com/pub/rhce/backup.mdb

? The database name should be Contacts. It should be access only within the localhost
? Set a password for root user as “Postroll”. Other than the root user, the user Andrew
is able to read the query from the above mentioned database. The user should be
authenticated with the password as “Postroll”.

Answer:




yum groupinstall -y mariadb mariadb-client
systemctl start mariadb

systemctl enable mariadb

(We don't need to open firewall port because it says that only
access from localhost)

mysql secure installation

wget http://classroom.example.com/pub/rhce/backup.mdb
mysqgl -u reot -p

CREATE DATABASE Contacts;

CREATE USER andrew@localhost IDENTIFIED BT '"Postroll';
GRANT SELECT ON Contacts.* TO andrewldlocalhost:

mysgl —-u root —-p Contacts<backup.mdb




