L 5EIR
o WEXS—MEBFHITHE SHEE?
o HIEM,: passwd -l P . usermod -L FHF%
o FRBKF: passwd-u AP . usermod -U FIFE (KF#BIERS, Ha—M7azlEsTLAREREL)
o BERFIAE: passwd -S FIF%E
o fERsulRAFE, - RRHARE?
ZERIShel TR E—fEIiR
o sudo ECBEMHANEH=NEBRRRAARE?
o FAFE kB7: R
BE BB R
o WMAIPREIE R grubs | S5EL?
o REFIRIEEII PRI
o grub2-setpassword
* johnfInmapf{EREH4
o john: 1&iNI55%HT
o nmap: I EHANRORTS

FEAE

. FONIESSHITIEERIRS

o FA(FFASSHEFIRTHE

o FORETCP Wrappersif|agng

—. SSHiYAR Zi5 kA
1. SSH, £FRSecure Shell (Z£55) , B—FMNEZ 2NN
2. SSHR—MATLLIHTERSH/IIMY, AEFPTIRHEZE/IShelIME, ATFEEENTE,
3. SSHMKFISES HZESMEFZBAIHALE, MEEEETES -
1) MFRINZBEL (DES)
- RiEHERZIRIENEIBNZREZEY, ARRENE
- BWHBWRIEXE, ERE—EA, 1583 REREIR#{TIEEY
2) IEXIERINZERE (RSA. DSA)
o RIEHERIRIDSRIETRNAE, BEXBIBNZAZEY, AERMEEH
- BWHBWRIEXE, ERECHTARIESE NIRRT
3) MERIXE!
o XIFRINZE: FERE—EHAHTIIERE, ZRSDHREREUEEX, BERINERE. ERERER,
WEER, TeMRE
o JEXITRINER: (FRAMFARNSNRINERS, fets, ERNEERE. ERRERE
4. SSHARSIRH
1) Linux FBAAZ % Xssh (OpenSSH) ARSS, FEUFwindowsHRIITIZREIIIAE
2) ({EATCPIMYARY 22 IHOS



3) fEF sshd BRF=HIIRSS /SN
4) EBCEXH: /etc/ssh/sshd_config

—. SSHERSSIRECE
1, EERENHEBEEIR
= Port 22: IEEIROS
= Protocol 2: EMIRFS, BRARIREZ, SZHFAERIFRINZETNEE
= ListenAddress 192.168.1.1: ¥5IFIPiit
= UserDNS no: FItRAFR, REFFATIHLILESNIPERIESE, RUICIPFITEEER, SEEIPEER
{highY; XHRINIRT sshihiEis
= PermitRootLogin no: ZIkrootFl P&k
= PermitEmptyPasswords no: 2|t SZEER
» LoginGraceTime 2m: EfEAdE
= MaxAuthTries 6: Eif{iRE]
= AllowUsers jerry tom admin@192.168.1.1: FR¥EH, RAFSANBRYIE, BRZEERFES
b, ARJLAFIDenyUsersRIR{sEF
= PasswordAuthentication yes: F/8&EEi3ISIESFE
= PubKeyAuthentication yes: FRRIANIEkE;
= AuthorizedKeysFile .ssh/authorized_keys: BRSZiRO2EA4FHIE
2. EfhsshA9siES =
1) ZERBIRIE
. [ERRS RSP SDEGIGIE
s WFEFImm=ERER
o WIRSSERMSFHEIIES, BWBDERERIXG
2) EEXIIIE
o ERIEMHITERIRREE A se@Id INIE
o BRUEF—XER, AEBNPEIRSSHSNEEUE, RS, RREATAE. QBHTNE
fr=
- BHTFAZEER, USRI niEEENTet

=. SSHIZIEEA
1. SSHEFImig<
1) EE:
e ssh host
e ssh user@host
« ssh-l user host: IEEIEEAF, NMEEERAIMERNABRBHERTS
o -p: EEIRM
2, SSHEBEFEIGIENLE
1) BEFiRMIRSHEZIE—NEREER
2) IRSSRICBCHRHLAERIiR
3) BEFIRERRSHRAZEIROLAEECHZEDHITME, HELIZLSSHIRSIR


http://admin@192.168.1.1/
http://name@host/

4) RSSiRIEIRERTARHITHRE

5) {$MERRERBI At/ etc/shadow X {FREIERFBXILLIAIE

6) INERRINNEEIE SR, HARE— M ENEEOSEAERR, M OSHATEHRSENHTHEER

BiGETINZERIOS

3. A

1) [EEERWIE
WIS N yesTRIAXI S EINEBISSUS, serverhi N B EREIEZFHNBERARERE
~/.ssh/known_hostsX {44, TRBIHAMEZBIZBRER, TEEBHHALA.

I [root@hostA ~] netstat -anpt | grep sshd

2 tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 993/sshd

3 tcp (%] 52 192.168.62.128:22 192.168.62.1:52119 ESTABLISHED
37663/sshd: root@pt

4 tcpb 0 0 :::22 388w LISTEN 993/sshd

6 [root@hostA ~] ssh 192.168.62.129

7 The authenticity of host '192.168.62.129 (192.168.62.129)' can't be established.
8 ECDSA key fingerprint is SHA256:UADrn8TIlvgz4rdfPa2P5rdZ8GwzOtuAXL99eB1L7Xk.

9 ECDSA key fingerprint is MD5:c8:80:dc:a8:4d:42:20:30:ef:e9:1d:54:25:55:49:85.
10 Are you sure you want to continue connecting (yes/no)? yes

11 Warning: Permanently added '192.168.62.129"' (ECDSA) to the list of known hosts.
12

13 root@192.168.62.129's password:

14 Last login: Thu Jan 11 15:40:46 2024 from 192.168.62.1

15 [root@hostB ~] exit

16 HH

17 Connection to 192.168.62.129 closed

18

19 [root@hostA ~] ssh aaa@192.168.62.129

20 aaa@192.168.62.129's password:

21 Last failed login: Thu Jan 11 15:44:43 CST 2024 from 192.168.62.128 on ssh:notty
22 There was 1 failed login attempt since the last successful login.

23 [aaa@hostB ~]$

24

2) EREMIROSER

I [root@hostB ~] netstat -anpt | grep ssh



2 tcp 0 0 0.0.0.0:2222 0.0.0.0:%

1819/sshd

3 tcp 0 52 192.168.62.129:22 192.168.62.1:56295
1676/sshd: root@pts

L tep 0 0 192.168.62.129:2222 192.168.62.128:60668
1820/sshd: aaa [pri

5 tcpb 0 0 :::2222 388%
1819/sshd

7 [root@hostA ~] ssh 2222 a2aa@192.168.62.129
8 Qaa@l92.168.62.129's password:
9 Last login: Thu Jan 11 15:45:42 2024 from 192.168.62.128

4. windows NE FHRISSHE Fiumikisd
1) XShell:

2 Mshell 5 (Free for Home/School)
MER #wEE) EEN 1RM EW+EB] BOMW, EEIH)
O o - & - O @-3-9-4- €@ 160 |\ B-

Xshell 5 (Build 0964)

LISTEN

ESTABLISHED

ESTABLISHED

LISTEN

Copyright (c) 2002-2816 NetSarang Computer, Inc. All rights reserved.

Type “help' to learn how to use Xshell prompt.
[c:\~15 |

FEEE, wterm [ 7415 @ 59 1548

MUM

2) MobaXterm:



Exit

B MobaXterm s O
Terminal Sessions View Xserver Tools Games Settings Macros Help
et ~
B % % =& x B B Y B & &£ 0 X O
Session  Servers Tools Games  Sessions View Split MultiExec Tunneling Packages Settings Help X server
Quick connect... 4 o
[ user sessions
«
127 (root)
w
I 192.168.210.210
®
2 192.168.48.134 (root) MObaXte rl 8]
47 (root)
z B emo
2 | 12 € Start local terminal ¢ Recover previous sessions
!. lancy13 ) o )
= Find e><|st|ng sSession or server name...
8
j Recent sessions
192.168.210.210 lancy12 lancy13
lamp 192.168.48.134 (root) 47.111.150.202 (root)
123.56.184.127 (root)
Enable advanced features and enhance security with MobaXterm Professional Edition!
UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https: //mobaxterm.mobatek.net

M. {EMscpii$
1. FERTIEESHNY. iR
2, 15
= scp user@host:/aaalfile /root /&3S T5IRSS 88 HY/aaa/file M {HESHIEIAHAY/rooth
= scp file1 user@host:file2 /G A {442 I Bz
o -r: BRENER
. -P: 1EEIRS=RIWO
3. = (BHRIHEFIEBRRSER)

[root@hostA ~] scp -P 2222 /root/hostAAA root@192.168.62.129:/root/

2 root@192.168.62.129's password:
3 hostAAA

4 [root@hostB ~] 1s

5 anaconda-ks.cfg hostAAA

0 0.0KB/s 00:00

4, =B (MIRSS=R FESUHEIAAL)

' [root@hostA ~] scp -P 2222 root@®192.168.62.129:/root/hostBBB /root/

100%



2 root@192.168.62.129's password:
3 hostBBB 100% 0 0.0KB/s ©00:00

5. {Efsftpe TEIH
1) iBiK: sftp user@host

. Is: AFFIHIREERIRE,
o cd directoryname: FITEXITEER.
+ getfilename: FIFMIEFEENIRECLA.
« put filename: FIFEAMIHFRIEETIEEN.
« mm filename: FATMIBRIZZEN LAY,
o exit: AFRIESEEETIERE.

' [root@hostA ~] sftp 2222 root@192.168.62.129
2 root@®192.168.62.129"'s password:

3 Connected to 192.168.62.129.

4 sftp>

A. SSHiERERA
1. RZHINME—: BIZEREFHERENR
1) INE: FAERII3MNRT, zhangsan, lisi, wanwu

I' [root@localhost ~] useradd zhangsan
2 [root@localhost ~] useradd lisi

3 [root@localhost ~] useradd wanwu

5 [root@localhost ~] echo "gmi23.com" | passwd zhangsan
6 [root@localhost ~] echo "gml23.com" | passwd lisi
7 [root@localhost ~] echo "gmi23.com" | passwd wanwu

2. SCIOZ—: Z|FrootimfE&s
1) R EErIRSESserverim>ehk

' Troot@localhost ~] vim /etc/ssh/sshd _config
2 #PermitRootLogin yes
3 PermitRootLogin no

4


http://user@host/

5 [root@localhost ~] systemctl restart sshd

7 [root@localhost ~]| ssh root@192.168.1.1
8 [root@localhost ~] ssh 1lisi@192.168.1.1

3. TLIEEAI=: {NFtiFzhangsan, lisiFAFER, (NFETREIENPHBIIESR

[root@localhost ~] vim /etc/ssh/sshd_config
AllowUsers zhangsan lisi wangwu@192.168.1.1

[root@localhost ~] systemctl restart sshd

7N [EREENER

H% P A H P zhangsan

7EA 5 3 IR NSRS 81 L s
AN
B2 Q@SR
%L?H:Iﬁﬁz id rsa b BANHER
WA id_rsa. pub INEAPESCAF: ©/. ssh/authorized keys

b FAEAH Y id rsa. pub

.
et ,

| B PRI 7
- S0 A 2 B IE T SSHAR % 28

[@p]
@]
=
IRk

)5 S0 P s 1 5
T B

1. BRENEMERITER
1) BERRERSSERERNAREENEZERLR, BRAFRESRIAFPNEET

o ssh-keygen -t rsa

[root@hostA ~] ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa): / /TN B R A
TEIUL B AR
Enter passphrase (empty for no passphrase): /] FINELEE ChERRNEE

FE) -




Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa.

Your public key has been saved in /root/.ssh/id_rsa.pub.

The key fingerprint is:
SHA256:6199xfNhA1PP1L/NUTmhmLW28tX10zSuUSex9E8ABzO root@hostA
The key's randomart image is:

+---[RSA 2048]----+

0=.0+]|

+----[SHA256]

2) {ERscpar TR LIERIIRSS I

[root@hostA ~] scp .ssh/id _rsa.pub root@192.168.62.129:/tmp/
root@192.168.62.129's password:
id_rsa.pub 100% 392 980.0KB/s 00:00

3) RSB AAXHFERIREERERNERMNARNEIEREEERT, FEIESCUFETR
TR RRPAY. sshERIURPAYother RtiFEA x TR, BRIRTREFTATeh B RIS

[root@hostB ~] mkdir -p /home/aaa/.ssh
[root@hostB ~] mv /tmp/id_rsa.pub /home/aaa/.ssh/authorized keys
[root@hostB ~] tail -1 /home/aaa/.ssh/authorized_keys

ssh-
rsaAAAB3NzaClyc2EAAAADAQABAAABAQCWk2wT1PcEfi7kr/AX3y6VM6WRBDh21qQZXIwOD12bUmM1E1uBYzXy2qy
dO8GN1XRQCcRAY3kEW7snC9IyQ7ZYRGxIbgE1AenNSDuqlyjdx8voryt5zCynNTKmagmop65t7cuCoTkq6fo9NezZ7M
Crl1R2x6wIYNMaQMBDMCMOYyQDF+UFcs117/AVSvGorDGxoS2mBEdE9IWCcRuBfja3DRmiDy9gE77IoadzrYp4ceg30
oUagUmHBIBS9IN1UzK+21BU5SNI8S@OBRaKcS7ui5Jobru+IFQyT+1WIx0oNMHLpU3ISOFTRros6AWDd927gXSwtZiJ
zQNYtvBfH8iKjFvfW5 root@hostA

4) EP RIS




' [root@hostA ~] ssh aaa@192.168.62.129
2 Last login: Thu Jan 11 15:48:07 2024 from 192.168.62.128
3 [aaa@hostB ~]$%

2, BEAXIERH LR
1) AILE2. ST BHITREIL
2) ssh-copy-id -i Y8834 user@host
3) WFERLfE, S8 AHBEIMFINEIERENuserfiEE B ThY.ssh/authorized_keysS{44LRE

I [zhangsan@localhost~]$ ssh-copy-id ~/.ssh/id _rsa.pub 1isi@192.168.4.254

+. TCP Wrappersisil
1. WrapperstfiA
1) B IEESENENTE TR, NIERSEENSERSH TN FE SIS
2) FLE8&Alibwrap.soFE X HHIHIRRFFIAT LA TCP_WrappersfyZ 2151
3) EEINREMEEHETLAIHITIANE, EUAMEHIRSS : Telnet, VSftp, sshd
2. Wrappers{®iFRIE
1) TCP_Wrappers&—/NTCPHISFRHFZNY#tcpd,
2) LAAgsshyaffl, B5BsshhUERGEKET, tepdiGEihigk, AEENEBRRIRENLEHEHY, 5
RN S EE R A sREEEsshitie, SAfSHsshei/as T
3) WMRXREERENIpARFSHEHINAFINRE, NahinERasgk, B8R MHsshiRS

—{ TCP Wrappers#/Lifil

Ui | R b
5 P2 1 R RO 121 ¥ > vsfipd

AR T B 1123
HD[ > ARAEITER 110
AR M W7 g 11143

» telnet

> ipop3

Y & L O

2

3. RIPHHEIRYSEI S0
1) BR—: BidtepdEREFREMMIRSIERHI TR
2) H=: BEMIRSERIbwrap.so. %R

4. piEEFFIEE

1) letc/hosts.allow



2) /etc/hosts.deny
5. REERSIEI(
1) R$BFIFR: ZPHMIFIER
2) IRS3RRTIR:
o ZPRSH/UESHIR, ALLRTFIEIRSS
3) BFHUBIFIZR:
- ZMIRSGELNESHIR, ALLRTRATERSS
o SVFEFEECAT? F1*
o [ERHHEIE: 192.168.1. BE 192.168.1.0/255.255.255
o [Xigitutit: .gm.com
6. RZFAIRA
1) B hosts.allow3{4
2) BtaEhosts.denyX {5
3) ANRELICEA LEUASIT
7. SRERRZFASESR

1 root@hostB ~] vim /etc/hosts.deny
2 sshd: 192.168.62.128

4 [root@hostA ~] ssh aaa@192.168.62.129

5 ssh_exchange_identification: read: Connection reset by peer

I\, XshelBR{4-EFRZANIERE (R)
1. AR RS
1) 73i%—: fERXshell 4R



& 192.168.62.128 - Xshell 5 (Free for Home/School)
TEF)  HE(E) =BV 1AM =EEE) &0 EEH)
T & @ Ei=ipE M BErE RS K M- 80 20 &8 B-E- @
Sun (Sclans) (28
Bl ==FEEESEH).
BrEEsESsll).
o 1 F2EIE Q) . | FEEFEESAESW)..

Xagent FTE(A)

EEAE0).. omputer, Inc. All rights

. HiEa Q).
Type help' to —— ell prompt.
[d:\~]$ .
-H.E[N]

To escape to local shell press 'Ctrl+Alt+]'.

HERFEREERS ? X

FEENEH
IR Rl AR BN -

Eiw

2B H SSHIM AR AR - SSH1MW A DR EFIRSAELE, SSH2 s ARRSAR]
DSARLEAPR]LL £ -

EEERHEANT):  pop w

EHNEERETENES - SRRAEFPERRERREF] 10240 -

EIEEL: 043 w| fi

BET—& A

WA




HERFEREERS ? X

¥ AW
4 iR AR -

2048 fi RSA A PSR IETEE AL ETRE .

010110100001010
101101101000010

101010101101000
010101011011010

ST SRR AL -
EEE T — HA A PERR SR NER -

<t—#w s

HERFEREERS ? X

APE#ERE
& A4 RL A PR AR SRR -

TN P P R -
TEFREHR00: |id_rsa_2043 (2) |

i SRR
EBE): [+er |
WIAQ): [oos | @ ED)

ERE T —& TESsHARS 25 CiE M0 5R -

<bF—85B T—&HW > = BLH




HERFEREERS

AHER
TESSHARS 25 DI MR-

POSEAB e LG AR SR A MR RR Y L SRER TR RS 25 L - LT 4R
EEFSSHERS 2 ElES S B MssHAR R 25 -

A EAE B 55H2 - OpenS55H w

ssh-rsa e
AAAABR3MzaC lyc2EAAAABIWAAAQEARRYMyFBRB4p0 39AR 0d4aqaQamIPrLio /es
RTgesDBGOTo60190MMK 2ulfSZ ANWKIOUSSGor Sy 4red tPKEGIET 3sPriddoHZI 9w 32
+5u20R.uHE2IIKMivR Y myOgsPdiynbyZ SWiSyQWEKP 1bvkwF 2z5eQiaQ 7f IH3fdruT
SypBarp30 1kj¥XjAjLI30n +/5PFzMY

+ITad46% IHucWa 1rkn 50cfFUzV42 f5tu SRy 2606 3 SenCkNWDC 10 +Hu
+/\WZjc8dibmDnnG 1v 2% XML 75xR 95 27nPm3yimywLwyWiLUabfekz ZTqig IPESImBm

R e Tt CHo AT im Bl 1 A RAD =) e

W

RFEAHE..

< b6 T—+M= | =& BNiH

AFEA ? X

i s KB £RH©..
2043 bits BEHE)

o)

SAD.
SHE..

Fidl

2) fEfcmdip <SR

C:\Users\Administrator> ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (C:\Users\Administrator/.ssh/id_rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in C:\Users\Administrator/.ssh/id rsa.

Your public key has been saved in C:\Users\Administrator/.ssh/id_rsa.pub.

The key fingerprint is:

SHA256 : Ww61WXdw15WjIXfNLyzBalMya2d4ikQQID9ZA09DkV8 administrator@Ai1202302101152S

The key's randomart image is:
+---[RSA 3072]----+
| o.+++0 . + B]

| +.+ E o +. Bo]



|
5 | o .B===0..|
16 | 0 .S++*o... |
17| .= |
18| |
19 | |
20 |
21 +----[SHA256]----- +

2, SNER

' Troot@hostA ~] 1s id*

2 id_rsa_2048.pub

3 [root@hostA ~]| cat id_rsa_2048.pub >> /root/.ssh/authorized keys
4 [root@hostA ~] chmod 600 /root/.ssh/authorized keys

3. EcEfEAsshZiEXI &R

HESE QEE ? X

#B(C):
SHRPEREE | eaaameres ey,

R EEEME bR R4 T e R B EE MR A - MRTEET MRS
FHASHIEE RIS SR -

SETP FaEM): Public Key o wEE...
AAEW: [root |

-~ RLOGIN
- SERIAL

Eﬁﬁzﬂiﬁ?& R FERK: id_rsa_2048 ~ S5 E). ..
_ﬁﬁ @E@: ||||| |

Y
T A8t

= 5!|.'-If“’];i F3F: A 5AKeyboard Interactive{RTESSH/SFTPHR AR BT «

ek :



SCIOEK A
o SIFARPIMA\EEMIIER, RAZHEXNEIE (NAXXHRERscpHLE)
o {3 scp LERTAHAIEE
o MRSFIRIG AR ENE] gm B3R FRIEE
o BFImtHNERISHEE
o FIFHAF"name"M\FEH1192.168.x.x EF

BEEEBNIPHENL, AEERMINNEE
o [EH—NIP, BXEER, BEREMAIEE
- RIFHMFrERPITEER
o HftthSRPERAMAVEE



