=1 ]
« iptablesHLRIZRAICERF2HA?
o raw: FTFHIRIC. IREREUER
o mangle: &2, REHUEEL, WTTL. tMYFE
o nat: {EIPitEiE
o filter: SIEEIRE
+ iptablesfiEFFNIBI LI 2tA?
o IZIMFFICEC A LRI
o DLECAMZLE, BRlogahfERRIM
o iptablesHHIEHIE
o DROP: EFFER
o REJECT: 154
o ACCEPT: 7if
o LOG: HEIER

FERE
o FRFIFSNATRIEHE FRY
o LTI FADNATHRER AR N RIARSS 28
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1. JEMbIEEEHR, Source Network Address Translation

2. FUREMNRMRAXLEERNMER, BEESPORIPIEIL (RKHE) BBoERAEENIP (2K
k)

3. MIEAIPBEN (FABNE) BEESINN (XBMEK) BiE
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9)?1«526?13(:*?34 etho: 218. 29. 30. 31 Inter;get;; 52/‘]??‘6@%)4H5ﬁ%%§
192. 168. 1. ethl: 192.168. 1.1 - 63. 236.
JaibhE: 192, 168. 1. 234 I JsHEhE: 218.29.30. 31
HfrHbdl: 58. 63.236. 45 iE Hinthhl: 58.63.236. 45
HTTPi& sk Tl HTTP % 3k i q I
HT TP 2 S HTTPJ 2 ? =
ettt Nl - - m e e e e e e — o A4
JFHhl: 58.63.236. 45 A JEHEHE: 58. 63. 236. 45
HFrtihk: 192, 168. 1. 234 T H¥rtbhl: 218.29.30. 31
|

—. SNAT#ELHI
1. INEHER:
1) HMIBRSSEE: Linux - web

L' [root@webser ~]# ifconfig
2 ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
3 inet 222.222.222.2 netmask 255.255.255.0 broadcast 222.222.222.255

4 inet6 fe80::acb:669d:c75c:ea84 prefixlen 64 scopeid 0x20<1link>
5 ether 00:0c:29:9b:40:d2 txqueuelen 1000 (Ethernet)

6 RX packets 42144 bytes 2817443 (2.6 MiB)

7 RX errors @ dropped © overruns @ frame ©

8 TX packets 5888 bytes 1022175 (998.2 KiB)

9 TX errors @ dropped © overruns © carrier @ collisions @

2) FEMKARSSES: Linux - iptables

' [root@localhost ~]# ifconfig
2 ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

3 inet 192.168.1.1 netmask 255.255.255.0 broadcast 192.168.1.255
4 inet6 fe80::df3c:ee2f:cd1d:295 prefixlen 64 scopeid 0x20<1link>
5 ether 00:0c:29:38:57:c7 txqueuelen 1000 (Ethernet)

6 RX packets 124 bytes 11859 (11.5 KiB)

7 RX errors @ dropped © overruns @ frame ©

8 TX packets 64 bytes 7909 (7.7 KiB)

9 TX errors @ dropped © overruns © carrier @ collisions @

ens37: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

—_
—_



12 inet 222.222.222.1 netmask 255.255.255.0 broadcast 222.222.222.255

13 inet6 fe80::c098:9afe:fb0@9:cf4db prefixlen 64 scopeid Ox20<1link>
14 ether 00:0c:29:38:57:d1 txqueuelen 1000 (Ethernet)

15 RX packets 127 bytes 11344 (11.0 KiB)

16 RX errors @ dropped © overruns @ frame ©

17 TX packets 83 bytes 7334 (7.1 KiB)

18 TX errors @ dropped © overruns © carrier @ collisions @

3) WEPZEFHL: windows 7

I C:\Users\Administrator>ipconfig

3 IPv4 HbbE . . . . . . . . . . . . : 192.168.1.100
4 TSRS . . . . . . . . . . . . : 255.255.255.0
5 BRAAE. .. . . . . . . . . . . :192.168.1.1

2. iptables-SNATRBRE
1) BE=RGfiter, natzk+RIFKE

I [root@localhost ~]# iptables -F
2 [root@localhost ~]# iptables -t nat -F

2) FFRESHEATIRE

U #llm s T R i 1 K Tl g

2 [root@localhost ~]# echo 1 > /proc/sys/net/ipv4/ip_forward
3 [root@localhost ~]# cat /proc/sys/net/ipv4/ip forward

41

6 #/K AJTIE % e K Dfe
7 [root@localhost ~]# vim /etc/sysctl.conf

8 net.ipv4.ip_ forward = 1 #RI— T

9 [root@localhost ~]# sysctl -p #HT/etc/sysctl. conf RGHCE 1, HBSUERK



10 net.ipv4.ip_forward = 1

11 [root@localhost ~]# sysctl -a | grep ip_forward #BEEBRNNZSHITE
12 net.ipv4.ip forward = 1

13 net.ipv4.ip_forward_use_pmtu = 0

3) SEHI£M ping IER

I C:\Users

o IEfE Ping 222.222.222.2 BF 32 FHHEUE:
3 KH 222.222.222.2 WEIE: F4i=32 Wf[E<ims TTL=63

4) RESNATELH

I [root@localhost ~] iptables -t nat -I POSTROUTING -s 192.168.1.0/24 -o ens37 -j SNAT --
to-source 222.222.222.1

2 #EH

3 [root@localhost ~] iptables -t nat -I POSTROUTING -s 192.168.1.0/24 -o ens37
-7 SNAT MASQUERADE

3. ZAHliGawebfREZERISIFLER
1) Z&enttpdfRSS, tail -f ARXBEEREE
2) ZPHiHawebIEIEEER

I [root@webser ~]# echo "11111" > /var/www/html/index.html
2 [root@webser ~]# systemctl start httpd
3 [root@webser ~]# tail -f /var/log/httpd/access_log

4 222.222.222.1 - - [13/Jan/2024:16:43:54 +0800] "GET / HTTP/1.1" 200 6 "-" "Mozilla/4.0
(compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729)"

5 222.222.222.1 - - [13/Jan/2024:16:43:54 +0800| "GET /favicon.ico HTTP/1.1" 404 209 "-"
"Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR
2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729)"

=. DNATERG
1. BErbitEE#s, Destination Network Address Translation, ZEInternetth& TNl Bis M POHIIRSS 28
2, MEAEUEE BRI, HEXIEKREIPRBINNEEIEERE, SKEZEIEENENIPHILHITE R
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HITPiE R HTTPIE 3K

HTTP v %5 HTTP v &

JEHbhk: 218.29. 30. 31

PYsthhl: 192.168.1.6
Hkzttihl: 173.96.97.98

HFrHhdk: 173.96.97. 98

- > = O 4+ IR (e

M. DNATERELH
1. ERINE
1) Linux - web: PYERARSSEE
2) linux - iptables: TTRiRSSE:
3) windows 7: 23MZFim
2. SCHI MBI RARSS 2R Y PHEEREN N ERAR S5 28 AwebTa @
3. INEERE
1) IP A% (RERIRSSES)

L' [root@webser ~]# ifconfig
2 ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
3 inet 192.168.1.254 netmask 255.255.255.0 broadcast 192.168.1.255



inet6 fe80::ach:669d:c75c:ea84 prefixlen 64 scopeid 0x20<1link>

ether 00:0c:29:9b:40:d2 txqueuelen 1000 (Ethernet)
RX packets 43111 bytes 2902680 (2.7 MiB)

RX errors @ dropped © overruns @ frame ©

TX packets 6444 bytes 1097601 (1.0 MiB)

TX errors @ dropped © overruns © carrier @ collisions @

2) iptables fR5528

[root@localhost ~]# ifconfig

ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.1 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::df3c:ee2f:cd1d:295 prefixlen 64 scopeid 0x20<1link>

ether 00:0c:29:38:57:c7 txqueuelen 1000 (Ethernet)
RX packets 1198 bytes 105140 (102.6 KiB)

RX errors @ dropped © overruns @ frame ©

TX packets 536 bytes 64865 (63.3 KiB)

TX errors @ dropped © overruns © carrier @ collisions @

ens37: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 222.222.222.1 netmask 255.255.255.0 broadcast 222.222.222.255
inet6 fe80::c098:9afe:fb09:cf4b prefixlen 64 scopeid Ox20<1link>

ether 00:0c:29:38:57:d1 txqueuelen 1000 (Ethernet)
RX packets 361 bytes 32197 (31.4 KiB)

RX errors @ dropped @ overruns @ frame ©

TX packets 208 bytes 18046 (17.6 KiB)

TX errors @ dropped © overruns © carrier @ collisions @

3) win 7 ZFH

:\Users\Administrator>ipconfig

POKPIERCES A%

HERFEEN) DNS JEZR .

AMbgER: IPve Hulik. . . . . . . . : fe8@::8984:e309:d4ae:6774%11
IPv4 Huhb . . . . . . . . L L . L 1 222.222.222.222

TS . . . . . . . . . . . . : 255.255.255.0



7 BRIARE. . . . .. . .. . . . .1 222.222.222.1

4. iptables YR E5DNAT$H

' [root@localhost ~] iptables -t nat -I PREROUTING -d 222.222.222.1 -p tcp --dport 80 -j
DNAT --to-destination 192.168.1.254

5. IGIFLER
1) EFHLEGEiptables/ MYz O1IPIRSwebiFR
2) webfREEBITEEIHTHTIEER

€ hittp://222.222.222.1/ - Windows Internet Explorer

n\;; Q | £ http://222.222,222.1f

o bR | s € B v g AmRAE v
| @ http://222.222222.1/ [

11111

L' [root@webser ~]# tail -2 /var/log/httpd/access_log

2 222.222.222.222 - - [13/Jan/2024:16:58:52 +0800] "GET / HTTP/1.1" 200 6 "-" "Mozilla/4.0
(compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729)"

3 222.222.222.222 - - [13/Jan/2024:16:58:52 +0800]| "GET /favicon.ico HTTP/1.1" 404 209 "-"
"Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR
2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729)"

NG
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3. DNATERESRIERRM4, HENARMA?



