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ZRET G E L YUM

4> BIFE system1 Al system2 LHAT:

[root@systeml ~]# yum-config-manager --add-repo="http://server.group8.example.com/yum"

Loaded plugins: langpacks, product-id CEEEEHE B 2R Pk, DA R

adding repo from: http://server.group8.example.com/yum

[server.group8.example.com_yum]

name=added from: http://server.group8.example.com/yum

baseurl=http://server.group8.example.com/yum

enabled=1

(CanSR 45 3R, PT DAF TR ECE U/ /etc/yum.repos.d/*.repo  , FRPAT LIREINFES S #RJ5# yum clean all

&& yum makecache)

[root@systeml ~]# yum repolist
Loaded plugins: langpacks, product-id, search-disabled-repos, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use subscription-manager to
register.

server.group8.example.com_yum | 2.9 kB 00:00:00
server.group8.example.com_yum/primary_db | 56 kB ©00:00:00
repo id repo name status
server.group8.example.com_yum added from: http://server.group8.example.com/yum 72

repolist: 72

[root@systeml ~]# O~ T #EEHRZRTAARIHIFEANERE FEZEF W, 7R AR
[root@systeml ~]# rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release


http://server.group8.example.com/yum
http://server.group8.example.com/yum
http://server.group8.example.com/yum
http://server.group8.example.com/yum
http://server.group8.example.com/yum

B

% % SELinux
fr sy=steml 0 system?2 FER sErinux PMILE#EILH enforcing :

BREGESREALER.

i [B]

R EIFORE |

SEER:

B4 HIFE system1 f1 system2 58 5K:

[root@systeml ~]# getenforce

Permissive

[root@systeml ~]# setenforce 1 (IR EAN enforcing )
[root@systeml ~]# getenforce

Enforcing

[root@systeml ~]# vim /etc/sysconfig/selinux GKAREN enforcing HR)

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=enforcing (BB enforcing)
# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,
# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.

SELINUXTYPE=targeted
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Bic. & By -k 1%
HETMERE systeml Fill system2 FeERXKBERS -

St groupld.example . com B mE P systeml #n system2 #HiT ssh 1HEl.
== | myl33t.org s P A systeml #n system2 HiT ==h HIEl.
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R EREARE |

54 HIHE systeml F system2 EFAT:

[root@systeml ~]# systemctl enable firewalld

[root@systeml ~]# firewall-cmd --permanent --add-service=ssh
[root@systeml~ 1# firewall-cmd --permanent --add-rich-rule "rule
address="172.13.8.0/24" service name="ssh" reject'

[root@systeml ~]# firewall-cmd --reload

[root@system1 ~]J# firewall-cmd--list-all <---- WUFEE R
public (default, active)

interfaces: ethO

sources:

services: dhcpv6-client ssh

ports:

masquerade: no

forward-ports:

icmp-blocks:

rich rules:

rule family="ipv4" source address="172.13.8.0/24" service name="ssh" reject

family="1ipv4"

source
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HE X H P 3HE

HEHsystemllsystem2 LRI BB EX W Z Hgstat , BK:

KB EXmSHBMITLA T % : /bin/ps -Bo pid,tt,user,fname,rsz

RASH RGN MHEAPER
An
IR ERARE |
SEER

H4HIHE systeml F system2 EFAT:
[root@system1 ~]# vim /etc/bashrc
#vim:ts=4:sw=4
alias gstat="/bin/ps -Ao pid, tt,user,fname,rsz' < TE ARSI

IRES EEXRR, TR RAE:

[root@systeml ~]# bash

[root@systeml ~]# which gstat

alias gstat="/bin/ps -Ao pid,tt,user,fname,rsz’
/bin/ps

H
~
=



o DU

B E i O# K

tHi& systeml BrEmOEE, Bk:

fE172.24.8.0/24FB P MRE, Hiolsystem1PFMI{O 5423 BWEELET s0

BB E SRR R
e
R ERARE |
SEER:

[root@system1 ~]# firewall-cmd --permanent --add-rich-rule 'rule family="ipv4" source address="172.24.8.0/24" forward-port
port="5423" protocol="tcp" to-port="80""
[root@system1 ~]# firewall-cmd--reload

BE -
[root@systeml ~]# firewall-cmd --list-all
public (default, active)
interfaces: etho
sources:
services: dhcpv6-client ssh
ports:
masquerade: no
forward-ports:
icmp-blocks:
rich rules:
rule family="ipv4" source address="172.13.8.0/24" service name="ssh" reject
rule family="ipv4" source address="172.24.8.0/24" forward-port port="5423" protocol="tcp"
to-port="80"
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BREHEES

Hsystem?Msystem1 Z BIELL T BKRETE — P -

R HEOethiflleth2
hEEE— T EOLXERAGETE

R system1 BFAT MMM IE172.16.3.20/255.255.255.0
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hERTERRES  ERAFRBEERE
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TR HIEMRIR |
BEER:
54 HIHE systeml F system2 EFAT:
[root@systeml ~]J# nmcli connection add con-name team0 type team ifname teamO config
'{"runner":{"name":"activebackup"}}' < BT REH json B HMECE

[root@system1 ~]# nmcli connection modify team0 ipv4.addresses "172.16.3.40/24" connection.autoconnect yes ipv4.method
manual <---- TE system2 FE¥R 172.16.3.45/24

[root@systeml ~]# nmcli connection add con-name teamO-slavel ifname ethl type team-slave master team0O
[root@systeml ~]# nmcli connection add con-name teamO-slave2 ifname eth2 type team-slave master team0O

[root@system1 ~]# nmcli connection up teamO

WAE (Flig) -
[root@system1 ~]# ifconfigteamO
teamO: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
inet 172.16.3.40 netmask 255.255.255.0 broadcast 172.16.3.255
ether46:b0:f9:57:0e:4c txqueuelen0 (Ethernet)
RX packetsO bytes 0 (0.0B)
RX errorsO0 droppedO overrunsO frameO
TX packets 0 bytes 0 (0.0B)
TX errorsO dropped O overrunsO carrier0 collisions 0
[root@system1 ~]# teamdctl teamO state
setup:
runner: activebackup
ports:
eth2
link watches:
link summary: up
instance[link_watch_0]:
name: ethtool
link: up
ethl
link watches:
link summary: up
instance[link_watch_0]:
name: ethtool
link: up
runner:

active port: ethl

[root@system2 ~]# ping172.16.3.40 <---- S&FF systeml fl system2 FECE TR, BATRT AAHE ping )



#FiE: MRTMOEESER, TR Z BT E EHEK:

[root@system1 ~]# nmcli connection delete team0-slavel
[root@system1 ~]# nmcli connection delete teamO0-slave2
[root@system1 ~]# nmcli connection delete team0
[root@system1 ~]# nmcli connection reload
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Bt B I1Pveih bt
EERAGE LR TEOecnoB AT 5 ovelli it -

systeml F FIM B % E2003:ac18: :305/64
system2 F FIM B 1% F2003:ac18: :30a/64
AR RBAGESME2003:ac18/6aNARRIEF
Mk mEESRERALEN

B & A R EFE B F reva bt H wE il 1S

A |

R UHRARE |
SEER:
H4HIHE systeml Fl system2 EHAT:
[root@system1 ~]# nmcli connection modify eth0 ipv6.addresses ipv6.method connection.autoconnect
yes < TETE system2 BB RN R IPv6 Bk , JER: ipve.method UYL EAN manul, MIJEEh KK

[root@system1 ~]# nmcli connection reload
[root@system1 ~]# nmcli connection down eth0 && nmcli connection up eth0

IGUE:  systeml Al system2 #P¥E SeEE 2 G iRl PAIGIE
[root@system1 ~J# ping6é -c1 2003:ac18::30a

PING 2003:ac18::30a(2003:ac18::30a) 56 data bytes

64 bytes from 2003:ac18::30a: icmp_seq=1 ttl=64 time=0.245ms
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B B S Hh B 4 Ak 55
&% sy=stem2 msysteml ITEOWHRS, Bk:

X R G A B 5 5B R = ok b f
B RE PR EZMTPEBHSsBNEHFnai1 .groupd.example. com
yt.izg%ﬁiiﬁmw#ﬂﬂ_‘ﬂ%ﬁﬂzsewer.grcupﬂ example. com

oLt EEZARERBER dave %Hﬁfﬁfﬁﬁ.ﬁ,ﬁgﬁ server.groupd . example . com B2 A 5 It A P fd8

#E?JURL http: //server.group8 . example. ccnlf‘rnubfrec:eived_mailfﬁ

A

ERIZREARE |

54 HIHE systeml F system2 EFAT:

[root@systeml ~]# postconf -e inet_interfaces=1loopback-only
[root@systeml ~]# postconf -e mydestindation=

[root@systeml ~]# postconf -e local_transport=error:err
[root@systeml ~]# postconf -e relayhost=[mail.group8.example.com]
[root@systeml ~]# postconf -e myorigin=server.group8.example.com
[root@systeml ~]# systemctl enable postfix

[root@systeml ~]# systemctl restart postfix

WA
[root@system1 ~]# echo "hello" | mail -s testmail dave
[root@system1~]#curlhttp://server.group8.example.com/pub/received_mail/8
From root@server.group8.example.com  FriJan 20 23:57:55 2017
Return-Path: <root@server.group8.example.com>
X-Original-To: dave@server.group8.example.com
Delivered-To: dave@server.group8.example.com
Received: from system1.group8.example.com (systeml.group8.example.com [172.24.8.11])
by server.group8.example.com (Postfix) with ESMTP id C1F7F3089EFB
for <dave@server.group8.example.com>; Fri, 20 Jan 2017 23:57:55 +0800 (CST)
Received: by system1.group8.example.com (Postfix, from userid 0)
id AAD9022E3285; Fri, 20 Jan 2017 23:57:55 +0800 (CST)
Date: Fri, 20 Jan 2017 23:57:55 +0800
To: dave@server.group8.example.com
Subject: testmail
User-Agent: Heirloom mailx 12.57/5/10
MIME-Version: 1.0
Content-Type: text/plain;charset=us-ascii
Content-Transfer-Encoding: 7bit
Message-1d:<20170120155755.AAD9022E3285@systeml.group8.example.com>

From: root@server.group8.example.com (root)

hello
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#it sMB JEEHF
1t systeml tERES=smeRS , Bk

B sis BESPBAE starr TEAMP— TR

HE /common HR, HEBBPHAH common

37 groupd . example . com A ME P s EL i Blcommont F

COMmoI ﬂ-ﬁﬁ%ﬂﬁkﬁ!ﬁ E

AP andy RAEBZREAZNAANE, IRFTENE, BUEEFEDEredhat

i&lﬁl|

B HIFORE |

SEER:

—., £ systeml _EPAT:
1. ZEREEIHFEERESTFIE)

[root@system1 ~]# yum install samba samba-client -y
[root@system1 ~]# systemctl enable smb.service nmb.service

2. WIER K
[root@system1 ~]# firewall-cmd --permanent --add-service=samba
[root@system1 ~]# firewall-cmd--reload

3. wBEE X

[root@system1 ~]# vim /etc/samba/smb.conf
# Global Settings =====================================
[global]

(IB)E, #ZESCREIMASEN, REIEREFEE 6 X UMHEH, FHIZFEE o AR —1THEMU TRE)
[common]

path = /common

hosts allow =172.24.8.

browseable =yes

4. B HFHHEE selinux E T

[root@systeml ~]#mkdir /common

[root@system1 ~]# semanage fcontext -a -t "samba_share_t" '/common(/.*)?'
[root@system1 ~]# restorecon -Rv /common/

5. GI& samba F /7

[root@system1 ~]# smbpasswd -a andy
New SMB password: redhat

Retype new SMB password: redhat
Added user andy.

6~ JaB3hiR%

[root@system1 ~]# systemctl restart smb nmb
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Z. fE system2 EPAT(WRHE systeml EEE E4S, T UIAKAE, AT B DAZRK):
1. ZEZHA

[root@system2 ~]# yum install samba-client -y

2. RAEARSZE ] AT i)

[root@system2 ~]# smbclient -L //172.24.8.11/ -U andy
Enter andy's password: redhat
Domain=[STAFF] OS=[Windows 6.1] Server=[Samba 4.2.3]

Sharename Type Comment

common Disk

IPCS IPC IPC Service (Samba Server Version 4.2.3)
andy Disk Home Directories

Domain=[STAFF] OS=[Windows 6.1] Server=[Samba 4.2.3]

Server Comment

SYSTEMl ------- Samba Server Version 4.2.3
Workgroup Master

sare svsTEm1

[root@system2 ~J# smbclient  //172.24.8.11/common  -U andy
Enter andy's password: redhat
Domain=[STAFF] OS=[Windows 6.1] Server=[Samba4.2.3]
smb: \>Is
D 0 SatFeb1121:44:27 2017
D 0 SatFeb1121:44:27 2017

10229760 blocks of size 1024. 6957644 blocks available

14 7T
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B & % i F sMBH: %,

it systeml i svp HEHRZR /devops ,#ﬁE—F@J%E‘R=

ah devops
Hx devops e groupd.example . com o E Pt A
%E? devops ﬂ-ﬁﬁllﬂﬂﬂlﬁ
HP silene BAGLAEMNARBRIKET, HRIFEBE redhat
HFP akira $BRAGEAESHARBRILES, HRIEBE redhat
WHZ Kz EHE system? .groupl.example.com M Jmnt/dev Bx, H#EHAP silene {E
ARUEHMAP, ALAEHAP akira kKGR ZERS AR R

A

L

R CH
It ot

ERZHRIFORE |

SEER:

—. ¥E system1 4T

1. miBEE

[root@systeml ~J#vim /etc/samba/smb.conf

(FZREFE G ERIEIHEH, REERTFE o BEFH—ITHMEL TFRED
[devops]

path = /devops
hosts allow =172.24.8.
browseable =yes
writable = no <----- writeable &ZEHH)
write list = akira

2, ®REHZR

[root@systeml ~]#mkdir /devops

[root@system1 ~J# semanage fcontext -a -t 'samba_share t' '/devops(/.*)?'
[root@system1 ~J# restorecon -Rv /devops

[root@system1 ~]# setfacl -m u:akira:rwx /devops/

3. BHP

[root@system1 ~]# smbpasswd -a silene
New SMB password: redhat

Retype new SMB password: redhat
Added user silene.

[root@system1 ~]# smbpasswd -a akira
New SMB password: redhat

Retype new SMB password: redhat
Added user akira.

4. EFRS

[root@system1 ~]# systemctl restart smb nmb
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. 1 system2 LIAT

1. R

[root@system2 ~]# yum install cifs-utils -y

2. BLHERN
[root@system2 ~]#mkdir /mnt/dev

3. BEH’E
[root@system2 ~]# smbclient -L //172.24.8.11/ -U silene
Enter silene's password:

Sharename Type Comment
common Disk
devops Disk

4, YR fstab BN AR
[root@system2 ~J#vim /etc/fstab
..... E M B e — AT G I CA AL & ...

//172.24.8.11/devops /mnt/dev cifs defaults,multiuser,username=silene,password=redhat,sec=ntimssp 0 0

5. W
[root@system2 ~]# mount-a
[root@system?2 ~]# df-h

//172.24.8.11/devops 9.8G 3.2G 6.7G 32% /mnt/dev

[root@system2 ~]#su - silene

-bash-4.2$ cd /mnt/dev

-bash-4.2$ cifscreds add 172.24.8.11

Password:

-bash-4.2$ touch testfile

touch: cannot touch ~ ‘testfile” : Permission denied < A PLEAREE
-bash-4.2$ exit

[root@system2 ~]J#su - akira

-bash-4.2$ cd /mnt/dev

-bash-4.2$ cifscreds add 172.24.8.11
Password:

-bash-4.2S Is

-bash-4.2$ touch testfile <---1] PAGIEE SR
-bash-4.2S Is

testfile

-bash-4.2$ exit
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Bt B NFS IR %
fr systeml AonrsRS, BT -

PReEmhiiEEFHR /public , B S gE groupl.example . com 1% o ) % Zf el
PLESMAAELZFHR /protected ; FF RGE# groups.example.com P FHR KNI
HiEl /protected BB M dKerberosE £ ME , BO[LA#F AT AurciF # 1173 #H

http://server.groupf.example. com/pub/keyvtabs/ sy=teml .keytab

H=x /protected FiZadanh project WA AP andres MTFHRZE
HF andres @BLABS AL E] /protected/project

i [O]

R RFORE |

fE system1 AT
1. 2% nfs 5w LEA
[root@systeml ~}# yum install nfs-utils -y (FERIENELEAFEENTE R, NMRZERSFALE] 7.2 KA RRA)

2, WERFITHESY

[root@system1 ~J# systemctl enable nfs-server nfs-secure-server

3. BB KRN

[root@system1 ~]#firewall-cmd --permanent --add-service=nfs
[root@system1 ~]#firewall-cmd --permanent --add-service=rpc-bind
[root@systeml ~]#firewall-cmd --permanent --add-service=mountd
[root@system1 ~]#firewall-cmd --reload

4, % B3 K SELinux Z4& ETFXC

[root@systeml ~J# mkdir -p /public /protected/project

[root@systeml ~J# chown andres /protected/project

[root@systeml ~]# semanage fcontext -a -t'public_content_t' '/protected(/.*)?'
[root@systeml ~]i#semanage fcontext -a -t'public_content_rw_t' '/protected/project(/.*)?'
[root@system1 ~]#restorecon -Rv /protected/

5kbefdl, ke E$
[root@systeml ~]# wget -O /etc/krb5.keytab http://server.group8.example.com/pub/keytabs/system1.keytab

6+ Ymi nfs TR FHEE 4
[root@systeml ~]#vim /etc/exports

/public  *.group8.example.com(ro,sec=sys,sync)
/protected  *.group8.example.com(rw,sec=krb5p,sync)

7. Bl nfs BEHSH, HEBRS

[root@systeml ~]#vim /etc/sysconfig/nfs
RPCNFSDARGS="-vV 4.2"

[root@systeml ~]# systemctl restart nfs-server.service nfs-secure-server.service

8 FlFnFFWIE T FIR
[root@systeml ~]#exportfs -ra
[root@system1 ~]#exportfs

/public * group8.example.com
/protected * group8.example.com
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http://server.group8.example.com/pub/keytabs/system1.keytab

B+ —

HH{ — A NFsit=

I system? e —4¥k8 systeml .groupd . example . com FinrsH = . HESTHEXR:

/public EHETHAMER L /mnt/nfsmount
/protectedE HTE THIMHER L /mnt/nfssecure HEHATE2MAE, EHTHurLWT -

http://server.groupd.example. com/pub/keyvtabs/ system? . keytab

FHF' andres ﬁEﬁE fmtfnfssecurefprojeat J:ﬁ']ﬁj{ﬁ:

EEYHEREERERIFBNERE
ik O]
IR IR R i |
SEER:
fE system2 AT
1. B EHRN

[root@system2 ~J# mkdir /mnt/nfsmount /mnt/nfssecure

2. T# kerberos ik
[root@system2 ~]# wget -O /etc/krb5.keytab http://server.group8.example.com/pub/keytabs/system2.keytab

3. 7E fstab SUHFH A INFRF AL EERRIE IR

[root@system2 ~]# vim /etc/fstab

..... EXREEMMUTERE.....
system1:/public /mnt/nfsmount nfs defaults,sec=sys 0 0
system1:/protecetd /mnt/nfssecure  nfs defaults,sec=krb5p,v4.2 0 0

4. WEMRZFIESHED LIBTHRE (HTHET kerberos BiE, FrlAFREEINERE)
[root@system2 ~]# systemctl enable nfs-secure
[root@system2 ~]# systemctl  start nfs-secure.service

5. Mk

[root@system2 ~]# mount-a

[root@system2 ~]# df-h

Filesystem Size Used Avail Use% Mounted on
system1:/public 9.8G 3.2G 6.7G 32% /mnt/nfsmount
system1:/protected 9.8G 3.2G 6.7G 32% /mnt/nfssecure

EE: BEWIEEE/protected KM, FLLUEIT systemctl status nfs-secure BWE RS EBBEINRK, BIiRB—&EHELE L
T ) kerberos I F# 4. system1 Fl system2 KR} [B] A —F 53

[root@system2 ~]#su - andres

-bash-4.2S kinit

Password forandres@GROUP8.EXAMPLE.COM: redhat

-bash-4.2$ cd /mnt/nfssecure/project/

-bash-4.2$ touch testfile

-bash-4.2$ Is -|

total 0

-rw-rw-r--. 1 andres andres O Feb 12 10:01testfile <--- andres F P BSh 8 & SO

ER: WREBAMRM, E systeml REBKT nfs BHSEON 7-v 4.2 FEXF B FBUE T IEHAH) selinux E T3, BRE
system2 REWE T EHERSH "va.2”

Spe

018 W


http://server.group8.example.com/pub/keytabs/system2.keytab
mailto:andres@GROUP8.EXAMPLE.COM

Lo i

SEIL— web RS SR

I systeml FEREBE— TS http: [/systeml .group8.example.com/ s AEHRITT RSB :

HL http://=erver . groupf . example. c::::mfr:nu]:n.-"rs_ﬁteml Lhtml —Fﬁj[ﬁ: » #Hﬁﬁ[#ﬁ% j"]

index.html AEEXEYHAAE

B3t index.html EWNBER web BFE M DocumentRoot HET
*kBF groups.example.com 1% F1E P ue o)A B 1 web R 5
JTEE:_Fm}f133t.orgﬁfﬁﬁpﬁﬁﬁﬁﬂﬂtwebﬁﬁ

i [

it R UEORE |

fE system1 _EHAT:
1. ZERAR

[root@system1 ~J# yum install httpd -y

2, @A E
[root@system1~]#vim /etc/httpd/conf.d/httpd-vhosts.conf
<VirtualHost *:80>

DocumentRoot "/var/www/htm|"

ServerName system1.group8.example.com

<Directory" /var/www/html|">
<RequireAll>
Require allgranted
Require not host.my133t.org
</RequireAll>
</Directory>
</VirtualHost>

[root@systeml ~J# wget -O /var/www/html/index.html
3. WERFSHHEINHELS LEFIRE

[root@system1 ~]# systemctl enable httpd
[root@system1 ~]# systemctl start httpd

4. &ERs K

http://server.group8.example.com/pub/system1.html

[root@system1 ~]# firewall-cmd --permanent --add-service=http

[root@system1 ~]#firewall-cmd --reload

I9F: 7E system2 AT
[root@system2 ~]# curl system1.group8.example.com
Site:systeml.group8.example.com

Spe
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FH=

Bl & 42 webR 5%

RS http://systeml .group8.example.com PLATLSHE -

— M EEBSUMBMN http://server.group8.example . com/pub/tls/certs/ sy=teml .ort iEm
WAF BAIFEHM http://server.groups.example. com/pub/tls/private/systeml .key %R
HFPHESERGEMN http: //server.groups.example. com/pub/tls/certs/ssl-ca.crt 3Lk

i o]

IR MREEARE |

fE system1 _EHAT:
1. 2238 ssl BB

[root@system1 ~J# yum install mod_ssl-y

2. B E
[root@systeml ~J#vim /etc/httpd/conf.d/httpd-vhosts.conf
e FESCA B JE G AN AR REAU AL L.
<VirtualHost *:443>
DocumentRoot "/var/www/htm|"
ServerName system1.group8.example.com

<Directory" /var/www/html|">
<RequireAll>
Require allgranted
Require not host.my133t.org
</RequireAll>
</Directory>

SSLEngine on

SSLProtocol all -SSLv2-SSLv3

SSLCertificateFile  /etc/pki/tls/certs/system1.crt

SSLCertificateKeyFile  /etc/pki/tls/private/system1.key

SSLCACertificateFile/etc/pki/tls/certs/ssl-ca.crt
</VirtualHost>

3. THIEP CHHURYE LA E SCH 38 58 B SRUET T 83N M B8 A2

[root@systeml ~J#wget -O /etc/pki/tls/certs/systeml.crt http://server.group8.example.com/pub/tls/certs/system1l.crt
[root@systeml ~J#wget -O /etc/pki/tls/private/systeml.key http://server.group8.example.com/pub/tis/private/systeml.key
[root@systeml ~J#wget -O /etc/pki/tis/certs/ssl-ca.crt http://server.group8.example.com/pub/tls/certs/ssl-ca.crt

4, V0T KB )
[root@system1 ~]# firewall-cmd --permanent  --add-service=https
[root@system1 ~]#firewall-cmd --reload

5. EERS%

[root@systeml ~]#systemctl restart httpd

1E system2 IRF:
[root@system2 ~J# curl -k https://systeml.group8.example.com
Site:system1l.group8.example.com
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o it}

A B R L E L

1 systeml B flvebR S5, PSS http://wwwd.group8.example.com BIE— M EHM T, &
ERITTASE:

¥ DocumentRoot #J [var/vwww/virtual
M http://server.groupd.example.com/pub/wwwd . html PHEEVNHFBEEN index.html AR X

ft index.html FIANE 80 2%
FXH index.html WMIEEW T pocumentroot HRT
W % andy HAPaEIE /var/www/virtual BR T el 23X

‘}’_-i{ﬁ: EE,‘E 11ttr:u:,-"r,-"rgy_steml.I:[r:::ur:nEt.exa_nmle.c::::m ﬁﬁﬂ}&‘iﬁ‘éﬁﬁﬂ, %ﬁﬁ%%
server.group8.example.com EEEHHA FHH wwws.groups.example.com MFIIKZ BT

i o]

bR BEAREE |

SEER:

1E systeml B#AT: 1. I ERIFT
BE T [root@systeml ~]#mkdir

/var/www/virtual
[root@systeml ~]# wget -O /var/www/virtual/index.html http://server.group8.example.com/pub/www8.html

2, WE M B SRR

[root@system1 ~J# setfacl -m u:andy:rwx /var/www/virtual/

[root@systeml ~]# semanage fcontext -a -t "httpd_sys_content_t" '/var/www/virtual(/.*)?'
[root@system1 ~]# restorecon -Rv  /var/www/virtual/

3. B EHEN
[root@systeml ~]#vim /etc/httpd/conf.d/httpd-vhosts.conf
e MBS B R 3N DA R B LA E ..
<VirtualHost *:80>
DocumentRoot "/var/www/virtual"

ServerName wwwa8.group8.example.com

<Directory"/var/www/virtual">
<RequireAll>
Require allgranted
</RequireAll>
</Directory>
</VirtualHost>

4. EFRS

[root@system1 ~]# systemctl restart httpd

1E system2 UK
[root@system2 ~]#curl http://www8.group8.example.com
Site:www8.group8.example.com
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BTHE

BEE web WAEWIE

=M systeml FH web RS &M DocumentRoot HR T, tIBE—1-8H private MEx, Bk
T:

M http://server.qgroupd.example.com/pub/private.html FiE— T ¥ H3AFB LT THE, HH
E‘:‘fﬁ% ?‘] index.html

AT XA A IS WAl
M system1 b, HEPABALLAEN private AIAE, BEMAHEZRA @ BRZTMEHENAS .

i o]

IR HIFARE |

fE system1 AT

1, B HZF

[root@systeml ~J#mkdir /var/www/html/private
[root@system1 ~J# mkdir /var/www/virtual/private

2, THEE
[root@systeml ~]# wget -O /var/www/html/private/index.html http://server.group8.example.com/pub/private.html
[root@system1 ~J# wget -O /var/www/virtual/private/index.html http://server.group8.example.com/pub/private.html

3. BEURH ENLAEE A
[root@systeml ~J#vim /etc/httpd/conf.d/httpd-vhosts.conf
<VirtualHost *:80>

DocumentRoot "/var/www/htm|"

ServerName system1.group8.example.com

<Directory " /var/www/html|">
<RequireAll>
Require allgranted
Require not host.my133t.org
</RequireAll>
</Directory>
<Directory" /var/www/html/private"> #5r MERE MR E R EVLER I HERRE
Require all denied
Require local
</Directory>
</VirtualHost>

<VirtualHost *:80>
DocumentRoot " /var/www/virtual"
ServerName wwwa8.group8.example.com

<Directory " /var/www/virtual">
<RequireAll>
Require allgranted
</RequireAll>
</Directory>
<Directory "/var/www/virtual/private"> #5 ERE MR B EVLE R MR RE
Require all denied
Require local
</Directory>
</VirtualHost>
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4, EJFRS
[root@system1 ~]# systemctl restart httpd

5. Mk

1E system1 EJIR
[root@system1~]#curlhttp://systeml.group8.example.com/private/
This a private file,only for localaccess!

1E system2 R

[root@system2 ~]#curl http://systeml.group8.example.com/private/
<IDOCTYPE HTML PUBLIC"-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don't have permission to access/private/

on this server.</p>

</body></html>
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Lo Ayl

LA EWEBH &
. system1 FEGRM#BHEw-bAET, BkK:

hENEHEH wsgl.groupld . example . com S 4R 4t
ERENmirEsRDO soos

M http://server.group8.example. com/pub/webinfo.wsgi TH —1HE, REEEESMH
O, LichAERERMEXFAANT

EPWwIAE http://wsgi .groupd.example.com: 8909/ K, BiZEWR shEL B Mlwebi @A
W http://wsgi.group8.example.com:8909/ WA groups.example.com AP AREKR N

j=]
ik [O]
T 33 i 5 i B2 15e |
BEER:
fE system1 AT

1. BB EN
[root@system1~]#vim /etc/httpd/conf.d/httpd-vhosts.conf
o FEIC B ST f i TG I B REAU AL
Listen 8909
<VirtualHost *:8909>
ServerName wsgi.group8.example.com
WSGIScriptAlias / /var/www/html/webinfo.wsgi
</VirtualHost>

[root@systeml ~J#twget -O /var/www/html/webinfo.wsgi http://server.group8.example.com/pub/webinfo.wsgi

2. ERERE

[root@systeml ~]#yum install mod_wsgi -y

NI ilvige: 5
[root@system1 ~]# firewall-cmd --permanent --add-rich-rule 'rule family="ipv4" port port=8909 protocol=tcp accept'
[root@system1 ~]#firewall-cmd --reload

4. P SELinux
[root@system1 ~]# semanage port -a -t http_port_t -p tcp 8909

5. EER%

[root@system1 ~]# systemctl restart httpd

6+ IR

[root@systeml ~J#curl http://wsgi.group8.example.com:8909
This Dynamic WSGI Page Was Generated at:

Sun Feb 12 21:23:01 2017
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BTt

B2 — A

Hsysteml FBIB—HBA /root/foo.sh FIHE, it HIFM T HIE14 -

YMi=E{T froot/foo.sh redhat ,Hwidi9 fedora
Yi={T /root/foo.sh fedora ,HMi# redhat

HRAHMNEZNEEZHAE redhat BhEF fedora I, HERBLFLELUTHER -

/root/foo.sh redhat | fedora

i o]

R EEAREE |

fE system1 _EHAT:
[root@system1 ~]# vim /root/foo.sh
#!/bin/bash
case Slin
redhat)
echo "fedora"
fedora)
echo "redhat"

*)
echo "/root/foo.shredhat|fedora"

.o
”

esac

[root@systeml ~J# chmod 755 /root/foo.sh
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B+ /&

I — A E A P R AR

. systeml FBIB—THE, B /root/batchusers ,WHIERRZIXMAREK system1 IEEBMAH,,
HEXEHPPAPERAB— 1T858 HPENERAXE, RRBAET MEK:

HHEEREH I Z2H, HEVHMEASHPEIERMAZH

H]%iﬁﬁﬁﬂ%?ﬂ, “thsl\j"li%ﬂj—lrﬁﬁ:]ﬁﬂ_?ﬁﬁ. Usage: /root/batchusers userfile ﬁﬁiﬂ
3 ik O HE 18

MERMH I ATFEMNXHS, EHFEFREZSLETHEAMARETRESR Input file not found HRFRL
H ik D4 11E

gl 2MAP&ERshellH /bin/false

HHELAZEELHPEREED®

BEo[LA M T | Murcit B H P& 313 M uf 3

http://=erver.gqroupd.example. com/pub/userlist

i o]

MR HEARE |

SEER:

fE system1 AT
[root@system1 ~]# vim /root/batchusers
#!/bin/bash
if [ S# -eq 1 ];then
if [-f "$1" ];then
while read username ;do
useradd -s /bin/false Susername &>/dev/null

done < $1
else
echo "Input file not found"
exit 1
fi
else
echo "Usage: /root/barchusersuserfile"
exit 2
fi

[root@systeml ~J# chmod 755 /root/batchusers
[root@systeml ~]# wget -O /root/userlist http://server.group8.example.com/pub/userlist

W

[root@system1 ~]# /root/batchusers userlist
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BT

BLE IscsI BR%im

[ sy=steml B#t— 1scs1 BS ®BESN ign.2014-08. com.example. groupd: systeml HHE5
THEK:

RBH#WOHM 3260
M iscsi store fFHEWEHESEK, HADMH 3¢

RS Raeil system? .groupd.example . com 1 =]

i [o]

R HERRE |

fE system1 AT

1. ZEREIFEIRS

[root@systeml ~]# yum install targetcli -y
[root@system1l ~]# systemctl enable target
[root@system1 ~]# systemctl start target

PNyl

[root@systeml ~]# firewall-cmd --permanent --add-rich-rule 'rule family="ipv4" source address="172.24.8.12/32" port
port=3260 protocol=tcp accept’

[root@system1 ~]# firewall-cmd--reload

3. BIEEEBAERN SR
[root@system1 ~]# fdisk /dev/sda #2233 B I A 1) & /dev/vda
Command (m for help): n
Partition type:
p  primary (2 primary, 0 extended, 2 free)
e extended
Select (default p): p

Partition number (3,4, default3): EfZ[E 4
First sector (26626048-41943039, default 26626048): 0] %=

Using default value 26626048

Last sector, +sectors or +size{K,M,G} (26626048-41943039, default 41943039): +3G
Partition 3 of type Linux and of size 3 GiB is set

Command (m for help): t
Partition number (1-3, default 3): B[ £

Hex code (type L to list all codes): 8e
Changed type of partition 'Linux' to 'Linux LVM'

Command (m for help): w
[root@system1 ~]# partprobe
[root@system1 ~J# pvcreate /dev/sda3

[root@systeml ~]# vgcreate iscsi_vg /dev/sda3
[root@system1 ~}# Ivcreate -n iscsi_store -I 100%VG iscsi_vg

4, BCH iscsi
[root@system1 ~]#targetcli
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/> backstores/block create name=iscsi_store dev=/dev/iscsi_vg/iscsi_store EX T — MBI E

/> cd iscsi
/iscsi> createiqn.2014-08.com.example.group8:system1 fE X T —4“iscsi(target)

[iscsi> cdign.2014-08.com.example.group8:system1/tpgl/

[iscsi/ign.20...:system1/tpgl> luns/ create /backstores/block/iscsi_store 258 X IF T KB & iE 1% target ILFE H &=
[iscsi/ign.20...:system1/tpgl> acls/ createiqn.2014-08.com.example.group8:system2  BIEFET iqn K] acl: RIFi% 4 FHIZ F Ui A 4 iscsi F tagert
/iscsi/igqn.20...:system1/tpgl> portals/ create 172.24.8.11 3260 & Y. target FJ N\ (& P AE R4 1P F¥g T 17 1A])

Using default IP port 3260

Could not create NetworkPortal in configFS WIERE BX N RES AT LLARE, FOASE LR AR BN A H# 7 1 0.0.0.0 YT AT
/iscsi/ign.20...:system1/tpgl> set attribute authentication=0 1% tgp <K 5 I1UE

Jiscsi/igqn.20...:system1/tpgl> set attribute generate_node_acls=0 1% tgp 1# FH H & X acl SZF T 505 5] PR

/>saveconfig {RIFE

/> exit

o— iscsi store
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BT

BeE iscIsI WIZE P

A& system? HFHEEFEETE systeml HE#m iq‘n.?ﬂld—ﬂﬂ.com.exa_mple.groupﬂ:systeml,#ﬁﬁﬂ
T3k :

iscis REERESIFHBIA N
BBHE iscist FEE—1AADDH 2100 mis PIHK, AR exta
WHEESEHE /mnt/data b, RIREREGShFHB A ER

iz o]

R EEAREE |

SEER:

fE system2 AT
1. BEEPWER4E

[root@system2 ~]# yum install iscsi-initiator-utils -y

2, BCE iscsi B mAIA T, RIESEHERBH

[root@system2 ~]# vim /etc/iscsi/initiatorname.iscsi
InitiatorName=ign.2014-08.com.example.group8:system?2

3. WREMRFIFHESIAG LE3)

[root@system2 ~]# systemctl enable iscsi iscsid
[root@system2 ~]# systemctl restart iscsi iscsid

4. RIN target
[root@system2 ~]# iscsiadm -m discovery -t st -p 172.24.8.11

172.24.8.11:3260,1 ign.2014-08.com.example.group8:system1

5)%f; target

[root@system2 ~]# iscsiadm -m node-|

[root@system2 ~]#Isblk

NAME  MAJ:MINRM SIZE RO TYPE MOUNTPOINT
sda 8:0 0 20G Odisk

F—sdal 8:1 0 9.8G Opart/

L—sda2 82 0 2G 0 part [SWAP]

sdb 816 0 3G Odisk <-—--AKHZ T —/ 3G B, FHAKELFIIZN vdb

6. XA
[root@system2 ~)# fdisk /dev/sdb
Command (m for help):n
Partition type:
p  primary (O primary, O extended, 4 free)
e extended

Select (default p): p
Partition number (1-4, default1): BEERE
First sector (8192-6283263, default8192): HEiE[FZ%E

Using default value 8192
Last sector, +sectors or +size{K,M,G} (8192-6283263, default 6283263): +2100M
Partition 1 of type Linux and of size 2.1 GiB is set

Command (m for help): w
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[root@system2 ~]# partprobe
[root@system2 ~]# mkfs.ext4 /dev/sdbl

7. BEEFVLE R
[root@system2 ~]# mkdir /mnt/data

RIEE B R, HEHHBHRTERN_netdev 2%
[root@system2 ~]# blkid /dev/sdb1l
/dev/sdbl: UUID="e101bcb4-eb23-4a25-8f31-25956a06cc10" TYPE="ext4"

[root@system2 ~]# vim /etc/fstab

UUID="e101bcb4-eb23-4a25-8f31-25956a06cc10" /mnt/data ext4 defaults, netdev
[root@system2 ~]# mount-a

[root@system2 ~]# df-h

Filesystem Size Used Avail Use% Mounted on

/dev/sdbl 2.0G 6.2M 1.9G 1% /mnt/data
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Ao B — A EE
£ 3ystemlj:ﬁ'JE_‘T‘ Maria DB HIBEE, & contacts, BRK:

HEEFRZASKAREESERMNAT, EHXHFMAurey

http://server.groupd.example . com/pub/users.mdb , HMIEFEBPEEH localhost 1Ol
B 7 root AP, WHEERGEH#HAP vMary B0, HAPEBA redhat
root FHF'EF]ﬂEEETEﬂ‘J redhat » Iﬁlﬁmfﬁﬁ?ﬁﬂﬁi

iz [a]

bR HERREE |

SEER:

fE system1 _FHAT:
1. ZEPIEE
[root@system1 ~J# yum install mariadb* -y

2. BBIRS

[root@system1 ~J# systemctl enable mariadb.
[root@system1 ~]#systemctl start mariadb 3.

wEHIEE

[root@system1~]# mysql_secure_installation

Enter current password for root (enter for none): BRINEHE N, HEERZER

OK, successfully used password, movingon...
Set root password? [Y/n]y

New password: redhat

Re-enter new password: redhat
Remove anonymous users? [Y/n]y ﬂ%ﬂ‘]ﬁ@*ﬁ%%%ﬁ%@$
4. SAEIE. BHFIHFER

[root@system1 ~]# wget -O /root/users.mdb http://server.group8.example.com/pub/users.mdb
[root@systeml ~]# mysql -u root -predhat

MariaDB [(none)]> create database Contacts;

MariaDB [(none)]> use Contacts;

MariaDB [Contacts]> source/root/users.mdb;

MariaDB [Contacts]> grant select on Contacts.* to Mary@Ilocalhost identified by 'redhat’;

MariaDB [Contacts]> quit
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o

HEEEH
1 =ysteml THABEE contacts , HHEAHEMN sor EBELALIE T HjclE -

EIPIE fadora MARBFEH AT

John IE#
AZLAMNYEEAE John , AFREFRE santa clara ?
4 1F T
BEEE | EE |
T 42 41 R ) R 1 |
SEER:

[r Syl Fm oot —-prec

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 41

Server version: 5.5.44-MariaDB MariaDB Server

Copyright (c) 2000, 2015, Oracle, MariaDB Corporation Ab and others.
Type 'help:;' '\h' for help. Type '\c' to clear the current input statement.

and column names
rtup with -A

Database changed
MariaDB [C s]> ¢ C e.fi name OM u name, u passwd WHERE |u name.u
: - = T .

d ) STWEL . 1 ¢ yIN DD a SWCl . SWO — A0 a

name . firstname

1l row in set (O

2
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