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[image: image1.png][root@localhost ~]# firewall-cmd --get-zones
block dmz drop external home internal public trusted work
Crootelocathost ~1# [l
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[image: image2.png]Lroot@localhost ~J# Tirewall-cmd --get-detault-zone
public
[root@localhost ~J# Il
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[image: image3.png][root@localhost ~]# firewall-cmd --get-active-zones
public

interfaces: ens33
[root@localhost ~1# I
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[image: image4.png][root@localhost ~]# mount /dev/cdrom /media

mount: /dev/sro SR, HLIREFTAER
[root@localhost ~J# yum install -y httpd

EfNgIES: fastestmirror

Loading mirror speeds from cached hostfile
c7-media

EEMRKBER
> FTHBREES

| 3.6 kB ©0:00:00




[image: image5.png]# Change this to Listen on specific IP addresses as shown below to
# prevent Apache from glomning onto all bound IP addresses.

#

#Listen 12.34.56.78:80

Listen 8800

Listen 8881l

#




[image: image6.png]Lrootg.ocalhost ~J# setentorce O
[root@localhost ~J# systemctl restart httpd
[root@localhost ~J# I




[image: image7.png][root@localhost ~]# ss -tlnp | grep -E '8800|8881"

LISTEN o 128 [::]:8881 t users
(("httpd",pid=1584, fd=6), ("httpd",pid=1583,fd=6), (*httpd" pid=1582, Fd=6), ("httpd" pis
1581, 7d=6), ("httpd",pid=1580, fd=6), ("httpd*,pid=1579, fd=6))

LISTEN 0 128 {::1:8800 ez users:
(("httpd",pid=1584, fd=4), ("httpd",pid=1583,fd=4), ("httpd",pid=1582, fd=4), ("httpd" pid=
1581, fd=4), ("httpd",pid=1580, fd=4), (*httpd*,pid=1579, fd=4))

[root@locathost ~1#





[image: image8.png][root@localhost ~]# Tirewall-cmd --zone=public --add-port=8868/tcp --permanent

success,
[root@localhost ~J# firewall-cnd --reload

success,
[root@localhost ~J# curl http://192.168.199.10:8800

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/0TD/xh
111 did"s<html><heads




[image: image9.png][root@localhost ~]# firewall-cmd --zone=trusted --change-interface=ens33 --permanent
The interface is under control of NetworkManager, setting zone to 'trusted'.

success

[root@localhost ~J# firewall-cnd --reload

success

[root@localhost ~J# curl http://192.168.199.10:8800
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://www.w3.org/TR/xhtml11/0TD/xh

tml11.dtd"><html><head>





[image: image10.png]Lroot@localhost ~J# Tirewall-cmd --zone=public --change-interface=ens33 --permanent
The interface is under control of NetworkManager, setting zone to 'public'.

success

[root@localhost ~1# firewall-cmd --reload

success

[root@localhost ~1# Il
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[image: image11.png][root@localhost ~]# firewall-cmd --zone=public --add-port=8889/tcp --permanent
ecpee




[image: image12.png][root@localhost ~]# firewall-cmd --zone=public --add-forward-port=port=8889:proto=tcp:
‘toport=8881:toaddr=192.168.199.10 --permanent
cuccess





[image: image13.png][root@localhost ~]# firewall-cmd --zone=public --list-forward-ports

Pport=8889:proto=tcp: toport=8881: toaddr=192.168.199. 10
[root@localhost ~J# firewall-cnd --zone=public --list-ports

8800/tcp 8889/tcp 8881/tcp




