1) 查询有多少个zone， 名称分别叫什么
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2) 查询 default zone
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3) 查询 active zone
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4) 创建httpd 服务， 让监听 二个端口 8800 和 8881
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	add-port 方式允许 访问其中一个端口。 然后用curl 命令或者浏览器访问。
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	把网卡ens33或者eth0 分配到trusted zone ，上述二个端口。分别再访问一次。
	[image: ][image: ]
	把网卡接口恢复 public zone 
	
5) 在firewall-config 创建端口转发。  创建新端口 8889 让他转发给本机8881端口。
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[root@hostAAA ~]# firewall-cmd --zone=trusted --add-interface=ens33 --permanent
The interface is under control of NetworkManager, setting zone to 'trusted'.
success
[rootehostAAA ~]# firewall-cmd --zone=trusted --list-all
trusted (active)

target: ACCEPT

icmp-block-inversion: no

interfaces: ens33

sources

services:

ports:

protocols:

masquerade: no

forward-ports:

source-ports

icmp-block:

rich rules:
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[root@localhost ~]# curl 192.168.16.10
2214151951859
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[root@hostAAA ~]# firewall-cmd --permanent --add-forward-port=port=8889:proto=tcp:toport=8881
success

[root@hostARA ~1# firewall-cnd --permanent --add-port=8889/tcp

success

[root@hostAAA ~1# frewall-cmd --reload

-bash: frewall-cmd: FHRE|dr4

[root@hostARA ~1# firewall-cmd --reload

success
[rootehostAAA ~1# ss -tlnp | grep 8881
LISTEN 0 128 :8881 users: (("httpd"

427116, fdo8), ("hittpd® pid=27115, Fac8) , ("httpd",pide2711d. Fd=s)  ("httpd,pid=a7113, s ), ( "het
[rootehostAAA ~]# firewall-cmd --1ist-port
8881/tcp 8889/tcp
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Lroot@.ocalnost ~J# curt 192.168.20.10:8881
2214151951859
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[root@hostAAA ~]# firewall-cmd --get-zones
block dnz drop external home internal public trusted work
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[root@hostAAA ~]# firewall-cmd --get-default-zone
public
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[root@hostAAA ~]# firewall-cmd
public
interfaces: ens33

-get-active-zone
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[root@hostAAA ~]# netstat -anpt | grep httpd
tcp6 o 0 i T LISTEN 26964/httpd
tcp6 o o LISTEN 26964/httpd

LISTEN 26964/httpd

tcpe 0 0
F e  ennn 1% B
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[root@hostAAA ~]# firewall-cmd --add-port=8881/tcp --permanent
success
47 /var/spool/mail/root AL
[root@hostAAA ~]# firewall-cmd --reload
success
[rootehostAAA ~J# firewall-cnd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ens33

sources:

services: ssh dhepvé-client

ports: 8881/tcp

protocols:

masquerade: no

forward-ports:

source-ports:

icmp-blocks :

rich rules:
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[root@localhost ~]# curl 192.168.10.10:8881
3214151951859




