上机作业

一、部署服务

1、vsftpd、httpd、sshd

[image: image1.png]B4l CentOS 7 64 2 (7.9
4m 2Ex =8 xEsE I8 BB = 88

B X » «x O =E Y @m g g

BEE I8 =iEk TS 48 ShiT BE wiHe

EiE

@ & 2 v X

BE EE  EH Todm SIERO E5ME

A

B RraiE

€ 192.168.110.254 (fp)

I 152.166.128.132 (@FOX23) ()
] centos 764 i .94
centos 764 (L)

Wk [ @sre A w [F % sux

K
] centos 764 7 (E0472)
] centos 764 7 (047

[root@localhost ~J# yun install -y vsftpd httpd openssh-server
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Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
TS RPH WEE‘J&#E yum BFEH.
E + mailcap-2.1.41-2.e17.noarch va
.4.6-95.e17. centos .x86_64 274
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ExE:
httpd.x86_64 0:2.4.6-95.e17.centos

fERRBERE:

httpd-tools.x86_64 0:2.4.

1

VsFtpd.x86_64 0:3.0.2-25.¢17

6-95.c17.centos  mailcap.noarch 0:2.1.41-2.e17
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二、通过修改iptables规则限制服务的通信

1、除了这三个服务外其他所有流量均被拒绝

2、仅有一个客户机可以访问到这三个服务

3、将所有的条目进行保存
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T
Traot@locatnost «1# systenctl enable ——now vsFepd hetpd sshd
Created ymlink Fram Jete)systend/systen/mLei-vser- orget wants/vsFtpd. service
S0 Tuar/ Lo s tendysystemvatepd. evice.
Created synlink Fram Jete]eyotend)oysken/multi-user. target wants/httpd. service ¢
O Tesn 1ibysyorendy system/mepa. service:
Troot@locathoct w14 tystencel staes veftpd htpd sshd
e service | vitepd Fep dacmon

Coated: Tonded (/usr)1io/bystend/systen/vsftpd. service; cnabled; vendor prese
& disated)

Aetiver active (running) since I

Procebas 19385 Execstarce/var sbin/erepd Jevc/veFepa vortpd.cont (codemexited
. Sratarsiectss)
Mtn P10 19387 (vsFepd)

Caraups /aysten.s1iceusftpd.service

119387 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf

105 08 10:59:23 localhost. localdomain systend[1]: Starting Vsftpd ftp dacmo
105 08 10:59:23 localhost. localdomain systend[1]: Started Vsftpd ftp daemon.

« httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/1ib/systend/systen/httpd.service; enabled; vendor preset
: disabled)
Active: active (running) since [
Docs: man:httpd(8)
man:apachectl()
Main PID: 19386 (httpd)
Status: "Total requests: 0; Current requests/sec: 0; Current traffic: 0 B/s
CGroup: /system.slice/httpd.service
19386 /usr/sbin/httpd -DFOREGROUND
19388 /usr/sbin/httpd -DFOREGROUND
19389 /usr/sbin/httpd -DFOREGROUND
19392 /usr/sbin/httpd -DFOREGROUND
19393 /usr/sbin/httpd -DFOREGROUND
19394 /usr/sbin/httpd -DFOREGROUND

2026-10-08 10:59:23 CST; 95 ago

105 08 10:59:23 localhost. localdomain systend[1]: Starting The Apache HTTP
105 08 10:59:23 localhost. localdomain httpd 15566]: AHOBSSS: httpd: Could n
105 08 10:59:23 localhost. localdomain systend[1]: Started The Apache HITP S

« sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/1ib/systend/systen/sshd.service; enabled; vendor pres:
enabled)
Active: active (running) since = 2026-09-16 01:23:07 CST; 3 weeks 1 days ago
Docs: man:sshd()
man:sshd_config(s)
Hain PID: 950 (sshd)
CGroup: /system. slice/sshd. service
Lo50 /usr/sbin/sshd -D

95 16 01:35:57 localhost.localdomain sshd[6491]: Accepted password for root.
95 16 14 localhost. localdomain sshd[15254]: Accepted password for

95 16 1 localhost. localdomain sshd[15256]: Accepted password for
95 16 14:21:29 localhost.localdomain sshd[16553]: Accepted password for
95 16 14:23:46 localhost.localdomain sshd[17445]: Accepted password for
95 16 1 localhost. localdomain sshd[15157]: Accepted password for
95 16 14:46:10 localhost.localdomain sshd[15249]: Accepted password for
97 16 14:46:39 localhost. localdomain sshd[16437]: Accepted password for
105 68 10:59:10 localhost. localdomain sshd[19055]: Accepted password for ro
105 08 10:59:20 localhost. localdomain sshd[19123]: Accepted password for ro

g3ggige

5. CentOS 764 {37 (7.94%)

X
Y o
XFREE R

9

|"% locshostocaidomain | £ 0% | = 0.2268/0.95G8 | * 0.02Mbjs | & 0.00Mbjs | MM 334 | [E] root root root | B jrun: 2% | fsys/fslcaroup: 0% | J: 41% | ooot: 14% | frumjuser/o: 0%





[image: image3.png]B4l CentOS 7 64 2 (7.9
4m 2Ex =8 xEsE I8 BB = 88

B % » x O=E Y @m g

=i BEE I8 =iEk EE 48 SR BE wia

< @ @ @ 2 %
BE EE  EH Todm SIERO E5ME

[ Bl
€ 192.168.110.254 (fp)
T 152,165, 128,132 (aF0X23) ()
K] centos 7641z (:94)
] centos 764z (A0
] centos 7641z (A7)
] centos 7641 (A7)

A

vt | @ sew [& 2[4 T | # aix

67 Localhost. Localdomain sshd[19066]: Accepted password for ro...
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Hint: Sone Lines were ellipsized, use -1 to show in full.
[root@localhost ~]# systenctl stop firewalld
[root@localhost ~]# systemctl disable firewalld
[root@localhost ~]# yum install -y iptables-services
SARER. fastestairror
Loading mirror speeds fron cached hostfile
EERARRER
> EERESS
Z5 R, iptables-services.xs6_64.0.1.4.21-35.e17 ¥ FHE
> RERBERER

HHERRER

Package. £l A & KA
EERE:

iptables-services

BEHE

x86_64 1.4.21-35.e17 local 52k

8 1 MR

Dounloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
EEZE ¢ iptables-services-1.4.21-35.¢17.x86_64 n
BER  : iptables-services-1.4.21-35.e17.xB664 n

ExE:

iptables-services.x86_64 0:1.4.21-35.el7

=1
froot@localhost ~]# systenctl enable --now iptables

Created synlink from /etc/systend/systen/basic. target.wants/iptables. service to
Jusr/1ib/systend/systen/iptables. service.

[root@localhost ~J# iptables -A INPUT -m state --state ESTABLISHED,RELATED -j AC
ceer

[root@localhost ~]# iptables -F

[root@localhost ~J# iptables -X

[root@localhost ~J# iptables -A INUT -i lo -j ACCEPT

[root@localhost ~J# iptables -A INPUT -m state --state ESTABLISHED,RELATED -j AC
ceer

[root@localhost ~]# CLIENT_IP="192.165.125.10"

[root@localhost ~J# iptables -A INPUT - SCLIENT_IP -p tcp --dport 22
[root@localhost ~J# iptables -A INPUT -5 SCLIENT_IP -p tcp
[root@localhost ~J# iptables -A INPUT -5 SCLIENT_IP -p tcp --dport 21 -] ACCEPT
[root@localhost ~J# iptables -P INPUT DROP

[root@localhost ~J# iptables -P FORMARD DROP

[root@localhost ~J# iptables -P OUTPUT ACCEPT

[root@localhost ~J# service iptables save

iptables: Saving Firewsll rules to /etc/sysconfig/iptables:[ B ]
[root@localhost ~J# iptables -L -n

Chain INPUT (policy DROP)

target  prot opt source destination
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三、验证

1、查看iptables的规则条目 

图一

[image: image4.png][root@localhost ~]# iptables -L -
Chain INPUT (policy DROP)

target  prot opt source destination
ACCEPT  all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT  all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTA
BLISHED

ACCEPT  tcp -~ 192.168.128.10 0.0.0.0/0 tep dpt:22
ACCEPT  tcp -- 192.168.128.10 0.0.0.0/0 tep dpt:80
ACCEPT  tcp -- 192.168.128.10 0.0.0.0/0

Chain FORWARD (policy DROP)
target  prot opt source destination

Chain OUTPUT (policy ACCEPT)

target destination





客户机和iptables服务器相互通信验证 图二 —— 图四（httpd、vsftpd、sshd）

[image: image5.png]? MobaXterm 20.3 ?
(ssH client, X-server and networking tools)

> SSH session to root@l92.168.128.10
2 SSH compression : x
2 SSH-browser. .
? X11-forwarding : x (disabled or not supported by server)
2 DISPLAY : 192.168.110.198:0.0

> For more info, ctrl+click on help or visit our website

Last login: Tue Sep & 18:56:54 2026 from 192.168.128.1
[root@localhost ~1# curl http://192.168.128.40

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://wni.u3.org/TR/xhtml11/DTD/xhtnl11.dtd"><htnl><head>
<meta http-equiv="content-type" content="text/html; charset=UTF-8">

<title>Apache HTTP Server Test Page powered by Cent0S</title>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-g">

<!-- Bootstrap -->
<link href="/noindex/css/bootstrap.min.css* rel="stylesheet">
<link rel="stylesheet" href="noindex/css/open-sans.css* typ

‘text/css" />

R




[image: image6.png]L3
frootalocalhost ~1# ftp 192.168.128.40
Connected to 192.168.128.40 (192.168.128.40) .

220 (vsFTPd 3.0.2)
Name (192.168.128.40:root):





清空条目，然后重新加载

[image: image7.png][root@localhost ~]# iptables -F e
Froot@localhost ~]# iptables -L





[image: image8.png]Lrootllocalhost “I# service iptables reload

edirecting to /bin/systemctl reload iptables.service

[rootelocalhost ~1# iptables -L -n
hain INPUT (policy DROP)
prot opt source

arget
(CCEPT
(CCEPT
(CCEPT
(CCEPT
CCEPT

all
all
top
top
top

9.0.0.8/8
9.9.8.8/8

192.168.128.18
192.168.128.18
192.168.128.18

hain FORWARD (policy DROP)
prot opt source

arget

hain OUTPUT (policy ACCEPT)
prot opt source

arget

[root@localhost ~1#

destination

destination

state RELATED,ESTABLISHED
top dpti22
top dpt:88
top dpt:21




查询有多少个zone， 名称分别叫什么

[image: image9.png][root@localhost ~]# systemctl start firewalld
[root@localhost ~]# systemctl status firewalld
« firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/1ib/systend/systen/Firewalld.service; disabled; vendor preset: enabled)
active (running) since [ 2026-10-08 14:03:17 CST; 75 ago
man: firewalld(1)
1485 (firewalld)
/systen.slice/firewalld.service
L1485 /usr/bin/python2 -Es fusr/sbin/firewalld --nofork --nopid

7 locslhost. localdomain systend[1]: Starting firewslld - dynamic Firewall dasmon.
7 localhost . localdomain systend[1]: Started firewalld - dynamic firewsll dsemon.
105 05 14:03:18 locslnost. localdomain firewslld 14255 WARNING: AllowZoneDrifting is enabled. This is considered an insecure configuration option. It will be removed in a future reless...ling it now.
Hint: Some lines were ellipsized, use -1 to show in full.

[rootglocalhost ~J# firewall-cnd --get-zones

block drz drop external home internal public trusted work





查询 default zone

[image: image10.png][root@localhost ~]# firewall-cmd
public

-get-default-zone




查询 active zone

[image: image11.png][root@localhost ~]# firewall-cmd --get-active-zones
public
interfaces: ens33




创建httpd 服务， 让监听 二个端口 8800 和 8881

[image: image12.png][root@localhost ~]# yum install -y httpd

EfIEH: fastestmirror

Determining fastest mirrors

local
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> EEREEE
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> B htepd-tools.x86_64.0.2.4.6-95.17. centos ¥ T

> =R mailcap.noarch.0.2.1.1-2.e17 B TH

S BARBERER

EERRER

Package [ 5k
EEzE:
netpd
HEEmES:
netpa-tools 56 2.4.6-95.17. centos
nailcap noarch 21le10.e1

BEHE
£ 1 HFE (2 REERGE)
BTRE: 281

FEFRD: 0.6 M
Downloading packages

xa6_64 2.4.6-95.17.centos

it

Running transaction check
Running transaction test
Transaction test succeeded

Running transaction
BL. ton SEEEEE ym BEEL
EERE : mailcap-2.1.41-2.el7.noarch
TFEZE  : hetpa-tools 2.4.6.95.e17.centos.xs6_64
EZEZE  : httpd-2.4.6-95.c17.centos.xB6_64

BEER @ httpd-tools-2.4.6-95.e17. centos.xB6_64
EiER  : mailcap-2.1.41-2.e17.noarch
HER  : httpd-2.4.6-95.e17.centos.x86_64
ExE:
nttpd. xB6_64 0:2.4.6-95.e17. centos
fERRRESRE:
ttpd-tools.x86_64 0:2.4.6-95.e17. centos maileap.n:
=E!

Troot@localnost ~]# vim /etc/httpd/conf/httpd. conf
[root@localhost ~]# vim /etc/httpd/conf/httpd. conf
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add-port 方式允许 访问其中一个端口。 

[image: image14.png][root@localhost ~]# firewall-cnd -




  

然后用curl 命令或者浏览器访问。


[image: image15.png][root@localhost ~]# curl http://localhost:8800
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTHL 1.1//EN" “http://wes.u3.
meta http-equiv="content-type" content="text/html; charset=UTF-'
<title>Apache HTTP Server Test Page powered by Cent0s</title>
<meta http-equiv="Content-Type" content="text/htnl; charset=UTF-5">

5/ TR/xhtm111/D1D/xhtm111. dtd"><htnl><head>

<1-- Bootstrap >
<Link href="/noindex/css/bootstrap.min.css” rel="stylesheet”
<link rel="stylesheet” href="noindex/css/open-sans.css" type="text/css" />

<style type="text/css"><!--

Helvetica, sans-serif;






把网卡ens33或者eth0 分配到trusted zone ，上述二个端口。分别再访问一次。


[image: image16.png]Lroot@localhost ~J# Tirewall-cmd --zone=trusted --change-intertace=ens33





[image: image17.png][root@localhost ~]# curl http://localhost:3800
<1DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" “http://was.w3.org/TR/xhtml11/0T0/xhtnl11.dtd"><html><head>
meta http-equiv="content-type" content="text/html; charset=UTF-8">

<title>Apache HTTP Server Test Page powered by Cent0s</title>

<meta http-equiv="Content-Type" content="text/htnl; charset=UTF-5">

<Link href="/noindex/css/bootstrap.min.css” rel="stylesheet">
<link rel="stylesheet” href="noindex/css/open-sans.css" type="text/css" />

style type="text/css"><!--




[image: image18.png][root@localhost ~]# curl http://localhost:8881
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "hittp: //www.w3.org/TR/xhtn111/0TD/xhtn111. dtd"><htnl><head>
meta http-equiv="content-type" content="text/htnl; charset=UTF-5">

<title>Apache HTTP Server Test Page powered by Cent0s</title>

<meta http-equiv="Content-Type" content="text/htnl; charset=UTF-5">






把网卡接口恢复 public zone 


 [image: image19.png][root@localhost ~]# firewall-cmd nterface=ens33

ublic --change-





在firewall-config 创建端口转发。  创建新端口 8889 让他转发给本机8881端口。

[image: image20.png][root@localhost ~]# firewall-cmd --add-forward-port=port=8889:proto=tc|
[root@localhost ~]# firewall-cmd --list-forward-ports
port=3339: proto=tcp: toport=3381: toaddr=





