1) 查询有多少个zone， 名称分别叫什么[image: image1.png][root@localhost ~]# systemctl start firewalld
Ml [root@localhost ~]# firewall-cmd --get-zones
block dnz drop external home internal public trusted work





2)查询defaultzone[image: image2.png][root@localhost ~1# firewall-cmd --get-default-zones

usage: see firewall-cnd man page

firewall-cnd: error: unrecognized arguments: --get-default-zones
[root@localhost ~1# firewall-cmd --get-default-zone

public

[root@localhost ~1# B





3) 查询 active zone

[image: image3.png].
[root@localhost ~1# firewall-cnd --get-active-zones
public

interfaces: ens33
[root@localhost ~1# Il




创建httpd 服务， 让监听 二个端口 8800 和 8881

[image: image4.png]#
#Listen 12.34.56.78:80
Listen 8800
Listen 8881

.





[image: image5.png]T R
[root@localhost ~]# vim /etc/httpd/conf/httpd.conf
[root@localhost ~1# systemctl restart httpd
[root@localhost ~1#






add-port 方式允许 访问其中一个端口。 然后用curl 命令或者浏览器访问。


[image: image6.png][root@localhost ~]# firewall-cmd --zone=public --add-port=8860/tcp --permanent
success
[root@localhost ~1# firewall-cmd --reload

ess






把网卡ens33或者eth0 分配到trusted zone ，上述二个端口。分别再访问一次。


[image: image7.png]atld_LTt fTorever prererred LTtL torever
[root@localhost ~I# firewall-cnd -~zone=trusted --add-interface=ens33 --permanent

The interface is under control of NetworkManager, setting zone to 'trusted'.

success

[root@localhost ~1# firewall-cnd --reload

success

[root@localhost ~1# curl http://localhost:8800

<IDOCTYPE html PUBLIC *-//W3C//DTD XHTML 1.1//EN" "http://wms.u3.orq/TR/xhtnl11/DTD/xhtnl11.dtd"><htm
T><head>

<meta http-equiv

‘content-type® content="text/htnl; charset=UTF-8">
<title>Apache HTTP Server Test Page powered by Cent0S</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">






把网卡接口恢复 public zone [image: image8.png]</div>
</body></htnl>
[root@localhost ~1# firewall-cnd --zone=public --add-interface=ens33 --permanent
The interface is under control of NetworkManager, setting zone to 'public'.
success
[root@localhost ~1# firewall-cnd --reload
success




5) 在firewall-config 创建端口转发。  创建新端口 8889 让他转发给本机8881端口。

[image: image9.png][root@localhost ~1# firewall-cmd --zone=public --add-forward-port=port=8889:proto=tcp:toport=8881:toa
ddr=127.6.6.1 --permanent
success

[root@localhost ~1# firewall-cnd --reload

success,

[root@localhost ~1# curl http://localhost:8889
curl: (7) Failed connect to localhost:8889; JE4iEH:

[root@localhost ~1# I





