上机作业 
一、部署服务 
1、vsftpd、httpd、sshd 
二、通过修改iptables规则限制服务的通信 
1、除了这三个服务外其他所有流量均被拒绝 
2、仅有一个客户机可以访问到这三个服务 
3、将所有的条目进行保存 
三、验证 
1、查看iptables的规则条目 
图一 
[image: 批注 2026-09-29 1]
2、客户机和iptables服务器相互通信验证 
图二 —— 图四（httpd、vsftpd、sshd）
[image: 批注 2026-09-29 2][image: 批注 2026-09-29 3][image: 批注 2026-09-29 4] 
3、 清空条目，然后重新加载
[image: 批注 2026-09-29 5]

1) 查询有多少个zone， 名称分别叫什么
2) 查询 default zone
3) 查询 active zone
4) 创建httpd 服务， 让监听 二个端口 8800 和 8881
	add-port 方式允许 访问其中一个端口。 然后用curl 命令或者浏览器访问。
	
	把网卡ens33或者eth0 分配到trusted zone ，上述二个端口。分别再访问一次。
	
	把网卡接口恢复 public zone 
	
5) 在firewall-config 创建端口转发。  创建新端口 8889 让他转发给本机8881端口。
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[root@localhost ~1# vi /etc/httpd/conf/httpd.conf
[root@localhost ~]# semanage port -a -t http_port_t -p tcp 8800
[root@localhost ~]# semanage port -a -t http port_t -p tcp 888l
[root@localhost ~1# systemctl restart httpd

[root@localhost ~1# firewall-cmd --zone=public --add-port=8800/tcp --permanent
success

[root@localhost ~1# firewall-cnd --reload

success

[root@localhost ~1# firewall-cmd --zone=public --list-ports

8800/tcp
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C:\Users\x>curl http://192. 168. 126. 8:8800
nello from server 192. 168 1268
new content 2026 095 300 £
new content 20265 098 30H EH=

02 CST
:19 CST
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[root@localhost ~1# 1p addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
ik /Toopback 00:00:06:00:00:00 brd 00:60:00:00:00:00
inet 127.0.6.1/8 scope host lo
valid_lft forever preferred lft forever
inet6 ::1/128 scope host
valid_lft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether 00:0c}20:68:2e:b0 brd FFiff:ff:ff:ff:ff
inet 192.168.126.8/24 brd 192.168.126.255 scope global noprefixroute ens33
valid_1ft forever preferred lft forever
inets feB0::8ac2:b63e:b40a:643b/64 scope link noprefixroute
valid_lft forever preferred lft forever
3: virbro: <NO-CARRIER,BROADCAST,MILTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default glen 1000
Tink/ether 52:54:00:cf:bc:47 brd ff:Ffiff:Ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbro
valid_1ft forever preferred Lft forever
4: virbro-nic: <BROADCAST,MULTICAST> mtu 1500 qdisc pfifo_fast master virbro state DOWN group default qlen 1000
Tink/ether 52:54:00:cf:bc:47 brd Ff:ff:ff:ff:ff:ff
[root@localhost ~1# firewall-cmd --zone=trusted --change-interface=ens33 --permanent
The interface is under control of NetworkManager, setting zone to 'trusted

success,
[root@localhost ~1# firewall-cmd --reload

success,

[root@localhost ~1# firewall-cmd --get-active-zones
trusted

interfaces: ens33
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C:\Users\x>curl http://192. 168. 126. 8:8800

new content 20265 09 300 24
new content 20265 09F 30H EE

C:\Users\x>curl http://192. 168. 126. 8:8881

new content 20265 09 300 24
new content 20265 09F 30H ZE

C:\Users\x>

= 04:06:02 CST
04:13:19 CST

04:06:02 CST
04:13:19 CST
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[root@localhost ~1# firewall-cmd --zone=public --change-interface=c
The interface is under control of NetworkManager, setting zone to 'public'.
success
[root@localhost ~1# firewall-cnd --reload
success
[root@localhost ~1# firewall-cmd --get-active-zones
public
interfaces: ens33
[root@localhost ~1# firewall-cmd --zone=public --list-all
public (active)
target: default
icmp-block-inversion: no
interfaces: ens33
sources:
services: dhcpvb-client ssh
ports: 8860/tcp
protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks
rich rules:
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Lroot@localhost ~I# Tirewall-cmd

zone=public --list-torward-ports

Port=8889:proto=tcp: toport=8881: toaddr=127.0.0.1

[root@localhost ~1# sysctl -w net.ipvd.ip_forward=1

net.ipvd.ip_forward = 1

[root@locaihost ~1# sysctl -p

[root@localhost ~1# echo 'net.ipva.ip_forward=1' >> /etc/sysctl.conf
[root@localhost ~1# sysctl -p

net.ipvd.ip_forward = 1

[root@locathost ~1# firewall-cmd --zone=public --add-port=8881/tcp --permanent

success,

[root@localhost ~1# firewall-cmd --zone=public --add-port=8889/tcp --permanent

success,

[root@localhost ~1# firewall-cmd --reload

success,

[root@localhost ~1# curl http://192.168.126.8:8889
curl: (7) Failed connect to 192.168.126.3:8889; IB4miEH:

[root@localhost ~1# ss -tlnp | grep 8881

LISTEN

128

8881 [

("httpd",pid=55423, fd=8) , (*httpd® ,pid=55422, fd=e))
[root@localhost ~1# curl http://137.0.0.1:8881
hello from server 192.168.126.8

new content 20264 097 30H E%
new content 20264F 095 30H EH=

04:06:02 CST
04:13:19 CST

[root@localhost ~1# setsebool -P httpd_can_network_connect 1

setsebool:

SELinux is disabled.

users: ((*httpd®,pid=55427, fd=8),, (*httpd",pid=55426, fd=8) , (*httpd" pid=55425, fd=8), (*httpd" ,pid=55424, fd=8)

[root@localhost ~1# firewall-cnd --zone=public --remove-forward-port=port=8889:proto=tcp: toport=8881: toaddr=127.0.0.1 --permanent

success,

[root@localhost ~1# firewall-cmd --zone=public

success,

[root@localhost ~1# firewall-cnd --zone=public --add-port=8889/tcp

permanent

Warning: ALREADY_ENABLED: 8889:tcp

success,

[root@localhost ~1# firewall-cmd --reload

success,

[root@localhost ~1# firewall-cmd --zone=public --list-forward-ports
Port=8889:proto=tep: toport=888l: toaddr=
[root@localhost ~1# firewall-cmd --zone=public --add-masquerade --permanent

success,

[root@localhost ~1# firewall-cmd --reload

success,

Troot@localhoct ~1# B

--add-forward-port=port=8889:proto=tcp: toport=888l --permanent
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C:\Users\x>curl http://192, 168, 126. 8:8889
hello from server 192, 168.126.8
new content 20265 098 30H Z8
new content 20265 09F 30H EE

C:\Users\x>
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Lroot@localhost ~J# service 1ptables save

iptables: Saving firewall rules to /etc/sysconfig/iptables:[
[root@localhost ~1# iptables -L -n -v --line-numbers

Chain INPUT (policy DROP © packets, © bytes)

num | pkts bytes target  prot opt in  out  source

1 30 2432 ACCEPT  all * 0.0.6.0/0

2 o  oACCEPT  all W s 0.0.6.0/0

3 o 0ACCEPT  tcp * * 162.168.126.10
4 o 0ACCEPT  tcp * * 192.168.126.10
5 o  OREECT  all * * 0.0.6.0/0
Chain FORWARD (policy DROP © packets, 0 bytes)

num  pkts bytes target  prot opt in  out  source

Chain OUTPUT (policy ACCEPT 8 packets, 1024 bytes)
num  pkts bytes target  prot opt in  out  source

lestination
.0.0.6/6
.0.0.0/0
.0.0.0/0
.0.0.0/0
.0.0.0/0

destination

destination

state RELATED,ESTABLISHED

multiport dports 20,21,22,80
tcp dpts:30000:31000
reject-with icmp-host-prohibited
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Last login: Thu Sep 24 22:11:31 2026 from 192.168.126.1
[root@localhost ~1# curl -I http://192.168.126.8
HTTP/1.1 200 OK

Date: Tue, 29 Sep 2026 11:17:12 GMT

Server: Apache/2.4.6 (Cent0S)

Last-Modified: Tue, 29 Sep 2026 11:09:39 GMT

ETag: "25-65c9d38043137"

Accept-Ranges : bytes

Content-Length: 37

Content-Type: text/htnl; charset=UTF-8
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[root@localhost ~1# ftp 192.168.126.8

Connected to 192.168.126.8 (192.168.126.8).

220 (vsFTPd 3.0.2)

Name (192.168.126.8:root): ftp

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX,

Using binary mode to transfer files.

fip> ls

227 Entering Passive Mode (192,168,126,8,118,159) .
150 Here comes the directory listing.

druxr-xr-x 2 0 o 6 0ct 13 2020 pub
226 Directory send OK.

ftp>
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[root@localhost ~1# ssh root@192.168.126.8

The authenticity of host '192.168.126.8 (192.168.126.8)" can't be established.
ECDSA key fingerprint is SHA256:nbIlw+/WdLL1KgGLF6VqOMu3zs0OUKBACO+QSYOYoDM.
ECDSA key fingerprint is MDS:2b:b0:15:11:9a:26:3d:0a:43:64:9a:d2:de:e0:89:ac.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.126.8' (ECDSA) to the list of known hosts.
root@192.168.126.8's passwore

Last login: Tue Sep 20 18:52:56 2026 from 192.168.126.1
[root@localhost ~1# Il
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[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost

Chain INPUT (policy

num  target

ACCEPT
ACCEPT
ACCEPT
ACCEPT
REJECT

A WwNe-

Chain FORWARD (policy DROP)

num  target

Chain OUTPUT (policy ACCEPT!

num target

~1# 1ptables -F
~1# iptables -X
~1# iptables -Z
~1# iptables -t nat -F
~1# iptables -t mangle -F
~1# iptables -t raw -F
~1#
~1# iptables -P INPUT ACCEPT
~1# iptables -P FORWARD ACCEPT
~1# iptables -P OUTPUT ACCEPT
~1# iptables-restore < /etc/sysconfig/iptables
~1# iptables -nL --Line-numbers

DROP)
prot opt source destination
all -- 0.0.0.0/0 0.0.0.0/0
all -~ 0.0.0.0/0 0.0.6.0/6
tep -- 192.168.126.10 0.0.6.0/6
tep -- 192.168.126.10 0.0.6.0/6
all -- 0.0.0.0/0 0.0.6.0/6
prot opt source destination
prot opt source destination

state RELATED,ESTABLISHED

multiport dports 20,21,22,80
tcp dpts:30000:31000
reject-with icmp-host-prohibited
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[root@localhost ~1# firewall-cmd --get-zones
block dmz drop external home internal public_ trusted work
[root@localhost ~1# firewall-cmd --get-default-zone
public
[root@localhost ~1# firewall-cmd --get-active-zones
public

interfaces: ens33
[root@localhost ~1# [




