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[root@www ~1# tail -f /usr/local/httpd/logs/www.benet.com-access_log
173.16.16.16 - - [14/0ct/2026:23:41:08 +0800] "GET / HTTP/1.1" 200 23
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[root@localhost ~]# tail -f /usr/local/httpd/logs/movie.benet.com-access_log
i73.]6.]6.]6 - - [14/0ct/2026: 117 +0800] "GET / HTTP/1.1" 200 25
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ocalhost 7| # vim /root/guipt.sh
ocalhost | # chmod +x /root/gwipt.sh
ocalhost | # cat /root/gwipt.sh
#! /bin/bash
IN_IF="ens33"
OUT_IF="ens36"
LAN NET="192.168.4.0/24"
WAN IP='173,16.16.1"
lecho "net.ipvd.ip_forward =1' > fetc/sysctl.d/ip_forward. conf
sysctl -p fetc/sysctl.d/ip_forward, conf
systemctl stop firewalld 25/dev/null || true
systemctl disable firewalld 2>/dev/null || true
if | rpm -q iptables-services &>/dev/null; then
yum install -y iptables- services

i
systemctl enable iptables
systemctl start iptables

iptables - F
iptables -t nat -F
iptables - X

iptables - P INPUT ACCEPT

liptables - P OUTPUT ACCEPT

iptables - P FORWARD DROP

iptables - A FORWARD -m conntrack -- ctstate ESTABLISHED, RELATED - j ACCEPT

iptables - A FORWARD - s $LAN_NET -o $OUT_IF -j ACCEPT

iptables - A FORWARD -d $LAN_NET -i $OUT_IF -m conntrack --ctstate ESTABLISHED, RELATED - j ACCEPT
iptables -t nat - A POSTROUTING -s $LAN_NET -o $OUT_IF -j SNAT --to- source $WAN_IP

service iptables save

echo * filter # ——
iptables -L -n -v
echo * nat & ——

iptables -t nat -L -n -v
lecho "gwipt.sh HIT5E M, SNAT BEE . "
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[ root
net. ipvd.ip_forward =
iptables: Saving firewall rules to /etc/sysconfig/iptables:| W%

chain
pkts

chain
pkts
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chain
pkts

chain
pkts

chain
pkts

chain
pkts

gwipt.

localhost | # . /gwipt.sh

filter &
INPUT (policy ACCEPT O packets, O bytes)
bytes target prot opt in out source

FORWARD (policy DROP O packets, O bytes)

bytes target prot opt in out source
0 ACCEPT all -- x * 0.0.0.0/0
0 ACCEPT all - % ens36  192.168.4.0/24
0 ACCEPT all -- ens36 * 0.0.0.0/0

OUTPUT (policy ACCEPT O packets, O bytes)

bytes target prot opt in out source

nat %

PREROUTING (policy ACCEPT O packets, 0 bytes)

bytes target prot opt in out source

INPUT (policy ACCEPT O packets, O bytes)
bytes target prot opt in out source

OUTPUT (policy ACCEPT O packets, O bytes)
bytes target prot opt in out source

POSTROUTING (policy ACCEPT O packets, O bytes)
bytes target prot opt in out source

0 SNAT all - * ens36  192.168.4.0/24
sh T . SNAT EEE .

1

destination

destination
0.0.0.0/0
0.0.0.0/0
192.168.4.0/24

destination

destination

destination

destination

destination
0.0.0.0/0

ctstate RELATED, ESTABLISHED

ctstate RELATED, ESTABLISHED

t0:173.16.16.1
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llocalhost | # vi /etc/sysconfig/network-scripts/ifcfg-ens33
localhost | # cp /etc/sysconfig/network- scripts/ifcfg-ens33 /etc/sysconfig/network- scripts/ifcfg- ens36
localhost | # vi /etc/sysconfig/network- scripts/ifcfg- ens36
llocalhost | # systemctl restart network
localhost | # ip addr
<LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
ink/loopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_Lft forever preferred lft forever
ens33: <BROADCAST,MULTICAST, UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen 1000
Link/ether 00:0c: 29: 35: 25: be brd ff: Ff: ff: Ff: ff: ff
inet 192.168.4.1/24 brd 192.168.4.255 scope global noprefixroute ens33
valid_Lft forever preferred lft forever
inet6 feB0::20c: 29Ff: fe35: 25bef64 scope link
valid_Lft forever preferred lft forever
ens36: <BROADCAST,MULTICAST, UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen 1000
Link/ether 00:0c: 29: 35: 25: 8 brd ff: ff: ff: Ff: ff: Ff
inet 173.16.16.1/16 brd 173.16.255.255 scope global ens36
valid_Lft forever preferred Lft forever
inet6 feB0::20c: 29Ff: fe35:25¢8764 scope link
valid_Lft forever preferred lft forever
4: virbrQ: <NO- CARRIER, BROADCAST, MULTICAST, UP> mtu 1500 qdisc noqueue state DOWN group default gqlen 1000
link/ether 52:54:00: cf: bc:47 brd ff: Ff: £f: Ff: £f: £
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbr0
valid_Lft forever preferred_lft forever

link/ether 5

1 ff

: cf:bc: 47 brd ff: ff:

virbrO-nic: <BROADCAST,MULTICAST: mtu 1500 qdisc pfifo_fast master virbr0 state DOWN group default glen 1000
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[root@localhost ~1# mkdir -p /var/waw/html/wmaw

[root@localhost ~1# mkdir -p /var/wni/html/movie

[root@localhost ~1# echo "<hl>www.benet.coms/h1>" > /var/wmi/html/wmni/index. htnl

[root@localhost ~1# echo "<hl>movie.benet.coms/h1>" > /var/wu/html/movie/index.

htnl

[root@localhost ~1# chmod -R 755 /var/wa/htnl

[root@localhost ~1# chown -R daemon:daemon /var/wa/htnl

[root@localhost ~]# vim /usr/local/apache2/conf/httpd.conf

[root@localhost ~]# vi /usr/local/httpd/conf/httpd.conf

[root@localhost ~]# vi /usr/local/httpd/conf/httpd.conf

[root@localhost ~1# sed -i 's/*#Include conf\/extra\/httpd-vhosts.conf/Include conf\/extra\/httpd-vhosts.conf/' /usr/local/apache2/conf/httpd.conf
sed: FEEE /usr/local/apache2/conf/httpd.conf: RATMAXIEREF

[root@localhost ~1# sed -1 's/*#Include conf\/extra\/httpd-vhosts.conf/Include conf\/extra\/httpd-vhosts.conf/* /usr/local/httpd/conf/httpd.conf
[root@localhost ~1# cp -p /usr/local/httpd/conf/extra/httpd-vhosts.conf{, .bak}

[root@localhost ~1# cat > /usr/local/httpd/conf/extra/httpd-vhosts.conf <<'EOF"

v

<VirtualHost *:80>
ServerName www.benet.com
DocumentRoot */var/ww/html/wi*

<irectory */var/wai/html/wni>
Options Indexes FollowsynLinks
Allowoverride None
Require all granted
</Directory>

ErrorLog "Logs/w.benet.con-error_log”
CustonLog "Logs/w.benet . com-access_log" common
</VirtualHost>

<VirtualHost *:86>
ServerName movie.benet.com
DocumentRoot */var/waw/html/movie”

<Directory */var/wm/htnl /movie>
Options Indexes FollowsynLinks
Allowoverride None
Require all granted
</Directory>

ErrorLog "logs/movie.benet.com-error_log"
CustonLog *logs/movie.benet.com-access_Log* common
> </VirtualHost>
> EOF
[root@localhost ~1# /usr/local/httpd/bin/apachectl configtest
Syntax 0K
[root@localhost ~1# /usr/local/httpd/bin/apachectl start
[root@localhost ~1# ss -lntp | grep :80

0 128 [::1:80

VVVVVVVVVVVVVVYVVVV VYV VYV

users: ((*httpd",pid=20562, fd=4), (*httpd",pid=20561, fd=4), ("httpd", pid=20560, fd=4) , (*httpd",pid=20559, fd=4) )
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[root@localhost ~]# cat >» /etc/hosts <<'EOF'
> 173.16.16.16 www.benet.com movie.benet.com
> EOF

[root@localhost ~]# curl http://wwu.benet.com
<h1>www.benet . coms/h1>

[root@localhost ~]# curl http://movie.benet.com
<h1>movie.benet.come/h1>

[root@localhost ~1#
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Downloading packages:
Running transaction check
Running transaction test
[Transaction test succeeded
Running transaction

EERE : iptables-services-1.4.21-35 el7.x86 64 1/1
ety : iptables-services-1.4.21-35 el7.x86 64 1/1
B

iptables- services. x36_64 0:1.4.21-35 el7

e 1
[ root@localhost | # systemctl enable iptables

Created symlink from /etc/systemd/system/basic.target.wants/iptables.service to jusr/lib/systend/system/iptables.service
localhost | # systemctl start iptables

localhost | # iptables -F

localhost | # iptables -t nat -F

localhost | # iptables -X

ocalhost 7| # iptables -t nat -A POSTROUTING - s 192.168.4.0/24 -0 ethl -j SNAT -- to-source 173.16.16.1

localhost | # iptables -A FORWARD - 192.168.4.0/24 -0 ethl -j ACCEPT

localhost | # iptables -A FORWARD -d 192.168.4.0/24 -i ethl -m state -- state ESTABLISHED,RELATED - j ACCEPT
ocalhost 7| # service iptables save

iptables: Saving firewall rules to jetc/sysconfig/iptables:| WE |

[ root@localhost | # iptables -t nat -L -n -v

Chain PREROUTING (policy ACCEPT O packets, O bytes)

pkts bytes target prot opt in out source destination

Chain INPUT (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source destination

Chain POSTROUTING (policy ACCEPT O packets, O bytes)
pkts bytes target prot opt in out source destination
0 0 SNAT all -- * ethl  192.168.4.0/24 0.0.0.0/0 0:173.16.16.





