1、
配置网络：
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[bookmark: _GoBack][image: ]
编译配置Web服务：
[image: ]
配置www.benet.com和movie.benet.com：
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2、于GATEWAY中设置SNAT策略使LAN PC共享173.16.16.1访问WAN PC的Web服务并查看Web访问日志进行验证：
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3、将上述操作过程中使用到的iptables规则整理成防火墙脚本文件gwipt.sh
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[root@localhost ~]# iptables -t nat -A POSTROUTING -s 192.168.4.0/24 -o ethl -j SNAT --to-source 173.16.16.1
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man:sshd_conf ig(5)

973 (sshd)
/system.slice/sshd.service

L1973 susr/sbin/sshd -D

221
221
221
221
2z
2z
221
221
231
231

localhost
localhost.
localhost
localhost
localhost.
localhost.
localhost
localhost
localhost
localhost

localdomain sshd[973

localdomain sshd[19751
localdomain sshd[19771

Accepted password for
Accepted password for

.localdomain sshd[27811: Accepted password for
.localdomain sshd[27831: Accepted password for
.localdomain sshd[55471: Accepted password for
.localdomain sshd[55491: Accepted password for

Hint: Some lines uere ellipsized, use -1 to show in full.
[root@localhost ~1# ping -c 4 173.16.16.16
PING 173.16.16.16 (173.16.16.16) 56(84) bytes of data.

--- 173.16.16.16 ping statistics ---
4 packets transmitted, @ received, 188x packet loss, time 2999ms

[root@localhost ~1# ping -c 4 173.16.16.16

PING 173

64 bytes from
64 bytes from
64 bytes from
64 bytes from

- 173.16.16

173.16.16.16
173.16.16.16
173.16.16.16
173.16.16.16

.16 ping stat

.16.16.16 (173.16.16.16) 56(84) bytes of data.

icmp_seq=1 tt1-63 time=0.439 ms

i icmp_seq=2 tt1=63 time=B.522 ms
icmp_seq=3 tt i

icmp_seq=1 tt

istics

4 packets transmitted, 4 received, 8% packet loss, time 3801ms

rtt min/avy/max/mdev

©.439,8.614,/1.008/8.229 ms

[root@localhost ~1# curl http://was.benet.com
This is was.benet .com

[root@localhost ~1# curl http:

This is movie.benet.com
[root@localhost ~1 _

/movie .benet .com

.localdomain systemd[11: Starting OpenSSH server daemon..
Server listening on 8.8.8.8 port 22.
.localdomain sshd[9731: Server listening on :
-localdomain systemd[11

port 22.

Started OpenSSH server daemon.
root from 192.
root from 192.
root from 192.
root from 192.
root from 192.
root from 192.

168.4.
168.4.
168.4.
168.4.
168.4.
168.4.

L]
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[root@localhost ~J# tail -f /usr/local/httpd/logs/waw.benet.com-access. log
192.168.4.4 - - [15/0ct/2026:00:01:33 +6800] "GET / HTTP/1.1" 200 22 "-" "curl/7.29.0"
192.168.4.4 - - [15/0ct/2026:00:04:13 +0800] "GET / HTTP/1.1" 200 22 "-" "curl/7.29.0"

virinfo
) anacond:
[Dhtpa-2.4.45

@ ocahostiocadoman | # 0% [ = 0510 /0556 | F 3 D tmn | I roo 1% | med:
UNREGISTERED VERSION term mobateknet





image10.png
#!/bin/bash
systenctl stop firewalld
systenctl disable firewalld

echo "net. ipva. ip_forward = 1" >> /etc/sysctl.conf
sysctl -p

iptables -F
iptables -t nat -F
iptables -X

iptables -P INPUT ACCEPT
iptables -P OUTPUT ACCEPT
iptables -P FORWARD DROP

iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A FORWARD -s 192.168.4.0/24 -o ens36 - ACCEPT

iptables -t nat -A POSTROUTING -5 192.168.4.0/24 -0 ens36 -j SNAT --to-source 173.16.16.1

Botables-save > /etc/sysconfig/iptables
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[root@localhost httpd-2.4.461# 1s
bin build cgi-bin conf error

[root@localhost httpd-2.4.46]# ln
[root@localhost httpd-2.4.461# 1s
Trwxrwxrwx 1 root root 30 108 14
Trwxrwxrwx 1 root root 26 108 14
[root@localhost httpd-2.4.461# cp
[root@localhost httpd-2.

/usr/local/httpd/
htdocs icons include logs man manual modules

-s fusr/local /httpd/bin/* Jusr/local/bin/

-1 usr/local/bin/httpd /usr/local/bin/apachectl

23:19 /usr/local/bin/apachectl -> /usr/Local/httpd/bin/apachectl
23:19 /usr/local/bin/httpd -> /usr/local/httpd/bin/httpd
Just/local /httpd/bin/apachectl /etc/init.d/httpd

.487# vim /etc/init.d/httpd

[root@localhost httpd-2.4.46]# chkconfig --add httpd
[root@localhost httpd-2.4.461# chkconfig --list httpd

. ZHMEZRERER sysV RBE, HFAEE

[BX£ systend FR&E. SysV BEIE
FEEHIRAE systend EEES.

EFH systemd R, EHRIT

ystemctl list-unit-files'.

EEEAG target EEMNEEERT

“systemctl list-dependencies [target]'.

httpd 0:% L% 2

% unF 4% s F ek

[root@localhost httpd-2.4.46]# systemctl start httpd

Lrootlocathost httpd-
tcp o
{rootalocathost httpd-2.4.467¢ I

L b e ] gpa lpd

LISTEN 24980/httpd




image5.png
EvirtualHost *:80>
ServerName www.benet . com
DocumentRoot " /var/www/html/www"
<Directory "/var/wai/html /">
Allowoverride ALL
Require all granted
</Directory>
ErrorLog "Logs/ww.benet.con-error.log”
CustonLog "Logs/w. benet . com-access. Log" combined
</VirtualHost>




image6.png
Bvirtualdost *:80>
ServerName movie.benet.com
DocumentRoot "/var/www/html/movie"
<Directory "/var/w/html/movie">
Allowoverride ALL
Require all granted
</Directory>
ErrorLog "logs/movie.benet.com-error.log"
CustonLog "Logs/movie. benet.com-access. Log" combined
</VirtualHost>




