配置信息：Gateway：[image: image1.png][rootelocalhost ~1# ip a
[1: 10: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1808
Tinkloopback B8:98:08:08:08:08 brd BB:08:08:08:08:08
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_1ft forever
inet6 ::1/128 scope host
valid_Ift forever preferred_lft forever
<BROADCAST, MILTICAST, UP, LOWER_UP> mtu 1588 gdisc pfifo_fast state UP group default glen 16

: ens3
)
Link/ether B8:8C:29:16:51:49 brd ff:ff:ff:ff:ff 01
inet 192.168.4.1/24 brd 192.168.4.255 scope global nopref ixroute ens33
valid_Ift forever preferred_Ift forever
inet6 feBB: :b411:6add:a2bl:Bcc5/64 scope link nopref ixroute
valid_Ift forever preferred_lft forever
: ens36: <BROADCAST,MILTICAST,UP,LOWER_UP> mtu 1588 gdisc pfifo_fast state UP group default glen 16
2]

Link/ether 88:8c:29:£6:51:53 brd £f :f

TR

inet 173.16.16.1/16 brd 173.16.255.255 scope global nopref ixroute ens36
valid_Ift forever preferred_lft forever
[root@localhost ~1#




WAN PC:[image: image2.png][root@linux-2 “1# ip a
[1: 10: <LODPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1808
Tinkloopback B8:98:08:08:08:08 brd BB:08:08:08:08:08
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_1ft forever
inet6 ::1/128 scope host
valid_Ift forever preferred_lft forever
[2: ens33: <BROADCAST,MILTICAST,UP,LOWER UP> mtu 1588 qdisc pfifo_fast state UP group default glen 18|
oo
Link/ether 88:8C:29:ba:6bibb brd ff:ff:ffiffiff:iff
inet 173.16.16.16/16 brd 173.16.255.255 scope global nopref ixroute ens33
valid_Ift forever preferred_lft forever

Ml rootetinux-z 1 _





LAN PC[image: image3.png][rootelocalhost ~1# ip a
[1: 10: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1808
Tinkloopback B8:98:08:08:08:08 brd BB:08:08:08:08:08
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_1ft forever
inet6 ::1/128 scope host
valid_Ift forever preferred_lft forever
: ens33: <BROADCAST,MILTICAST,UP,LOWER_UP> mtu 1588 gdisc pfifo_fast state UP group default glen 18
)

Link/ether 88:8c:29

1c brd £

£EIPEEE T

inet 192.168.4.4/24 brd 192.168.4.255 scope global nopref ixroute ens33
valid_Ift forever preferred Ift forever
inet6 £eBB: :7bB2:92b6:18bd: 1deB/64 scope link nopref ixroute
valid_Ift forever preferred_Ift forever
[root@localhost ~1n




配置两个网站：[image: image4.png]Birtualtost *:80>
ServerName www.benet.com
DocumentRoot /var/www/html/www
<Directory /var/w/html />
Require all granted
</Directory>
</VirtualHost>

<VirtualHost *:80>
ServerName movie.benet.com
DocumentRoot /var/www/html/movie
<Directory /var/wni/html/movie>
Require all granted
</Directory>
</VirtualHost>
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[image: image7.png]Centos 3 3 Cent05 7 64 fi(Gateway)
Tink/loopback B8:98:08:08:08:08 brd B8:08:08: 6
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_1ft forever
inet6 ::1/128 scope host
valid_Ift forever preferred_lft forever
l2: ens33: <BROADCAST,MILTICAST,UP,LOWER UP> mtu 1588 qdisc pfifo_fast state UP group default glen 16|

inet 192.168.4.1/24 brd 192.168.4.255 scope global nopref ixroute ens33
valid_Ift forever preferred_Ift forever
inet6 feBB: :b411:6add:a2bl:Bcc5/64 scope link nopref ixroute
valid_Ift forever preferred_lft forever
[3: ens36: <BROADCAST,MILTICAST,UP,LOWER UP> mtu 1588 qdisc pfifo_fast state UP group default glen 16|
oo
Link/ether B8:8C:29:16:51:53 brd ff:ff:ff:ff:ffiff
inet 173.16.16.1/16 brd 173.16.255.255 scope global nopref ixroute ens36
valid_Ift forever preferred_1ft forever
inetb feBB: :20c:29fF :fef6:5153/64 scope link
valid_Ift forever preferred_Ift forever
[rootlocalhost ~1# echo “net.ipui.ip_forward = 1" >>/etc/sysctl.conf
[rootlocalhost ~1# sysctl -p
et . ipva. ip_foruard = 1
[rootllocalhost ~1# sysctl net.iput.ip_foruard
et . ipva. ip_foruard = 1
[rootlocalhost ~1# firewall-cmd --permanent --zone=public --add-masquerade
JFirewalld is not ruming
[rootelocalhost ~I# systemctl start fireualld
[rootlocalhost ~1# firewall-cmd --permanent --zone=public --add-masquerade
fsuccess
[rootelocalhost ~1# fireuall-cmd --reload
fsuccess
[rootelocalhost ~1# firewall-cmd --zone=public --query-mesquerade
usage:: see fireuall-cmd man page
Jpirewall-cmd: error: unrecognized arguments: --query-mesquerade
[rootelocalhost ~1# firewall-cmd --zone=public --guery-masquerade
Jues
[rootelocalhost ~1#





[image: image8.png]0ct 14 22:51:24 linux-2 httpd[192751: AHABS58: httpd: Could not re
Joct 14 22:51:29 linux-2 systemd[11: Started The Apache HTTP Server
JHint: Some lines were ellipsized, use -1 to show in full
[rootelinux-2 ~1# firewall-cmd --list -services
usage:: see fireuall-cmd man page
Jpirewall-cmd: error: ambiguous option: --list could match --list-lockdown-uhitelist-contexts, --list|
[-a11, --list-lockdown-uhitelist-uids, --list-ports, --list-source-ports, --list-lockdoun-uhitelist-ul
fsers, —-list-icmp-blocks, --list-interfaces, --list-rich-rules, --list-foruard-ports, --list-service|
s, —-list-lockdown-uhitelist-commands, --list-all-zones, --list-sources, --list-protocols
[rootelinux-2 “Mt firewall-cmd --list-services
JFirewalld is not ruming
[rootelinux-2 ~I# systemctl start firewalld
[rootelinux-2 ~Mt firewall-cmd --list-services
jancpub-client http ssh
[rootelinux-2 ~1 systemctl status httpd
[» httpd.service - The Apache HTTP Server

Loaded: loaded (/usr/1ib/systemd/system/httpd.service; disabled; vendor preset: disabled)

ably determine the server...sage]

Active: active (rumning) since Wed 2026-18-11 22:51:29 CST; 1h 35min ago
Docs: man:httpd(8)
man:apachect1(8)
Process: 19271 ExecStop=/bin/kill -WINCH STMAINPID} (code=exited, status=B/SUCCESS)
Main PID: 19275 (httpd)
Status: "Total requests: B; Current requests/sec: 8; Current traffic: 8 B/sec”
CGroup: /system.slice/httpd.service
19275 /usr/shin/httpd -DFOREGROUND
19277 usr/shin/httpd -DFOREGROUND
19278 /usr/shin/httpd -DFOREGROUND
19279 /usr/shin/httpd -DFOREGROUND
19288 /usr/shin/httpd -DFOREGROUND
19281 susr/shin/httpd -DFOREGROUND
Joct 14 22:51:19 linux-2 systemd[11: Stopped The Apache HTTP Server
joct 14 22:51:19 linux-2 systemd[11: Starting The Apache HTTP Server..
0ct 14 22:51:24 linux-2 httpd[192751: AHABSSS: httpd: Could not reliably determine the server...sage|
Joct 14 22:51:29 linux-2 systemd[11: Started The Apache HTTP Server

JHint: Some lines uere ellipsized, use -1 to show in full.
[root@linux-2 ~ 1





[image: image9.png]Link/ether B8:8C:29:65:39:1c brd ff:ff:ff:ffiff 01
inet 192.168.4.4/24 brd 192.168.4.255 scope global nopref ixroute ens33
valid_Ift forever preferred_Ift forever
inet6 feBA: :7bB2:92b6:18bd: 1deB/64 scope link nopref ixroute
valid_Ift forever preferred_lft forever

[rootelocalhost ~1# ip route
ldefault via 192.168.4.1 dev ens33 proto static metric 108
152.168.4.8/24 dev ens33 proto kernel scope link src 192.168.4.4 metric 108
[rootelocalhost ~1# ping 192.168.4.1
[PING 152.168.4.1 (192.168.4.1) 56(84) bytes of data.
o4 butes from 192.168.4.1: icmp_seq=1 tt1=64 time=B.252 ms
o4 butes from 192.168.4.1: icmp_seq=2 tt1=64 time=8.273 ms
Iz
71+ Stopped ping 192.168.4.1
[rootelocalhost ~1# ping was.benet .com
JPING was.benet .com (173.16.16.1) 56(84) bytes of data.
o4 bytes from was.benet.com (173.16.16.1): icmp_seq=1 tt .313 ms
o4 butes from was.benet.com (173.16.16.1): icmp_seq=2 tt 269 ms
o4 butes from was.benet.com (173.16.16.1): icmp_seq=3 tt1=64 time=8.292 ms
Iz
81+ Stopped ping was.benet .com
[rootelocalhost ~1# ping movie.benet.com
PING mouie . benet.com (173.16.16.1) 56(84) bytes of data.
o4 bytes from was.benet.com (173.16.16.1): icmp_seq=1 tt
o4 butes from was.benet.com (173.16.16.1): icmp_seq=2 tt
o4 butes from was.benet.com (173.16.16.1): icmp_seq=3 tt
o4 butes from was.benet.com (173.16.16.1): icmp_seq=4 tt
o4 butes from was.benet.com (173.16.16.1): icmp_seq=5 tt
o4 butes from was.benet.com (173.16.16.1): icmp_seq=6 tt

.321 ms
256 ms
223 ms
272 ms
282 ms
293 ms

222222

EEEEEE

91+ Stopped ping movie.benet.com
[rootelocalhost ~1# curl http://wawbenet /com

Jour1: (6) Could ot resolve host: wa; Unknoun error
[rootlocalhost ~1# curl http://uawbenet /com

Jour1: (6) Could ot resolve host: wa; Unknoun error
[rootelocalhost ~1#




[image: image10.png][root@localhost ~“1# curl http://uas.benet.com

This is was.benet .com
[root@localhost ~1# curl http://movie.benet.com

This is movie.benet.com
[root@localhost ~1 _
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ﬁ‘//bash

#FE P EE
echo *net.1pva.ip_forward =
sysctl -p

> etc/sysctl.conf

iptables -t nat -F
iptables -F FORWARD

# SNAT: 3§ 192.168.4.0/24 MVEMAEFE# 173.16.16.1
iptables -t nat -A POSTROUTING -5 192.168.4.0/24 -0 ethl -j SNAT --to-source 173.16.16.1

# FORWARD (4T
iptables -A FORWARD -i ethd -o ethl -j ACCEPT
iptables -A FORWARD -1 ethl -0 ethd -m state --state RELATED,ESTABLISHED - ACCEPT

# REMAU
service iptables save




[image: image12.png][root@localhost ~]# chmod +x /root/gwipt.sh

[rootelocslhost —1# /quipt.sh
net.ipva.ip_forward =

net.ipva.ip_forward =
e St e (s o /ey A

[root@localhost ~1# Il





