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[image: image1.png][root@localhost ~]# useradd -G wheel alice
useradd: T, WEERCEHELE.

T, skel B3I FIILa R P
EECIRERXE: XA

[root@localhost ~J# cat /etc/passwd | grep alice
alice:x:1005:1006: : /home/alice: /bin/bash
[root@localhost ~1# passwd alice

B alice ME .

Ay B
EHNES: EBBOT 8 AFF
EFMAFE ED:

passwd: FiE M FHRIELEELERITTS .
[root@localhost ~J# sudo su -

T EF. = oF 23 10:40:48 CST 2026 192.168.199.1pts/0 £
[root@localhost ~J# sudo su - alice

[alice@localhost ~1$ I
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[image: image2.png][root@localhost ~]# useradd alice22
[root@localhost ~]# passwd alice22
FHAP alice22 MED

iz,

ERWED. BELT 8 AFH
Exwany w6

passwd: A 0TS BEIELRESHIES.
[root@localhost ~]# visudo
[root@localhost ~]# su - alice22
[alice22@localhost ~]$ sudo passwd alice
Faup alice d1 -

7 &
BEEZB'JEE FRURETFARE - STEEML/ REL
EFMAFE ED:
passwd: FiE M S HRIELEESRITTS.

Talice22@localhost ~1% sudo usermod -s /sbin/nologin alice




[image: image3.png]root  ALL=(ALL) ALL
alice22 ALL=NOPASSWD: /usr/bin/passwd, /usr/sbin/usermod
## Allows members of the 'sys' aroup to run networking. software.




[image: image4.png]Last login: Wed Sep 23 10:55:07 2026
[root@localhost ~J# su - alice22

E—REZ: = 9F 23 10:54:38 CST 2026pts/0 E
[alice22@localhost ~1$ su - alice

&8
E7eER. = of 23 10:53:43 CST 2026pts/0 £
This account is currently not available.

[alice22@localhost ~1$ sudo usermod -s /binsbash alice
[alice22@localhost ~1$ Il
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[image: image5.png]GRUB_TIMEOUT=5
GRUBTDISTRIBUTOR="$(sed 's, release .*$,,0' /etc/systen-release)
GRUB_DEFAULT=saved

GRUB_DISABLE_SUBMEN
‘GRUBZTERMINAL_OUTPU
GRUB_CMDLINE_LINUX="
quiet”
GRUB_DISABLE_RECOVERY="true"
ERUBZTIMEOUT=25

crashkernel=auto rd.lvn.lv=centos/root rd.lvm.lv=centos/swap rhgb




[image: image6.png][root@localhost ~]# vim /etc/default/grub
[root@localhost ~1# grub2-mkconfig -o /boot/grub2/grub.cfg

Generating grub configuration file ...

Found Linux image: /boot/vmlinuz-3.10.0-1160.el7.x86_64

Found initrd image: /boot/initramfs-3.10.0-1160.e17.x86_64.ing

Found linux image: /boot/vmlinuz-0-rescue-dadaade83acd4ddes3zbsesoeb2eze2f

Found initrd image: /boot/initramfs-o-rescue-dadaaded3acddade93rbsesoeh2eze2f. ing
done

[rootelocalhost ~1# Il





[image: image7.png]Use the T and ¢ keys to change the selection.

Press 'e’ to edit the selected item, or 'c’ for a command prompt.
The selected entry will be started automatically in 2ds.
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[image: image8.png][root@localhost “1# ifconf ig
cth®: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1588
inet 192.168.199.131 metmask 255.255.255.8 broadcast 192.168.199.255
inet6 £eBA: :bb9b:2b5B:c592:7825 prefixlen 64 scopeid Bx2B<Iink>
ether 80 67:6d:cetxqueuelen 1808  (Ethernet)
RX packets 144 bytes 13658 (13.3 KiB)
RX errors @ dropped 8 overruns 8 frame 8
TX packets 93 bytes 9134 (8.9 KiB)
TX errors @ dropped B overruns 8 carrier 8 collisions 8

ethl: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1588
inet 192.168.199.138 netmask 255.255.255.8 broadcast 192.168.199.255
inet6 £eBA: :26f :a318:5¢55:bbSF prefixlen 64 scopeid Bx2B<ink>
ether 80 67:8d:48 txqueuelen 1888 (Ethernet)

RX packets 142 bytes 13849 (12.7 KiB)

RX errors @ dropped 8 overruns 8 frame 8

TX packets 64 bytes 7468 (7.2 KiB)

TX errors @ dropped B overruns 8 carrier 8 collisions 8
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[image: image9.png][root@localhost ~]# mkdir -p /data/webserver
[root@localhost ~J# chgrp -R alice /data/webserver
[root@localhost ~J# chmod g+s /data/webserver
[root@localhost ~J# stat /data/webserver

SC#F: "/data/webserver”
Frb; 6 Ea To £, 409 EHF
9% fdooh/e4768d Tnode: 33608477  BEEEE. 2

(2755/drwxr-sr-x) Uid: ( 0/ root) Gid: ( 1002/
348, unconfined_u:object_r:default_t:se

B G 15i. 2026-09-23 19:42:14.176804788 +0800

SIFEa. 2026-09-23 19:40:19.003811199 +0800

EIEH: 2026-09-23 19:42:53.009802627 +0800

RIRBTE: -

[root@localhost ~J# Il

alice)




[image: image10.png][root@localhost ~]# cd /data/webserver
[root@localhost webserver]# touch testfile
[root@localhost webserver# mkdir testl
[root@localhost webserverJ# s -1

ERE e

druxr-sr-x. 2 root alice 6 95 23 19:44 testl
—ru-r--r--. 1 root alice 0 0F 23 19:44 testfile
[root@localhost webserver J#
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[image: image11.png]Lroot@localhost ~J# mkdir -p /data/var/tmp
[root@localhost ~1# chmod 1777 /data/var/tmp
[root@localhost ~1# s -1d /data/var/tmp/

drwxruxrwt. 2 root root 6 9 23 19:45
[root@locaihost ~I# su - alice

[alice@localhost ~]$ cd /data/var/tmp/
[alice@localhost tmp]$ touch alicefile
[alice@localhost tmpl$ su - alice?

&Y.

[alice22@localhost ~1$ cd /data//var/tmp/
[alice22@localhost tmpl$ rm -f alicefile

rm: FEHIE alicefile”: RAVFAIRIE
[alice22@localhost tmpl$ Il
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[image: image12.png][root@localhost ~]# nc -zv 192.168.199.10 21
Neat: Version 7.50 ( https: ncat )

Neat: Connection refused.

[root@localhost ~]# nc -zv 192.168.199.10 22

Ncat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Connected to 192.168.199.10:22.

Ncat: 0 bytes sent, © bytes received in 0.01 seconds.
[root@localhost ~J# echo $?

]

[root@localhost ~]# nc -zv 192.168.199.10 80

Neat: Version 7.50 ( https://nmap.org/ncat

Neat: Connection refused.

[root@localhost ~J# echo $?

1

[root@localhost ~J# Il
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[image: image13.png]# .bashrc
# User specific aliases and functions
alias rm='rm -

alias cp='cp -
alias mv="mv -1

# Source global definitions

if [ -f /etc/bashrc 1; then
. /etc/bashrc

i

HISTSIZE=5000

EISTTIMEFORMAT="%Y-4m-%d SH:%:%5"





[image: image14.png]Lroot@localhost
[root@localhost
[root@localhost
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[root@localhost ~J

2026-09-23
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~]# vim ~/.bashrc
~3# vim

~J# vin ~/.bashrc
~J# source ~/.bashrc
~J# vin ~/.bashrc
~3# history

8rm -rf /etc/yun. repos.d/Cent0S-Base. repo
8vi /etc/yum. repos.d/Cent0S-Media. repo
:50:08nkdir -p /media

8mount /dev/cdrom /media

8vi /etc/yum. repos.d/Cent0S-Media. repo
8mount /dev/cdrom /media

19:50:08yum -y vim net-tools

1 8yum -y install vim net-tools

1 8vin /etc/sysconfig/network-scripts/ifcfg-ens33
1 8ifconfig

19:50:08systenctl retart network

1 8systemctl restart network

1 8ifconfig

1 8dd --help

19:50:08man dd

1 6nc -zv 192.168.1.100 22

1 syum -y install nc

1 mount /dev/cdrom /media

19:52:51yum -y install nc

1 37nc -zv 192.168.199.10 21

1

1

1

1

1

1

R

2

2

2

#

1

nc -zv 192.168.199.10 22
secho §7
9:54:45nc -zv 192.168.199.16 80
7echo §7
4vin ~/ .bashrc
vin ~
9:50: 18vim ~/.bashrc
9source ~/.bashrc
1vim ~/ bashrc
thistory





