1  创建一个新用户 alice, 让他属于  wheel属组。 并且登录alice用户，使用sudo su - 切换用户。
# 注意 输入的密码，是alice密码，还是 root用户密码？ 
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1.1)再创建一个新用户 alice22,  
配置权限如下。
alice22  ALL=NOPASSWD: /usr/bin/passwd,/usr/sbin/usermod
登陆alice22后， 去把alice用户密码修改为 123.com
再把alice  shell环境 修改为 /sbin/nologin。
alice尝试登陆，登陆失败。  然后alice22 用户把alice shell环境 再次修改为 /bin/bash。
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2   grub引导时间 修改为 25秒.
[image: Snipaste_2026-09-22_19-54-50][image: Snipaste_2026-09-22_19-58-31]
3   网卡名称  ens33 修改为 eth0    #备注，需要重新生成grub2-mkconfig  -o /boot/grub2/grub.cfg 文件
[image: Snipaste_2026-09-22_20-05-08]
4   /data/webserver  修改属组为 alice (注意加 -R )， 加上sgid权限. 
确认新建文件和目录，自动属于alice组。
确认 用 stat 命令 查看权限，权限表达是4位数 而且第1位是 2。
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5）课堂上演示的时候 使用 /var/tmp 目录。
现在作业是，创建一个新目录  /data/var/tmp,  也具有 sticky bit 属性。 分别用alice, alice22 去创建文件。
并且让二个用户 尝试去删除对方文件。验证一下删除失败。
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5 nc  -vz  <ip>  <port>   ##练习 nc命令，分别去探测 外部机器的不同端口。
确认不同端口存活状态，以及 $? 返回码的值。
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6  配置  ~/.bash_profile  或者  ~/.bashrc
修改history相关配置，让history 除了可以显示编号，还可以显示时间。 配置history size 可以达5000条。
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[alice22@localhost ~]$ sudo /usr/sbin/usermod -s /bin/bash alice
[alice22alocalhost ~]§ tail /etc/passwd

nobody: x:99:99:Nobody: /: /sbin/nologin
systend-network:x:102:192:systend Network Management:/:/sbin/nologin
dbus ystem message bu

508:User for polkit
rivilege-separated SSH:/var/empty/sshd: /sbin/nologin
/var/spool /postFix:/sbin/nologin

96: : /var/Lib/chrony: /sbin/nologin

Named: /var/named: /sbin/nologin

000: : /home/al ice: /bin/bash

alice22:x:1001:1001: : /home/alice22: /bin/bash
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GRUB_TIMEOUT=28

GRUB DISTRIBUTOR="$(sed 's, release .*$,,g' /etc/system-release)
GRUB_DEFAULT=saved

GRUB_DISABLE_SUBMEN
‘GRUBZTERMINAL_OUTPU
GRUBZCMDLINE_LINUX="crashkernel=auto rd.lvm.lv=centos/root rd.lvm.lv=centos/swap rhgb quiet"
GRUB_DISABLE_RECOVERY="true"
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©17.x86_64) 7 (Core)
CentDS Linux (B-rescue-ecee29daB613487d928e18dab3edf5ac) 7 (Core)

Use the * and ¢ keys to change the selection
Press 'e’ to edit the selected item, or 'c’ for a command prompt

The selected entry will be started automatically in 2ds
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ent0S Linux ? (Core)
ernel 3.10.8-1168.e17.x86_64 on an xB6_64

localhost login: root
assword :
ast login: Wed Sep 23 B
[rootelocalhost ~1# ifconf ig
th8: flags=4163<UP, BROADCAST, RUNNING, MILTICAST> mtu 1508

inet 192.168.12.129 netmask 255.255.255.8 broadcast 192.168.12.255

inet6 feBA::f7b:9B41:b59:5e51 prefixlen 64 scopeid Bx2B<Iink>

ether 89:6c:29 80 txqueuelen 1808  (Ethernet)

RX packets 72 bytes 6289 (6.1 KiB)

RX errors @ dropped 8 overruns 8 frame 8

TX packets 52 bytes 4878 (4.7 KiB)

TX errors @ dropped B overruns 8 carrier 8 collisions 8

11 from 192.168.12.1
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Lroot@localhost ~J# mkdir -p /data/webserver
[root@localhost ~J# chgrp -R alice /data/webserver
[root@localhost ~J# chmod -R g+s /data/webserver
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[root@localhost ~J# stat /data/webserver
+ "/data/webserver"

B0 10 £ 4096 HFE

eeh/enesd Inode: 51220828  FEEEE:: 2

( ©/  root) Gid: ( 1600/

2026-69-23 04:07:45.254929884 +0800
2026-09-23 04:08:20.219928819 +0800

alice)
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[root@localhost ~]# mkdir /data/webserver/testl
[root@localhost ~]# stat /data/webserver/testl/

Zf$: "/data/webserver/test1/"
% o 10 % 409 EF
Tnode: 534562 BEEEE: 2

uid: ( 0/ root)  Gid: ( 1000/
113:35.209919222 +0800
13:35.299919222 +0800
B TCI, 2026-69-23 04:13:33.299910222 40800
A=

alice)
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Lroot@localhost ~]# mkdir -p /data/var/tmp
[root@localhost ~J# chmod 1777 /data/var/tmp
[raat@localhost ~J# stat /data/var/tmp

*/data/var/tmp"

6 ®: 0 10 #2: 4096 HF

fdooh/64768d TInode: 33652401  EEEEE: 2

s (1777/druxruxrwt) Uid: ( @/  root) Gid: ( 0/
: 2026-09-23 04:15:22.811915947 +0800

2026-09-23 04:15:22.811915947 +0800

2026-09-23 04:15:55.628914947 +0800

root)
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Lallce@localhost
[alice@localhost
[alice@localhost
[alice@localhost

~iy

~1$ cd /data/var/tmp/
tmp]$ touch test_alice
tnpl$ 1s

test_alice _test_alice22

[alice@localhost

rm: AR " test_alice2:

[alice@localhost

tmpl$ rm -rf test alice22
TARVFATERE

tmpls Il
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[alice22@localhost ~1$ cd /data/var/tmp/
[alice22@localhost tmp]$ touch test_alice2z
[alice22@localhost tmpl$ 1s

test_alice test_alice22
[alice22@localhost tmp]$ rm -rf test alice
rm: FEmER-test alicer: 7N foYFRIMETE
[alice22@localhost tmpls
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[root@localhost ~]# netstat -tlnp | grep :80
tcp o o :::80
[root@localhost ~]# nc -vz 192.168.12.129 80
Neat: Version 7.50 ( https://nmap.org/ncat
Connected to 192.168.12.129:80.

© bytes sent, 0 bytes received in 0.00 seconds.
[root@localhost ~J# techo

echo $7

0

LISTEN 11683/httpd
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Lroot@localhost ~]# history

1 2026-09-23 1 8 systemctl stop firewalld
2 2026-09-23 1 8 systemctl disable firewalld
3 2026-09-23 1 8 systemctl status firewalld
4 2026-09-23 1 8 iptables -F
5 2026-09-23 I 8 iptables -L
6 2026-09-23 1 8 iptables -F
7 2026-69-23 1 8 vim /etc/sysconfig/selinux
8 2026-69-23 1 8 vi /etc/sysconfig/selinux
9 2026-09-23 1 8 setenforce 0
10 2026-09-23 1 8 reboot
11 2026-09-23 1 8 useradd -n -G wheel alice
12 2026-09-23 1 8 passud alice
13 2026-09-23 1 8 cat /etc/sudoers
14 2026-09-23 1 8 useradd -n alice22
15 2026-09-23 1 8 passwd alice22
16 2026-09-23 1 8 visudo
17 2026-09-23 1 8 /boot/grub2/grub.cfg
18 2026-09-23 1 8 vi /boot/grub2/grub.cfg
19 2026-09-23 1 8 vim /etc/default/grub
20 2026-09-23 1 8 ifconfig
21 2026-09-23 1 8 setenforce 0
22 2026-69-23 1 8 systemctl status firewalld
23 2026-09-23 1 8 rm -rf /etc/yun. repos.d/Cent0S-Base. repo
24 2026-09-23 1 8 vi /etc/yum.repos.d/Cent0S-Media. repo
25 2026-09-23 1 8 mount /dev/cdrom /media/
26 2026-09-23 1 8 mount /dev/cdrom /media/
27 2026-69-23 1 8 yum -y install vim
28 2026-09-23 1 8 yum -y install net-tools
29 2026-69-23 1 8 yum -y install bind
30 2026-09-23 1 8 yum -y install sshd

i 8

31 2026-09-23 fconfig
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[root@localhost ~]# echo $HISTSIZE
5000
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[root@localhost ~]# grep wheel /etc/group
wheel:x:10:alice
[root@localhost ~J# Il
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Last login: Wed Sep 23 04:16:39 2026 from 192.168.12.1
[alice@localhost ~1$

[alice@localhost ~]$
[alice@localhost ~]$
[alice@localhost ~]$ sudo su -
[sudo] alice gy@El:

E—REF:. = 9f 23 17:53:28 CST 2026\ 192.168.12.1pts/0 b
[root@localhost ~1# Il
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Next comes the main part: which users can run what software on
which machines (the sudoers file can be shared between multiple
systens).

Syntax:

user  MACHINE=COMMANDS

The COMMANDS section may have other options added to it.

FEITRREY

## Allow root to run any commands anywhere
root  ALL=(ALL) ALL
alice22 ALL=NOPASSWD: /usr/bin/passwd,/usr/sbin/usermod
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[alice22@localhost ~1$ sudo /usr/bin/passwd alice
EHAL alice AIEH .

Ay B
EUNED: THRELFARE - STEEML/ RG5EH

EH@MAFA B
passwd: BT QIS GHIELRELRINELR.

[alice22@localhost ~]$ sudo /usr/sbin/usermod -s /shin/nologin alice
[alice22@localhost ~1$ Il
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Last login: Tue Sep 22 19:47:01 2026 from 192.168.12.1
This account is currently not available.

Session stopped
- Press <Return> to exit tab
- Press R to restart session

- Press s to save terminal output to file
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'home/alice:/sbin/nologin
'home/alice22: /bin/bash





