作业： 机试 su 命令管理 1、创建两个用户，其中一个可以使用 su 命令切换，另一个拒绝 sudo 命令管理 1、两个用户 a 具有 ifconfig、fdisk命令 b 具有/usr/sbin/目录下的所有命令，除 shutdown、reboot
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groupadd _groupdel - groupmens groupmod  groups

[root@localhost ~]# groupadd suallowed
[root@localhost ~J# usernod -aG suallowed allow_su
[root@localhost ~J# id allow_su
4id=1000(allow_su) gid=1006(allow_su) £E=1008(allow_su),1002(suallowed)
[root@localhost ~J# id deny_su
uid=1001(deny_su) gid=1001(deny_su) {=1001(deny_su)

2 cp Jetc/pam-a/su /stc/pan.d/su-bak
/stc/pam.d/su.bak": SEBALERER
[root@localhost ~J# cp Jetc/pam.d/su
cor /et pam.d/su” BT BRENERLSE
Try "cp —-help’ for more information.

# cp Jetc/pam.d/su /etc/pan.d/subak

Vin' etc/pan.d/su
[root@localhost ~J# cat /etc/pan.d/su

Wik | @sre|dx [Fon [k | A

#PAN-1.0
auth sufficient pam_rootok.so
# Uncomment the following line to implicitly trust users in the "wheel” group.
#auth sufficient pam_wheel.so trust use_uid
# Uncomment the following line to require a user to be in the "wheel” group.
#tauth required pam_wheel.so use_uid
auth substack system-auth
auth include postlogin
account sufficient pam_succeed_if.so uid = © use_uid quict
account include system-auth
password include system-auth
Session include system-auth
session include postlogin

< > | session optional pam_xauth.s0

auth required pam vheel..so use_uid group-susllowed
[root@localhost ~J#

& locahostiocadomain | § 0% | @8 01568 /09568 | + o.02mbis | & ooombss |

945 | [2] root alow_su | (8 Jrun: 2% | fsys/fsjcgroup: 0% | /: 41% | fboot: 14% | runfuser/o: 0% | frunfuser/1000: 0%
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2 MobaXterm 20.3 2
(sSH client, X-server and networking tools)

> SSH session to allow_su@l92.168.128.48
2 SSH compression : ¥
2 SSH-browser ¢ v
2 X11-forwarding : ¥ (disabled or not supported by server)
2 DISPLAY : 192.168.110.198:0.0

> For more info, ctrltclick on help or visit our website

Last failed login: Wed Sep 23 00:57:26 CST 2026 from 192.165.125.1 on sshinotty
There were 2 failed login attempts since the last successful login.
[allow_suglocalhost ~]$ su - root

. = 9f 23 00:54:28 (ST 2026/, 192.168.128.1pts/1 b
[root@localhost ~J# I

b | @ st & 2 [ o [ sk | A

B misi

g r——— T | == o.1668/0.95G8 | & 0.02Mbjs | & 0.00Mbjs | BB 94 | [E] root alow_su | @ frun: 2% | fsys/fsicaroup: 0% | /: 41% | fboot: 14% | Jrunjuser/O: 0% | frunjuser/1000: 0%
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2 MobaXterm 20.3 2
(sSH client, X-server and networking tools)

> SSH session to allow_su@l92.168.128.48
2 SSH compression : ¥
2 SSH-browser ¢ v
2 X11-forwarding : ¥ (disabled or not supported by server)
2 DISPLAY : 192.168.110.198:0.0

> For more info, ctrltclick on help or visit our website

Last failed login: Wed Sep 23 00:57:26 CST 2026 from 192.165.125.1 on sshinotty
There were 2 failed login attempts since the last successful login.
[allow_suglocalhost ~]$ su - root

TUhER. = 98 23 coisaszs csT 2026\ 192.268.125.3pts/1 |
[root@loceliost ~1# su - deny_su
[deny_sulocathost =18 su - root

su: FEHUR
[deny_su@ilocalhost ~]$ |

b | @ st & 2 [ o [ sk | A

B misi

0.16G8/0.95G8 | % 0.02Mbjs | & 0.00Mbjs | MM 134 [E] root alowsu | B fruns 2% | fsys/fs/caroup: 0% | /: 41% | /boot: 14% | jrunfuser/0: 0% | frunjuser/1000: 0%
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[image: image4.png][root@localhost ~]# useradd a
[root@localhost ~]# useradd b

Ere e 2o,
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[root@localnost ~1# pasowd b
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passwd. FIERISHBESHESHNES.
[root@localnost ~1# comand v ifcontig
Jusrsbin/ifeontig

[root@localnost ~i# comand -v fdisk

Jusrysbin/Taisk

[roct@localnost ~J# comand -v shutdown
Jusessbin/shutdonn

[root@loceinost ~J# comand -y reboot
Jusrssbin/reboot

[root@localnost ~J# visudo - /etc/sudoers.d/homework
[root@localnost ~J# chmod 440 /ete/sudoers. d/homework
[root@localnost J# visudo ¢

Jete/sudoers: REHEHR

Jete/ sudoers.d/honework: R ER

[root@localnost ~J# su - a

[e@locathost ~18 sudo fusr/sbin/ifcontig

ROV EﬁMﬁﬁE&mﬂiTﬂT HEZESW.
REBRTSIFE=A.

#1) BEZAGER.
#2) BAREREE(ERMARE).
#3) BUTEX, REEK.

[sudo] a ML
cre33: Tlags=4163<UP, BROADCAST, RUNNIG,WULTICAST> mtu 1500
inet 192165128135 netmask 255.255.255.0  broadcast 192.168.128.255
Snct feso::20c:297F:fesbiadcs prefixlen 64 scopeid Gx2oclinks
ciher 00:6¢:29:50:8d:c5  xqueucion 1000 (Ethernet)
RX packets 6908 bytes 517124 (505.0 KiB)
RX rrors 6 dropped o overruns © fram @
TX packets 11362 bytes 3869302 (3.6 MiB)
X Crrors o dropped 6 overruns © carrier @ collisions 0

1o: lags=73<UP, LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @xlochost>
loop txqueuelen 1060 (Local Loopback)
RX packets @ bytes @ (0.0 B)
RX crrors @ dropped @ overruns @ frame @
TX packets @ bytes @ (9.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

[a@localhost ~]$ sudo /usr/sbin/fdisk -1

B /dev/sda: 21.5 6B, 21474836480 T, 41943040 FHE
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loop txqueuelen 1060 (Local Loopback)
RX packets @ bytes @ (0.0 B)
RX crrors @ dropped @ overruns @ frame @
TX packets @ bytes @ (9.0 B)
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[a@localhost ~]$ sudo /usr/sbin/fdisk -1

BiE /dev/sda; 21.5 GB, 21474836480 FH, 41943040 X
Units = BIX of 1% 513 = 512 bytes

BRANCER/YE): 512 FF /512 FF

1/0 KA (FRE): 512 FF / 512 FH

BEFEXL.: dos

start End Blocks Id System
2048 2099199 1048576 83 Linux
2099200 41943039 19921920 e Linux LWM

B /dev/mapper/centos-root; 15.2 GB, 15249416704 $F, 35643392 /X
Units = BIX of 1 * 512 = 512 bytes

BRANCER/YE): 512 FF /512 FF

1/0 KB RE): 512 FF / 512 FH

B /dev/mapper/centos-swap; 2147 MB, 2147483648 FF, 4194304 1HR
Units = X of 1 * 512 = 512 bytes

BRANEER/YR): 512 FF /512 FF

1/0 KB RE): 512 FF / 512 FH

Bl /dev/loope: 4712 1B, 4712300544 F, 9203712 R
Units = BIX of 1 * 512 - 512 bytes

BRANCER/YE): 512 FF /512 FF

/0 kd\(ﬂd\lﬁﬁ) 512 F% / 512 F%

BEirE

BRI ExGhBMSG7

& Boot  start End  Blocks Id System
/dev/loopep1 o o371 ace1sss 0 Empty
7dev/1oopop2 2028 20027 B800  f EFI (FAT-12/16/32)

[a@localhost ~]$ sudo /usr/sbin/useradd test
:ng, AP a EALL root BFHE localhost.localdomain EHFT /usr/sbin/usera
test.
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% useradd allow.su
vacradd deny ¢
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[root@localhost ~]# passwd allow su
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[root@localhost ~]# passwd deny_su
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groupadd _groupdel - groupmens groupmod  groups

[root@localhost ~]# groupadd suallowed
[root@localhost ~J# usernod -aG suallowed allow_su
[root@localhost ~J# id allow_su
4id=1000(allow_su) gid=1006(allow_su) £E=1008(allow_su),1002(suallowed)
[root@localhost ~J# id deny_su
uid=1001(deny_su) gid=1001(deny_su) {=1001(deny_su)

2 cp Jetc/pam-a/su /stc/pan.d/su-bak
/stc/pam.d/su.bak": SEBALERER
[root@localhost ~J# cp Jetc/pam.d/su
cor /et pam.d/su” BT BRENERLSE
Try "cp —-help’ for more information.

# cp Jetc/pam.d/su /etc/pan.d/subak

Vin' etc/pan.d/su
[root@localhost ~J# cat /etc/pan.d/su

Wik | @sre|dx [Fon [k | A

#PAN-1.0
auth sufficient pam_rootok.so
# Uncomment the following line to implicitly trust users in the "wheel” group.
#auth sufficient pam_wheel.so trust use_uid
# Uncomment the following line to require a user to be in the "wheel” group.
#tauth required pam_wheel.so use_uid
auth substack system-auth
auth include postlogin
account sufficient pam_succeed_if.so uid = © use_uid quict
account include system-auth
password include system-auth
Session include system-auth
session include postlogin

< > | session optional pam_xauth.s0

auth required pam vheel..so use_uid group-susllowed
[root@localhost ~J#

& locahostiocadomain | § 0% | @8 01568 /09568 | + o.02mbis | & ooombss |

945 | [2] root alow_su | (8 Jrun: 2% | fsys/fsjcgroup: 0% | /: 41% | fboot: 14% | runfuser/o: 0% | frunfuser/1000: 0%




