1  创建一个新用户 alice, 让他属于  wheel属组。 并且登录alice用户，使用sudo su - 切换用户。
# 注意 输入的密码，是alice密码，还是 root用户密码？ 
[image: ]
1.1)再创建一个新用户 alice22,  
配置权限如下。
alice22  ALL=NOPASSWD: /usr/bin/passwd,/usr/sbin/usermod
登陆alice22后， 去把alice用户密码修改为 123.com
再把alice  shell环境 修改为 /sbin/nologin。
alice尝试登陆，登陆失败。  然后alice22 用户把alice shell环境 再次修改为 /bin/bash。
[image: ]
2   grub引导时间 修改为 25秒.
[image: ]
[image: ]
3   网卡名称  ens33 修改为 eth0    #备注，需要重新生成grub2-mkconfig  -o /boot/grub2/grub.cfg 文件
[image: ]
[image: ][image: ]
4   /data/webserver  修改属组为 alice (注意加 -R )， 加上sgid权限. 
确认新建文件和目录，自动属于alice组。
确认 用 stat 命令 查看权限，权限表达是4位数 而且第1位是 2。
[image: ][image: ]
5）课堂上演示的时候 使用 /var/tmp 目录。
创建一个新目录  /data/var/tmp,  也具有 sticky bit 属性。 
[image: ]分别用alice, alice22 去创建文件。[image: ]并且让二个用户 尝试去删除对方文件。验证一下删除失败。
[image: ]
5 nc  -vz  <ip>  <port>   ##练习 nc命令，分别去探测 外部机器的不同端口。
确认不同端口存活状态，以及 $? 返回码的值。
[bookmark: _GoBack][image: ]
6  配置  ~/.bash_profile  或者  ~/.bashrc
修改history相关配置，让history 除了可以显示编号，还可以显示时间。 配置history size 可以达5000条。
[image: ]
[image: ]
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Last login: Tue Sep 22 19:28:40 2026 from 192.168.34.5
[root@localhost ~1# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
ink/loopback 0! 00 brd 00:60:00:00:00:00
inet 127.0.6.1/8 scope host lo
valid_lft forever preferred lft forever
inet6 ::1/128 scope host
valid_lft forever preferred lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether 00:0¢:20:65:39¢1c brd fF:ff:Ff:ff:f:ff
inet 192.168.34.10/24 brd 192.168.34.255 scope global noprefixroute etho
valid_1ft forever preferred Lft forever
inets feB0::2015: 1dec: fb55:3ec7/64 scope link noprefixroute
valid_lft forever preferred lft forever
[root@localhost ~1# Il
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T VA T, T T e SHETON SIS SRS =
[root@localhost ~]# chmod 2775 /data/webserver/
[root@localhost ~]# stat /data/webserver/

s '/data/uehserver/'
B0 10 £ 4096 HFE
fdeeh/enesd TInode: 10715 R 2

(2775/drwxrwst—x) Uid: ( o/  root)  Gid:
object._|

( 1000/  alice)

2026-09-23 ©3:34:48.751591998 +0800
2026-09-23 ©3:38:23.475582800 +0800
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B e
[root@localhost ~1# su - alice22

k&%, = of 23 03:39:06 CST 2026pts/0 |
[alice22@localhost ~1$ cd /data/webserver/

[alice22@localhost webserver]s touch test.txt
[alice22@localhost webserver]s 1s -1 test.txt

-rw-rw-r--. 1 alice22 alice 0 9 23 03:41 test.txt
[alice22@localhost webserverls
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[root@localhost ~]# mkdir -p /data/var/tmp
[root@localhost ~I# chmod 1777 /data/var/tmp/
[root@localhost ~1# Ts-1

-bash: 1s-1: &#F44
[root@localhost ~]#

[root@localhost ~I# 1s
ERE e
[root@localhost ~1# 1s -1d /data/var/tmp/

-1 /data/var/tmp/
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PR s e T Me RIS e WHEE R SR aeE
[root@localhost ~1# su - alice

[alice@localhost ~]s touch /data/var/tmp/alice_file
[alice@localhost ~]§ su - alice22

B
su: EEHE
[alice@localhost ~Is exit

[root@localhost ~1# su - alice22
E—RER, 5 23 03:40:46 CST 2026pts/0 b

B REWMEIES. = 97 23 03:47:30 CST 2026pts/0 b
BAE—RBHEREE 1 KARHERER.
[alice22@localhost ~]s fouch /data/var/tmp/alice22_file
[alice22@localhost ~Is 1s -1 /data/var/tmp/

BREE e
Srw-ru-r--. 1 alice22 alice22 © 9 23 03:48 alice22_file
rw-rw-r--. 1alice alice © 9F 23 03:47 alice_file

[alice22@localhost ~Is I
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B e et
[alice22@localhost ~]s rm /data/var/tmp/alice file

rm: FEF("/data/var/tnp/alice_file": 7R fiFaTEEfE
[alice22@locathost ~1s exit

[root@localhost ~1# su - alice

E—REF. = 9F 23 03:46:57 CST 2026pts/0 k£
lalice@localhost ~1s rm /data/var/tmp/alice2 file

m: BEEBBESEFQEESIE /data/var/tup/alice2?_file"? y
m: EEBi5"/data/var/tnp/alice22_file": ANAVFAIERIE
[alice@localhost ~]s exit

=il

[root@localhost ~1# rm /data/var/tmp/alice_file

m. EEBBEES LM "/data/var/twp/alice_file"? y
[root@localhost ~1# rm /data/var/tmp/alice22_file

m. EEBBEES L */data/var/tnp/alice23_file"? y
[root@localhost ~1# I
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[root@localhost ~1# nc -vz 192.168.34.160 22
Neat: Version 7.50 ( https://nmap.org/ncat )
Ncat: No route to_host.

[root@localhost ~1# echo 7

1

[root@localhost ~I# nc -vz 127.0.0.1 22
Neat: Version 7.50 ( https://nmap.org/ncat )
Ncat: Connected to 127.0.6.1:22.

Ncat: 0 bytes sent, © bytes received in 0.01 seconds.
[root@localhost ~1# echo $7

o

[root@localhost ~1# Il
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# .bash_profile

# Get the aliases and functions
if [ -f ~/.bashrc 1; then

- ~/.bashrc
fi

# User specific environment and startup programs
PATH=SPATH: SHOME /bin

export PATH
export HISTSIZE=5008
export HISTFILESIZE
export HISTTIMEFORMA
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[root@localhost ~]# source ~/.bash_profile
[root@localhost ~1# echo SHISTSIZE

5000

[root@localhost ~1# echo SHISTTIMEFORMAT

%F %T

[root@localhost ~I# LS

-bash: L

REBIfL

[root@localhost ~1# 1s

anaconda-ks .cfg

[root@localhost ~1# pud

/root

Troot@localhost ~1# who

2026-09-23 03:33 (192.168.34.5)

[root@localhost ~1# history
©03:38:01

root pts/e

2026-09-23
2026-09-23
2026-09-23
2026-09-23
2026-09-23
2026-09-23
2026-09-23
2026-09-23
2026-09-23

CEND s wN R

BREEEERE

rm -rf /etc/yun. repos.d/Cent0S=ase. repo
rm -rf /etc/yun, repos.d/Cent0S-Base. repo

Vi /etc/yun. repos.d/Cent0s-Media. repo

mount /dev/cdrom /media/

yum -y install vim

yum -y install net-tools

vim /etc/sysconfig/network-scipts/ifcfg-ens33
vim /etc/sysconfig/network-scripts/ifcig-ens33
SiEETEL FEETE TEEERY
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Last login: Tue Sep 22 17:33:18 2026 from 192.168.34.5
[root@localhost ~1# useradd alice copasswd alice
iiﬁfﬁF ahce -1

BHALT 8 MFH
iﬁ)\{rm EED:
passwd: FiE M S HRIELEELRITTS.

[root@localhost ~1# groupadd wheel

groupadd: “wheel”Z8 E

[root@localhost ~1# usermod -aG wheel alice
[root@localhost ~1# id alice

id=1003 (alice) gid=1003(alice) &i=1003(alice),10(uheel)
[root@localhost ~1# su - alice

[alice@localhost ~]s sudo su -

BRIVEEEEENREGERERRETRT HEEZEEM.
BERRESIFE=A:

#1) BEZIAMER.
#2) MARMERERE (FERMNE) .
#3) BAIBK, REEK.

[sudo] alice gY&3S:

E—REF, = 9F 23 01:42:26 CST 2026\ 192.168.34.5pts/0 £
Troot@locathost ~1# Il
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[root@localhost ~]# vim /etc/sudoers
[root@localhost ~1# su - alice22
[alice22@localhost ~Is sudo passwd alice
EFAS alice MIEH .

Ay E6:

EUNES: FORELIFARE - STEEML/ RGEHL
EFMAF ED:

passwd: FiE M S HRIELEELRITTS.

[alice22@localhost ~]s sudo usermod -s /sbin/nologin alice
[alice22@localhost ~Is tail -a /etc/passwd

tail: BEGET -- a

Try 'tail --help' for more information.

[alice22@localhost ~]s tail -1 /etc/passwd
alice22:x:1004:1004: : /home/alice22: /bin/bash
[alice22@localhost ~1$ su - alice

3 =h

E7ReR. = of 23 01:44:50 CST 2026pts/0 £

This account is currently not available.
[alice22@localhost ~]s sudo usermod -s /bin/bash alice
[alice22@localhost ~]s tail -1 /etc/passwd
alice22:x:1004:1004: : /home/alice22: /bin/bash
[alice22@localhost ~1$ su - alice

ER. = oF 23 03:13:51 CST 2026pts/0 E.
Talice@localhost ~1s Il
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GRUB_TIMEOUT=H5
GRUB_DISTRIBUTOS
GRUB_DEFAULT=saved
GRUB_DISABLE_SUBMEN
‘GRUBZTERMINAL_OUTPU
GRUBZCMDLINE_LINUX="crashkerne
GRUB_DISABLE_RECOVERY="true"

s(sed 's, release .*s,,g' /etc/systen-release)*

uto rd.lvm. lv=centos/root rd.lvm.lv=centos/swap rhgb quiet"
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[root@localhost ~1# vim /etc/default/grub
[root@localhost ~1# grub2-mkconfig -o /boot/grub2/grub.cfg
Generating grub configuration file ...
Found Linux image: /boot/vmlinuz-3.10.0-1160.¢l7.x86_64
Found initrd image: /boot/initramfs-3.10.0-1160.¢17.86 64.ing
Found linux image: /boot/vmlinuz-0-rescue-8d7d292d92314bedS8560565d4e0656¢
Found initrd image: /boot/initramfs-o-rescue-8d7d202d92314bed98560565d4e0656¢ . ing
done
[root@localhost ~1# grep timeout /boot/grub2/grub.cfg
if [ xsfeature_timeout style = xy | ; then
set timeout_style=menu

set_timeout=25,
# Fallback normal timeout code in case the timeout_style feature is

set timeout=25
[root@localhost ~1# Il
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NAME=etho
UUID=e4f64d7e-246f-44ab-beb7-c61befaga61d
DEVICE=etholl

OB e

T EETe RER R A EER Y
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troot@localhost ~l# cd /etc/syscontig/network-scripts/
[root@localhost network-scripts]# my ifcfg-ens33 ifcfg-etho
[root@localhost network-scripts]# vim ifcfg-etho

[root@localhost network-scripts]# vim /etc/default/grub

[root@localhost network-scripts# grub2-mkconfig -o /boot/grub2/grub.cfg
Jetc/default/grub:477: net.ifnames=0: FiREfS

[root@localhost network-scripts]# vim /etc/default/grub

[root@localhost network-scripts]# vim /etc/default/grub

[root@localhost network-scripts]# grub2-mkconfig -o /boot/grub2/grub.cfg
Generating grub configuration file .

Found Linux image: /boot/vmlinuz-3.10.0-1160.¢l7.x86_64
Found initrd image: /boot/initramfs-3.10.0-1160.¢17.86 64.ing

Found linux image: /boot/vmlinuz-0-rescue-8d7d292d92314bedS8560565d4e0656¢

Found initrd image: /boot/initramfs-o-rescue-8d7d202d92314bed98560565d4e0656¢ . ing
done

[root@localhost network-scripts]# reboot Il





