作业： 
机试
 su 命令管理 
1、 创建两个用户，其中一个可以使用 su 命令切换，
2、 另一个拒绝 [image: 批注 2026-09-22 1]
sudo 命令管理 
1、 两个用户
[image: 批注 2026-09-22 2]
2、  a 具有 ifconfig、fdisk命令
[image: 批注 2026-09-22 3]
[image: 批注 2026-09-22 4]
3、  b 具有/usr/sbin/目录下的所有命令，除 shutdown、reboot
[image: 批注 2026-09-22 5]
1 网卡名称  ens33 修改为 eth0    #备注，需要重新生成grub2-mkconfig  -o /boot/grub2/grub.cfg 文件
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1  创建一个新用户 alice, 让他属于  wheel属组。 并且登录alice用户，使用sudo su - 切换用户。
# 注意 输入的密码，是alice密码，还是 root用户密码？ 
[image: 批注 2026-09-22 8]

1.1)再创建一个新用户 alice22,  
配置权限如下。
alice22  ALL=NOPASSWD: /usr/bin/passwd,/usr/sbin/usermod
登陆alice22后， 去把alice用户密码修改为 123.com
再把alice  shell环境 修改为 /sbin/nologin。
alice尝试登陆，登陆失败。  然后alice22 用户把alice shell环境 再次修改为 /bin/bash。
[image: 批注 2026-09-22 9]

2   grub引导时间 修改为 25秒.
[image: 批注 2026-09-22 10]
4   /data/webserver  修改属组为 alice (注意加 -R )， 加上sgid权限. 
确认新建文件和目录，自动属于alice组。
确认 用 stat 命令 查看权限，权限表达是4位数 而且第1位是 2。
[image: 批注 2026-09-22 11]
5）课堂上演示的时候 使用 /var/tmp 目录。
现在作业是，创建一个新目录  /data/var/tmp,  也具有 sticky bit 属性。 分别用alice, alice22 去创建文件。
并且让二个用户 尝试去删除对方文件。验证一下删除失败。
[image: 批注 2026-09-22 12]

5 nc  -vz  <ip>  <port>   ##练习 nc命令，分别去探测 外部机器的不同端口。
确认不同端口存活状态，以及 $? 返回码的值。
[image: 批注 2026-09-22 13]
6  配置  ~/.bash_profile  或者  ~/.bashrc
修改history相关配置，让history 除了可以显示编号，还可以显示时间。 配置history size 可以达5000条。
[bookmark: _GoBack][image: 批注 2026-09-22 14]
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[root@localhost ~1# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000

Uik /Toopback 00:00:06:00:00:00 brd 00:60:00:00:00:00
inet 127.0.6.1/8 scope host lo

valid_lft forever preferred 1ft forever
inet6 ::1/128 scope host

valid_lft forever preferred lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000

Tink/ether 00:0c:20:68:2e:b0 brd FF:Ff:Ff:ff:F:ff

inet 192.168.126.8/24 brd 192.168.126.255 scope global noprefixroute etho
valid_1ft forever preferred lft forever

inets feB0::6508:e04c:c75:200764 scope link noprefixroute

valid_lft forever preferred lft forever
3: virbro: <NO-CARRIER,BROADCAST,MILTICAST,UP> mtu 1500 qdisc noqueue state DOWN group default glen 1000

Tink/ether 52:54:00:cf:bc:47 brd ff:Ffiff:Ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbro

valid_1ft forever preferred Lft forever
4: virbro-nic: <BROADCAST,MULTICAST> mtu 1500 qdisc pfifo_fast master virbro state DOWN group default qlen 1000

link/ether 52:54:00: cfibc:a7 brd Ff:ff:ff:ffiffiff
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[root@localhost ~1# useradd alice
[root@localhost ~1# passwd alice
FEAS alice MEE .

i B,

AROED. BEOT 8 MTH
EE@MAFH E:

2 o e

BEEZB'JEE EBHALT 8 MFH

EEEON il

passwd: FT7A RIS HEIESEELERINES .

[root@localhost ~]# usermod -aG wheel alice
[root@localhost ~I# id alice

uid=1005(alice) gid=1005(alice) 4i=1005(alice),10(wheel)
[root@localhost ~1# su - alice

[alice@localhost ~Is sudo su -

RNEEEEENRGEERMETRT HEERER.
SEBRTIFE=R:

#1) BEZAMER.
#2) MABMERERE (FRMAE) .
#3) BAIBK, REEK.

lsuda] alice RIEEES:
-

22 CST 2026/ 192.168.126.1pts/0 £





image9.png
[root@localhost ~]# useradd alice22
[root@localhost ~1# passwd alice22
iiﬁfﬁF allce22 HE .

EBHALT 8 MFH

iﬁiﬁ)\{rm EED:

passwd: FiE M S HRIELEELRITTE.
[root@localhost ~1# vi /etc/sudoers.d/alice22
[root@localhost ~]# visudo -f /etc/sudoers.d/alice22
[root@localhost ~]# chmod 440 /etc/sudoers .d/alice22
[root@localhost ~1# chown root:root /etc/sudoers.d/alice22
[root@localhost ~1# visudo -c

/etc/sudoers: EHIEH

/etc/sudoers.d/alice22: REHTIERR

[root@localhost ~1# su - alice22

[alice22@localhost ~1s sudo passwd alice

FoAPS alice HEH -

FRURETFARE - STEEML/ REL
iﬁ)\{rm EED:

passwd: FiE M S HRIELEELERITTS.

[alice22@localhost ~]$ sudo usermod -s /sbin/nologin alice
[alice22@localhost ~]s su - alice

o h

su: IEATIR

[alice22@localhost ~]s sudo usermod -s /bin/bash alice
[alice22glocalhost ~]s getent passwd alice
alice:x:1005:1005: : /home/alice: /bin/bash
[alice22@localhost ~Is I
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GRUB_TIMEOUT=25]]
GRUB_DISTRIBUTOR="$(sed 's, release .*$,,g' /etc/system-release)*
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[root@localhost ~1# mkdir -p /data/webserver

[root@localhost ~I# chgrp R alice /data/webserver

[root@localhost ~I# chmod R gts /data/webserver

[root@localhost ~I# stat -c *ka %U % %n* /data/webserver

2755 root alice /data/webserver

[root@localhost ~# su - alice

Eo%ER: = of 23 3g0:02 cot auzopta/ b
—REWAER: = 95 23 03:35:43 CST 2026pts/0 b

EE N hndarn Yammsren.

[alice@localhost ~Is touch /data/webserver/testfile

touch: FEEEIE"/data/webserver/testfile": RUBAE

[alice@localhost ~1s exit

f-d}

[root@localhost ~1# 1s -1d /data/webserver

drwxr-sr-x 2 root alice 6 9 23 03:40 /data/webserver
[root@localhost ~1# chmod -R 2775 /data/webserver
[root@localhost ~1# stat -c "a %U %G %n" /data/webserver
2775 root alice /data/webserver

[root@localhost ~1# su - alice

E—RE%. = of 23 03:42:03 CST 2026pts/0 £
[alice@localhost ~]§ touch /data/webserver/testfile
[alice@localhost ~Is s -1 /data/webserver/testfile
“rw-rw-r-- 1 alice alice 0 Of 23 03:44 /data/webserver/testfile





image12.png
[root@localhost ~1# mkdir -p /data/var/tmp
[root@localhost ~1# chmod 1777 /data/var/tmp
[root@localhost ~1# stat -c "%a %U 4G %n" /data/var/tmp
1777 root root /data/var/tmp

[root@localhost ~1# su - alice

kB = of 23 03:44:25 CST 2026pts/0 £
[alice@localhost ~]s touch /data/var/tmp/alice_file
[alice@localhost ~1§ exit

[root@localhost ~1# su - alice2?
B3 = of 23 03:34:14 CST 2026pts/e L
[alice22@localhost ~1s touch /data/var/tmp/alice22_file
[alice22@localhost ~]§ exit

[root@localhost ~1# su - alice
E—JEF. = 9F 23 03:47:14 CST 2026pts/0 L
lalice@localhost ~1s rm /data/var/tmp/alice22 file

m: EEBBESEPOEESIM /data/var/tup/alice22 file"? y
m: EEBi5"/data/var/tnp/alice22_file": ANAVFAIERIE
[alice@localhost ~]§ exit

[root@localhost ~1# su - alice22
B = of 23 03:47:42 CST 2026pts/e £
lalice22@localhost ~]s rm /data/var/tmp/alice_file

m. EEBBE SR EAEE LM " /data/var/thp/alice_file"? y
m: EiEHIA"/data/var/tup/alice file™: RAFATHEE

e Ll Sl
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[root@localhost ~]# nc -vz 192.168.126.8 22
Version 7.50 ( https://nmap.org/ncat )
Connected to 192.168.126.8:22.

© bytes sent, 0 bytes received in 0.00 seconds.
[root@localhost ~1# echo $7

o

[root@localhost ~1# nc -vz 192.168.126.8 80

Neat: Version 7.50 ( https://nmap.org/ncat )

Neat: Connection refused.

[root@localhost ~1# echo $7

1
[root@localhost ~]# nc -vz 192.168.126.8 12345

Neat: Version 7.50 ( https://nmap.org/ncat )
Ncat: Connection refused.

[root@localhost ~1# echo 7

1
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cot@localhost ~1# I

2026-09-23 03:56:23 vi ~/.bashrc
2026-09-23 03:57:28 source ~/.bashrc
2026-09-23 03:57:37 history
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[root@localhost ~]# useradd aaa
[root@localhost ~# useradd bbb
[root@localhost ~1# passwd aaa
EHAS asa MIEH .

Fay B

ERAELD: BELT 8 +FH
EEEON il

passwd: FTA RIS HEIELSEELRTIES .
[root@localhost ~1# passwd bbb

E A bbb AIEEL .

Fay B

ERNEE: FBOT 8 MFF
EEEON il

passwd: FTA RIS HEIELSEELERIIES .
[root@localnost ~1# gpasswd —a asa wheel
EZE45 A P “aaa" JIAE] “wheel "
[root@localhost ~1# cat /etc/group | grep wheel
wheel:x:10:s,aaa

[root@localhost ~1# vi /etc/pam.d/su
[root@localhost ~I# su - aaa

[aaa@localhost ~1s su - bbb

B
[bbb@localhost ~1s su - aaa

&5
su: FELEALIR
[bbb@locathost ~1s Il
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##

## Allow root to run any commands anywhere

root  ALL=(ALL) AL

a ALL=NOPASSWD: /usr/sbin/ifconfig, /usr/sbin/fdisk

b ALL=NOPASSWD: /usr/sbin/*, !/usr/sbin/shutdown, !/usr/sbin/reboot
## Allows members of the 'sys' group to run networking, software,
## service management apps and more.
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[root@localhost ~1# su - a
[a@localhost ~I$ sudo /usr/sbin/ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING , MULTICAST> mtu 1500

inet 192.168.126.8 netmask 255.255.255.0 broadcast 192.168.126.255
if67e prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:68:2e:b0 txqueuelen 1000 (Ethernet)
RX packets 2483 bytes 247234 (241.4 KiB)
RX errors 0 dropped 0 overruns 0 frame ©
TX packets 1446 bytes 232131 (226.6 KiB)
TX errors © dropped © overruns 0 carrier © collisions 0

To: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.6.1 netmask 255.0.0.0
inets ::1 prefixlen 128 scopeid 6x10<host>
Toop txqueuelen 1000 (Local Loopback)
RX packets 840 bytes 72816 (71.1 KiB)
RX errors 0 dropped 0 overruns 0 frame ©
TX packets 840 bytes 72816 (71.1 KiB)
TX errors © dropped © overruns © carrier © collisions 0

virbro: flags=4099<UP,BROADCAST, MULTICAST> mtu 1500
inet 192.168.122.1 netmask 255.255.255.0 broadcast 192.168.122.255
ether 52:54:00:cf:bc:47 txqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns © frame ©

TX packets 0 bytes 0 (0.0 B)

TX errors © dropped © overruns © carrier © collisions 0
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[a@localhost ~Is sudo /usr/sbin/fdisk -1

B /dev/sda: 21.5 GB, 21474836480 %, 41943040 MK
Units = BX of 1 * 512 = 512 bytes

BXANGER/YR). 512 £F /512 £F
1/0 KA (EA/BE): 512 FF / 512 =%
BeEirsse. dos
BiE17A/4: 0x000bbssb

#% Boot Start End Blocks Td System
/dev/sdal  * 2048 2099199 1048576 83 Linux
/dev/sda2 2099200 41943039 19921920 8e Linux LVM

BiZ /dev/mapper/centos-root: 18.2 GB, 18249416704 ¥, 35643302 TEIX
Units = BX of 1 * 512 = 512 bytes

BRXK/(B8/WE): 512 FH /512 FH

1/0 KA EA/BE): 512 FF / 512 5

Bif /dev/mapper/centos-swap: 2147 MB, 2147483648 F¥5, 4194304 AHX
Units = BX of 1 * 512 = 512 bytes

BRXK/(B8/WE): 512 FH /512 FH

1/0 KA EA/BE): 512 FF / 512 5

[a@localhost ~Is sudo /usr/sbin/shutdown

BINEEECENRGEREAMETH T AR EETMA.
BERRESIFIE=.

#1) BEZAMER.
#2) MABMERERE (FRMAE) .
#3) BAIBK, REEK.

[sudo] a FEEEL:
WARR, AP a AL root AIF{HEE localhost.localdomain E347 /usr/sbin/shutdown.





image5.png
[root@localhost ~1# su - b
B —RARMEF. — 98 22 19:04:42 CST 2026pts/0 b
BA—SANEREE 1 RARMERER.
[belocalhost ~1s sudo /usr/sbin/shutdoun
WAAZ, S b FALLL root MFHE localhost.localdomain E$4F /usr/sbin/shutdoun.
[b@localhost ~15 sudo /usr/sbin/reboot
WAAZ, A b FALLL root MSFHE localhost.localdomain A7 /usr/sbin/reboot.
[belocalhost ~]§ sudo /usr/sbin/ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING , MULTICAST> mtu 1500

inet 192.168.126.8 netmask 255.255.255.0 broadcast 192.168.126.255

inets fe80::643f:45:1308:f67e prefixlen 64 scopeid 0x20<link>

ether 00:0c:29:68:2e:b0 _txqueuelen 1000 (Ethernet)

RX packets 2763 bytes 272100 (265.7 KiB)

RX errors 0 dropped 0 overruns 0 frame ©

TX packets 1602 bytes 254079 (248.1 KiB)

TX errors © dropped © overruns © carrier © collisions 0

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.6.1 netmask 255.0.0.0
inets ::1 prefixlen 128 scopeid 6x10<host>
Toop txqueuelen 1000 (Local Loopback)
RX packets 840 bytes 72816 (71.1 KiB)
RX errors 0 dropped 0 overruns 0 frame ©
TX packets 840 bytes 72816 (71.1 KiB)
TX errors © dropped © overruns © carrier © collisions 0

virbro: flags=4099<UP,BROADCAST, MULTICAST> mtu 1500
inet 192.168.122.1 netmask 255.255.255.0 broadcast 192.168.122.255
ether 5: 47 txqueuelen 1000 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns © frame ©

TX packets 0 bytes 0 (0.0 B)

TX errors © dropped © overruns © carrier © collisions 0

[hal nealhnct —le avit
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1p link show ens33
cp -p /etc/default/grub /etc/default/grub.bak

cp -p /etc/sysconfig/network-scripts/ifcfg-ens33 /etc/sysconfig/network-scripts/ifcfg-ens33.bak
vi /etc/default/grub

grub2-mkeonfig -0 /boot/grub2/grub.cfg

cd Jetc/sysconfig/network-scripts/

my ifcfg-ens33 ifcfg-etho

vi ifcfg-etho

reboot

1

addr




