1  创建一个新用户 alice, 让他属于  wheel属组。 并且登录alice用户，使用sudo su - 切换用户。
# 注意输入的密码，是alice密码，还是 root用户密码？ 

1.1)再创建一个新用户alice22，
配置权限如下。
alice22  ALL=NOPASSWD: /usr/bin/passwd,/usr/sbin/usermod
登陆alice22后，去把alice用户密码修改为123.com
再把alice shell环境修改为/sbin/nologin。
alice尝试登陆，登陆失败。然后alice22 用户把alice shell环境再次修改为/bin/bash。

[image: ]
[image: ]
2、grub引导时间修改为 25秒
[image: ]
[image: ]


3   网卡名称  ens33 修改为 eth0    #备注，需要重新生成grub2-mkconfig  -o /boot/grub2/grub.cfg 文件
[image: ]
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4 、/data/webserver  修改属组为 alice (注意加 -R )， 加上sgid权限. 
确认新建文件和目录，自动属于alice组。
确认 用 stat 命令 查看权限，权限表达是4位数 而且第1位是 2。
[image: ]

5、创建一个新目录  /data/var/tmp,  也具有 sticky bit 属性。 分别用alice, alice22 去创建文件。
并且让二个用户 尝试去删除对方文件。验证一下删除失败。
[image: ]

6、nc  -vz  <ip>  <port>   ##练习 nc命令，分别去探测 外部机器的不同端口。
确认不同端口存活状态，以及 $? 返回码的值。
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TYPE=Ethernet
PROXY_METHOD=rone
BROWSER_ONLY=no
BOOTPROTO=static

IPV4_FAILURE_FATAL=no
IPV6INIT=yes
IPV6_AUTOCON

IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=s table-privacy
NAVE=ethol]
UUTD=d147Sce-db8s-41bd-8167-cc14c27b70bf
DEVICE=etho

ONBOOT=yes
IPADDR=192. 168.10. 11
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Lroot@localhost ~]# mkdir -p /data/webserver
[root@localhost ~J# chgrp -R alice /data/webserver
[root@localhost ~J# chmod -R g+s /data/webserver
[root@localhost ~J# stat /data/webserver

& '/data/wehserver'
®: 0 10 #: 4096 HF
515580 R 2
o/ root) Gid: ( 1000/

2026-69-24 04:09:29. 143366704 +0800
2026-09-24 ©4:09:49.315367014 +0800

[rootelocalhost ~J# Il

alice)
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[root@localhost ~]# mkdir -p /data/var/tmp

[root@localhost ~J# chmod 1777 /data/var/tmp

[root@localhost ~J# s -ld /data/var/t

drerexrt 2 7oot root 6 O 24 0411 |EEEITEWET
[root@localhost ~J# su - alice -c 'touch /data/var/tmp/alice_file'
[root@localhost ~J# su - alice22 -c 'touch /data/var/tmp/alice22_file'
[root@localhost ~J# s -1 /data/var/tmp

FHE o

“rw-rw-r-- 1 alice22 alice22 0 9 24 04:13 alice22 file
-rw-ru-r-- 1 alice alice 0 9F 24 04:13 alice file
[root@localhost ~J# su - alice -c 'rm /data/var/tmp/alice22_file'
. EEBSESEFNEBZH "/data/var/tp/alice22 File"? y
rm: EEHIA"/data/var/tnp/alice2_file": ANFCHFATEEE
[root@localhost ~J# su - alice22 —c 'rm /data/var/tmp/alice_file'
. EEBRESEFNEBSLH */data/var/tnp/alice File"? y
rm: FEAIG"/data/var/tnp/alice_file": NFCHFATERE
[root@localhost ~J# s -1 /data/var/tmp

BRAE e

“rw-rw-r-- 1 alice22 alice22 0 9 24 04:13 alice22 file
-rw-ru-r-- 1 alice alice 0 9F 24 04:13 alice_file
[root@localhost ~1# I
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[root@localhost ~]# yum install -y nc
EfNEIEH: fastestmirror

Determining fastest mirrors

c7-media | 3.6 kB ©0:00:00
EEMRKBER

> EERSEE

> $fA nmap-ncat.x86_64.2.6.40-19.e17 i T

-> EEAERTZER Libpeap.so.1()(64bit), EHELFA 2:nmap-ncat-6.40-19.e17.x86_64 HE

> EERBES

> $fEA Uibpcap. x86_64.14.1.5.3-11.el7 ¥ %%

-> BREBRATR

RBRRER

Package i A i K

EfEZRE:
nmap-ncat x86_64 2:6.40-19.¢17 c7-media 206 k

FRET R
Tibpcap x86_64 14:1.5.3-11.e17 c7-media 138 k

SEHE
EE 1 HHE (41 KERGE)

Downloading packages :

Bit
Running transaction check
Running transaction test

Transaction test succeeded

Running_transact ion
E#Z#  : 14:libpcap-1.5.3-11.¢l7.x86_64 12
E#Z#  : 2:nmap-ncat-6.40-19.el7.xB664 272

: 2:nmap-ncat-6.40-19.el7.xB6_64 172
272

: 14:1ibpcap-1.5.3-11.el7.x86 64

map-ncat.xg6_64 2:6.40-19.el7

fEA R
Uibpcap. x86_64 14:1.5.3-11.el7
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Lroot@localhost ~]# which nc
Jusr/bin/nc

[root@localhost ~1# nc -h

Ncat 7.50 ( https://nmap.org/ncat )
Usage: ncat [options] [hostname] [port]

Options taking a time assume seconds. Append 'ms' for milliseconds,
*s* for seconds, ‘m' for minutes, or 'h for hours (e.g. 506ms)

-4 Use TPv4 only
-6 Use IPv6 only
-U, --unixsock Use Unix domain sockets only
- —crlf Use CRLF for EOL sequence
¢, --sh-exec <command>  Executes the given command via /bin/sh
-6, --exec <command> Executes the given command

--lua-exec <filename> Executes the given Lua script
g hop1[,hop2,...] Loose source routing hop points (8 max)
-G <n> Loose source routing hop pointer (4, 8, 12,
-m, --max-conns <n> Maxinum <n> s inultaneous connect ions
-h, --help Display this help screen
-d) --delay <time> Wait between read/writes

-0, --output <filename>  Dump session data to a file
-, --hex-dump <filename> Dump session data as hex to a file
-1, --idle-timeout <time> Idle read/write timeout

-p, --source-port port  Specify source port to use

-5, --source addr Specify source address to use (doesn't affect -1)

1) --listen Bind and Listen for incoming connections

-k, --keep-open Accept multiple connections in listen mode

“n} --nodns Do not resolve hostnames via DNS

-t, --telnet Ansver Telnet negotiations

U} --udp Use UDP instead of default TCP
-sctp Use SCTP instead of default TCP

-v, --verbose Set verbosity level (can be used several times)

v, --wait <time> Connect timeout

= Zero-1/0 mode, report connection status only
--append-output Append rather than clobber specified output files
--send-only only send data, ignoring received; quit on EOF
~-recv-only only receive data, never send anything
--allow Allow only given hosts to connect to Neat
--allowfile A file of hosts allowed to connect to Neat
--deny Deny given hosts from connecting to Neat
~-denyfile A file of hosts denied from connecting to Neat
~-broker Enable Neat's connection brokering mode
--chat Start a simple Ncat chat server

~-proxy <addr[:port]> Specify address of host to proxy through
--proxy-type <type>  Specify proxy type ("http" or "socks4” or "socks5")
--proxy-auth <auth>  Authenticate with HTTP or SOCKS proxy server

sl Connect or listen with SSL
~-ssl-cert Specify SSL certificate file (PEM) for listening
-ssl-key Specify SSL private key (PEM) for listening
--ssl-verify Verify trust and domain name of certificates
--ssl-trustfile PEM file containing trusted SSL certificates
--ssl-ciphers Cipherlist containing SSL ciphers to use

~-version Display Ncat's version information and exit
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Lroot@localhost ~]# nc -vz 8.8.8.8 53

Network is unreachable.
[root@localhost ~J# echo $?
1

[rootalocalhost ~J# Il

Version 7.50 ( https://nmap.org/ncat )
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[root@localhost ~J# useradd alice
[root@localhost ~J#

[root@localhost ~J# usermod -aG wheel alice
[root@localhost ~J# passwd alice

FURS alice MEH .

Ay B
EUNED: FORELIFARE - STEEM/ RGEH
EFMAFE ED:

passwd: FiE M FHRIELEELRITTS.

[root@localhost ~J# id alice

uid=1000(alice) gid=1000(alice) 4i=1000(alice),10(uheel)
[root@localhost ~J# grep '~wheel' /etc/sudoers

Suheel ALL=(ALL) AL

[root@localhost ~J# su - alice

[alice@localhost ~1$ sudo su -

BAVEEEEENRGERRARET R T HEEZEEM.
BERRTIF .

#1) BEZIAMER.
#2) MABMBRERE (ERMAE) .
#3) BRAIBK, REEK.

[sudo] alice A9EES:
E—RER: = 9F 23 10:14:44 CST 2026\ 192.168.10.1pts/0 b
[root@localhost ~]# whoami

root

[root@localhost ~]# useradd alice22

[root@localhost ~J# passwd alice22

BEES alice2 METS .

Ay B
EUNED: FORELIFARE - STEEM/ RGEH
EFMAFE ED:

passwd: FiE M FHRIELEELRITES.
[root@localhost ~J# visudo - /etc/sudoers.d/alice22
[root@localhost ~J# visudo - /etc/sudoers.d/alice22
[root@localhost ~J# chmod 448 /etc/sudoers.d/alice22
[root@localhost ~J# visudo -c

/etc/sudoers: EHIEH

/etc/sudoers.d/alice22: REHTIERR

[root@localhost ~J# grep includedir /etc/sudoers
#includedir /etc/sudoers.d

[root@localhost ~J# su - alice22

[alice22@localhost ~]$ sudo -1

R %295 E %19s B9BRINEKE:
Ivisiblepw, always_set_home, match_group_by gid, always_query group_plugin, env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR LS_COLORS", env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG

LC_ADDRESS LC_CTYPE", anv_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT LC_MESSAGES", env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE", env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS
_xKB_CHARSET XAUTHORITY", secure_path=/sbin\:/Bin\:/usr/sbin\:/usr/bin

AP alice22 ALIEE localhost EEATLITF A4

(root) NOPASSWD: /usr/bin/passwd, /usr/sbin/usermod
[alice22@localhost ~1$ sudo /usr/bin/passwd alice
EHAF alice MFH .
Ay B
EUNED: FORELIFARE - STEEM/ RGEH
EFMAFHN .
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[alice22@localhost ~1$ sudo /usr/bin/passwd alice
FHAL alice METS -

56 =

ERNEL, ZRAEITARE - STERL/REL

E5m s B

passwd: AN S HBESRELRIER.

[alice22@localhost ~]$ sudo /usr/sbin/usermod -s /sbin/nologin alice
[alice22@localhost ~]§ getent passwd alice

alice:x:1000:1000: : /home/alice:/sbin/nologin

[alice22@localhost ~1$ su - alice

S

D
E=km®. = of 23 19:31:41 CST 2026pts/e £
This account is currently not available.
[alice2a@localhost ~1$ sudo /usr/sbin/usermod -s /bin/bash alice
[alice22@localhost ~1$ getent passwd alice
alice:x:1000:1000: : /home/alice:/bin/bash
[alice22@localhost ~1$ su - alice

EZReR. [ o 24 03:31:27 cST 2026pts/0 £
falice@localhost ~1$ I
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[root@localhost ~]# cp /etc/default/grub /etc/default/grub.bak
[root@localhost ~J# vi /etc/default/grub

[root@localhost ~J# [ -d /sys/firmare/efi ] && echo UEFT || echo BIOS
BI0S

[root@localhost ~J# grub2-mkconfig -o /boot/grub2/grub.cfg

Generating grub configuration file ...

Found linux image: /boot/vmlinuz-3.10.0-1062.e17.x86_64

Found initrd image: /boot/initramfs-3.10.0-1062.¢17.x86_64.ing

Found Tinux inage: /boot/vmlinuz-0-rescue-90fd7b759¢3b41889060e 1aae17F7a18
Found initrd image: /boot/initramfs-0-rescue-90fd7b750c3b41889060e1aae177a18. ing
done

[root@localhost ~J# grep '“set timeout=' /boot/grub2/grub.cfg
[root@localhost ~J# grep GRUB_TIMEOUT /etc/default/grub

GRUB_TIMEOUT=25

[root@localhost ~J# Il
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GRUB_TIMEOUT=250

GRUB_DISTRIBUTOR="$(sed 's, release .*$,,g' /etc/system-release)"
GRUB_DEFAUL T=saved

GRUB_DISABLE_SUBMEN
GRUBLTERMINAL_OUTPU
GRUBCMDLINE_LINUX="crashkernel=auto rd.lvm.lv=centos/root rd.lvm.lv=centos/swap rhgb quiet"
GRUB_DISABLE_RECOVERY="true"
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[root@localhost ~]# vi /etc/default/grub

[root@localhost ~J# grub2-mkconfig -o /boot/grub2/grub.cfg

Generating grub configuration file ...

Found Linux image: /boot/vmlinuz-3.10.0-1062.¢l7.x86_64

Found initrd image: /boot/initramfs-3.10.0-1062.¢17.86_64.ing

Found linux image: /boot/vmlinuz-0-rescue-90d7b759¢3b4T1889060e1aae17F7a18
Found initrd image: /boot/initramfs-o-rescue-96fd7b759¢c3b41889060e1aae17F7a18. ing
done

[root@localhost ~J# cd /etc/sysconfig/network-scripts/

[root@localhost network-scripts]# my ifcfg-ens33 ifcfg-etho
[root@localhost network-scriptsl# vi ifcfg-etho

[root@localhost network-scriptsl# [l
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GRUB_TIMEOUT=25
GRUB_DISTRIBUTOY
GRUB_DEFAUL T=saved
GRUB_DISABLE_SUBMEN
GRUBLTERMINAL_OUTPU
GRUBCMDLINE_LINUX="crashkerne
GRUB_DISABLE_RECOVERY="trucl]

$(sed 's, release .*$,,g' /etc/systen-release)"

uto rd.lvm. lv=centos/root rd.lvm.lv=centos/swap rhgb quiet, net.ifnames=0 biosdevname=0"





