允许用户qm从任意地址登录，采用密钥对验证（公钥文件必须使用scp方式上传）

[image: image1.png][root@localhost ~]# useradd qm
[root@localhost ~1# passwd qm

iiﬁfﬁgﬁqm HER .
EUNES: FORELIFARE - TTEEML/ RGEHL

EFMAFE EG:

passwd: FiE M FHRIELEELRIITS.
[root@localhost ~I# cd /home/
[root@localhost homel# s

1wt qm I




使用 scp 上传公钥文件的截图

[image: image2.png][root@localhost ~1# ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa):

Created directory '/root/.ssh’.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa.

Your public key has been saved in /root/.ssh/id_rsa pub.

The key fingerprint is:

SHA256:0DQrhSJsbcm2eIp+deT fHMoXinGj2ehXOL toKIHG+Qg root@localhost. localdomain
The key's randomart image is:

+---[RSA 2048]----+

[sHA2s6]----—+

[root@localhost ~1# scp ~/.ssh/id_rsa.pub qm@192.168.10.200: /home/qm

The authenticity of host '192.168.10.200 (192.168.10.200)' can't be established.
ECDSA key fingerprint is SHA256:wSz8COWEEZvaWnVhAUb29KgYasZ6]s26ZZqsvg+ozlo.
ECDSA key fingerprint is MDS:02:18:c3:eb:47:4c:6d:a4:0c:63:d3:12:28:d7:84:6b.
Are you sure you want to continue connecting (yes/no)? y

Please type 'yes' or 'no': yes

Warning: Permanently added '192.168.10.200" (ECDSA) to the List of known hosts.
qm@192.168.10.200's password:

1d_rsa.pub 100% 408 657.0KB/s  00:00
Trrnt@lrralbhne+s 12 B





服务端将公钥文件移动到 qm 目录下的截图

[image: image3.png][root@localhost gqml# 1s

1d_rsa.pub

[root@localhost qul# mkdir .ssh

[root@localhost qnl# s

1d_rsa.pub

[root@localhost qnl# mv id_rsa.pub .ssh/authorized_keys
[root@localhost qnl# chown -R qm:qm /home/qm/.ssh
[root@localhost qnl# chmod 700 /home/qn/.ssh

[root@localhost qnl# chmod 600 /home/qn/.ssh/authorized keys
[root@localhost qnl# s -1 /home/qm/.ssh

ERE 4
o

1 qm qm 408 108 8 19:47 authorized_keys





客户端秘钥对登录得截图

[image: image4.png]BubkeyAuthentication yes

# The default is to check both .ssh/authorized_keys and .ssh/authorized_keys2
# but this is overridden so installations will only check .ssh/authorized keys
AuthorizedkeysFile .ssh/authorized_keys





[image: image5.png][root@localhost ~1# ssh qm@192.168.10.200
[qm@localhost ~1s ||




允许用户"name"从主机192.168.x.x 登录

[image: image6.png]AllowUsers qm name@192.162.10. 160

Hostkey Jetc/ssh/ssh host rsa key




查看自身的IP地址，然后登录成功的截图

[image: image7.png][root@localhost ~1# 1p a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qle
n 1600
Tink/loopback 60:00:00:00:00:00 brd 00:
inet 127.0.6.1/8 scope host lo
valid_lft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_lft forever preferred lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group d
efault qlen 1000
Tink/ether 00:6c:29:4a:49:d9 brd f Ff
inet 192.168.10.130/24 brd 192.168.16.255 scope global noprefixroute ethe
valid_1ft forever preferred 1ft forever
inets_ feB0::20c:20FF:feda: 499764 scope Link
valid_lft forever preferred lft forever
[root@localhast ~]# ssh name@192.168.10.200
name@192.168.10.200's password:
[name@localhost ~1s |

<00





修改一个IP，再次查看，登录失败的截图

禁止其他所有用户远程登录

[image: image8.png][root@localhost “1# ip a
[1: 10: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1808
Tinkloopback B8:98:08:08:08:08 brd BB:08:08:08:08:08
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_1ft forever
inet6 ::1/128 scope host
valid_Ift forever preferred_lft forever
: ens33: <BROADCAST,MILTICAST,UP,LOWER_UP> mtu 1588 gdisc pfifo_fast state UP group default glen 19|
)

Link/ether B8:8c:29:02:93:53 brd ff:ff:ffiffiffiff
inet 192.168.18.24/24 brd 192.168.18.255 scope global nopref ixroute ens33
valid_Ift forever preferred_Ift forever
inet6 feBB: :20c:29ff :feA2:9353/64 scope link
valid_Ift forever preferred_Ift forever
[rootelocalhost ~1# ssh name@192.168.18.280
e authenticity of host ’192.168.18.208 (192.168.18.288)° can’t be established
CDSA key fingerprint is SHAZ56:uSzBCOMEEZVAMMUNAUDZIKYYaSZE jSZEZZqS vy +0z10 .
CDSA key fingerprint is MD5:B2:18:c3:eb:47:4c:6d:ad:Ac:63:d3:12:28:47:84:6b
re you sure you want to continue comnecting (yes/mo)? yes
rning: Permanently added ’192.168.18.288° (ECDSA) to the list of known hosts
ame@192..168.18. 280’ s password :
‘ermission denied, please try again.
ame@192.168.18. 280’ s password :
‘ermission denied, please try again.
ame@192..168.18.280’ s password :
ermission denied (publickey,gssapi-keyex,gssapi-with-mic,password).





其他随意用户登录失败的截图

[image: image9.png][root@localhost ~1# ssh name@192.168.10.200
name@192.168.16.200"s password:
[name@localhost ~Is exit

il

Connection to 192.168.10.200 closed.
[root@localhost ~]# ssh root@192.168.10.200
ro0t@192.168.16.260"s password:

Permission denied, please try again.
ro0t@192.168.16.266"s password: ||





