实验要求描述 
允许用户qm从任意地址登录，采用密钥对验证（公钥文件必须使用scp方式上传） 
使用 scp 上传公钥文件的截图 
[image: ]
服务端将公钥文件移动到 qm 目录下的截图 
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客户端秘钥对登录得截图 
[image: ]
允许用户"name"从主机192.168.x.x 登录 
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查看自身的IP地址，然后登录成功的截图 
[image: ]
修改一个IP，再次查看，登录失败的截图
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禁止其他所有用户远程登录 
[bookmark: _GoBack]其他随意用户登录失败的截图

[image: ]
image7.png
[root@localhost ~1#

[root@localhost ~1#

[root@localhost ~1# ssh zhangsan@192.168.10.10
zhangsan@192.168.10.10"s password:

Permission denied, please try again.
zhangsan@192.168.10.10"s password:
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[gn@localhost ~Is scp .ssh/id_rsa.pub root@192.168.16.16:/tmp/
root@192.168.10.10's password:

1d_rsa.pub

[qnlocalhost ~Is exit

Z4

100% 406 702.8KB/s  00:00
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dir =p /home/qm/.ssh
52 /var/spool/mail/root AL
[root@loealhest ~1# mv /tmp/1d_rsa.pub /home/qn/.ssh/authorized_keys
[rootelocalhost ~1# chown “R qm:qm /home/qn/.ssh

[ root@localhost ~1# chnod 700 /home/qn/.ssh

[rootelocathost ~1# chmod 660 /home/am/ ssh/authorized keys
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[gm@localhost ~1$ ssh qm@192.168.10.10
Last login: Mon Sep 21 23:06:46 2026
[qmehostAA ~1s I
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#LoginGraceTime 2m

#permitRootLogin yes

#permitRootLogin no

Allowlsers qm root zhust@192.168.10.15

AuthorizedkeysFile .ssh/authorized_keys
#StrictModes yes

BraxAuthTries 6
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[root@localhost ~1# ssh zhust@192.168.10.10

zhust@192.168.10.10"s password:

Last failed login: Mon Sep 21 23:22:09 CST 2026 from 192.168.10.15 on sshinotty
There were 2 failed login attempts since the last successful login.

Last Login: Mon Sep 21 10:07:09 2026

[zhustehostaa ~]s
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[root@localhost ~1# ifconfig
ns33: flags=4163<UP,BROADCAST, RUNNING, MILTICAST>  mtu 1508

92.168.18.177_ netmask 255.255.255.8 broadcast 192.168.18.255
s o e e prefixlen 64 scopeid Bx28<1ink>
ether 89:8c:29:bb:47:cB txqueuelen 1888  (Ethernet)
RX packets 688166 bytes 891843728 (763.9 MiB)
RX errors @ dropped 8 overruns 8 frame 8

TX packets 108853 bytes 22279808 (21.2 MiB)
TX errors 8 dropped @ overruns 8 carrier 8 collisions 8

lo: flags=?3<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.8.1 netmask 255.0.0.8
inet6 ::1 prefixlen 128 scopeid Bxi8<host> I&
loop txqueuclen 1888 (Local Loopback) 2 [w=]

RX packets 4636 bytes 483231 (393.7 KiB)
RX errors @ dropped B overruns 8 frame 8

TX packets 4636 bytes 483231 (393.7 KiB)

TX errors @ dropped B overruns 8 carrier 8 collisions 8

[rootelocalhost ~1# ssh zhust0192.168.10.18
hust0192.168.18.18’s password :
ermission denied, please try again.




