创建repo仓库
[image: Snipaste_2026-09-24_09-48-47][image: Snipaste_2026-09-24_09-51-37][image: Snipaste_2026-09-24_09-53-55][image: Snipaste_2026-09-24_09-59-12][image: Snipaste_2026-09-24_10-02-51]
允许用户qm从任意地址登录，采用密钥对验证（公钥文件必须使用scp方式上传） 
使用 scp 上传公钥文件的截图 
[image: Snipaste_2026-09-24_10-20-08]
服务端将公钥文件移动到 qm 目录下的截图 
[image: Snipaste_2026-09-24_10-22-44]
客户端秘钥对登录得截图 
[image: Snipaste_2026-09-24_10-41-28]
允许用户"name"从主机192.168.x.x 登录 
[image: Snipaste_2026-09-24_10-52-04][image: Snipaste_2026-09-24_10-54-46]
查看自身的IP地址，然后登录成功的截图 
[image: Snipaste_2026-09-24_10-56-15]
修改一个IP，再次查看，登录失败的截图 
[image: Snipaste_2026-09-24_11-00-47]
[bookmark: _GoBack]禁止其他所有用户远程登录,其他随意用户登录失败的截图
[image: Snipaste_2026-09-24_11-04-50]
[image: Snipaste_2026-09-24_11-05-49][image: Snipaste_2026-09-24_11-06-46]
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[root@localhost yum.repos.d]# 1s -1 /home/qm/.ssh/
SHE 4

“rw-----—- 1 qm qn 468 9F 24 10:19 authorized_keys
[root@localhost yum.repos.dl# Il
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[root@localhost ~J# ssh qm@192.168.12.40
[gqm@localhost ~1$ |
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[root@localhost yum.repos.dl# useradd lhr
[root@localhost yum. repos.d]# tail /etc/passwd
systend-network:x:162:192:systend Network Management:
dbus : ystem message bus

98:User for polkit

:/sbin/nologin

:/sbin/nologin

0617 /var /L3b/chrony: /b in/nologin
jamed: /var/named: /sbin/nologin
usr/share/httpd: /sbin/nologin

x:1001:1001
Lrost@locainost yum repos-dJ# paseud Thr
EHAPS lhr (80 .

Ay B
EHNES: EBBOT 8 AFF
EFMAFE ED:

passwd: FiE M FHRIELEEZERITTS .
[root@localhost yum.repos.dj# ifconfig
dockero: flags=4099<UP,BROADCAST, MULTICAST> mtu 1500
inet 172.17.6.1 netmask 255.255.0.6 broadcast 172.17.255.255
ether 02:42:27:f0:3a:40 txqueuelen 0 (Ethernet)
RX packets © bytes 0 (0.6 B)
RX errors 0 dropped © overruns 8 frame 0
TX packets © bytes 0 (0.6 B)
TX errors © dropped © overruns 0 carrier 8 collisions 0

ens33: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500
inet 192.168.12.40 netmask 255.255.255.0 broadcast 192.168.12.255
inet6 fe80::3805:e7¢7:37d4:a8da prefixien 64 scopeid 0x20<link>
ether 00:0c:29:4d:3b:80 txqueuelen 1000 (Ethernet)

RX packets 85353 bytes 116997029 (111.5 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 8134 bytes 818241 (799.0 KiB)

TX errors © dropped © overruns @ carrier 6 collisions ©
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AcceptEnv LANG LC_CTYPE LC_NUMERIC LC_TIME LC_COLLATE LC_MONETARY LC_MESSAGES
AcceptEny LC_PAPER LC_NAME LC_ADDRESS LC_TELEPHONE LC_MEASUREMENT
AcceptEny LC_IDENTIFICATION LC_ALL LANGUAGE

Accabten, XMGDTFIERS
PAERT-crs thretoz . 165. 12,38
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[root@localhost ~J# ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING, MULTICAST> mtu 1500

inet 192.168.12.30 netmask 255.255.255.0 broadcast 192.168.12.255
inet6 fe8o::d447:cad5:6aa3:604f prefixien 64 scopeid 0x20<link>
ether 00:0c:29:43:2a:b7 txqueuelen 1000 (Ethernet)

RX packets 100 bytes 22792 (22.2 KiB)

RX errors 0 dropped © overruns 0 frame ©

TX packets 162 bytes 18973 (18.5 KiB)

TX errors © dropped © overruns © carrier © collisions 0

To: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
Toop txqueuelen 1000 (Local Loopback)
RX packets 396 bytes 34428 (33.6 KiB)
RX errors 0 dropped 0 overruns 0 frame ©
TX packets 396 bytes 34428 (33.6 KiB)
TX errors © dropped © overruns © carrier © collisions 0

[root@localhost ~J# ssh lhr@192.168.12.40
Thr@192.168.12.40"s_password:
[lhrelocalhost ~1$
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[root@localhost “1# ifconfig ens33 192.168.12.58 netmask 255.255.255.8
[root@localhost ~1# ifconfig
ens33: flags=4163<UP, BROADCAST, RUNNING, MILTICAST> mtu 1508
inet 192.168.12.58 netmask 255.255.255.8 broadcast 192.168.12.255
inet6 £eBA::d447:cB05:6aa3:694f prefixlen 64 scopeid Bx2B<Iink>
ether 80 43:2a:bf  txqueuelen 1808  (Ethernet)
RX packets 397 bytes 42665 (41.6 KiB)
RX errors @ dropped 8 overruns 8 frame 8
TX packets 198 bytes 31332 (38.5 KiB)
TX errors @ dropped B overruns 8 carrier 8 collisions 8

=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.8.8.8

inet6 ::1 prefixlen 128 scopeid Bx18<host>

loop txqueuelen 1888 (Local Loopback)

RX packets 396 bytes 34428 (33.6 KiB)

RX errors @ dropped 8 overruns 8 frame 8

TX packets 396 bytes 34428 (33.6 KiB)

TX errors @ dropped B overruns 8 carrier 8 collisions 8

lo: flag

[root@localhost ~I# ssh 1hr@192.168.12.48
ssh: comnect to host 192.168.12.48 port 22: Network is unreachable

[root@localhost ~I# A
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AcceptEnv LANG LC_CTYPE LC_NUMERIC LC_TIME LC_COLLATE LC_MONETARY LC_MESSAGES
AcceptEnv LC_PAPER LC_NAME LC_ADDRESS LC_TELEPHONE LC_MEASUREMENT

AcceptEnv LC_IDENTIFICATION LC_ALL LANGUAGE

AcceptEnv XMODIFIERS

Allowsers lhr qm@192.168.12.3%




image14.png
Lroot@localhost yum.repos.d]# useradd testuser
[root@localhost yum, repos.d]# passwd testuser
FES testuser MIEED .

oy EED:
EHNES: EBBOT 8 AFF
EFMAFE ED:

passwd: FiE M FHRIELEEZRITTS .
[root@localhost yum.repos.dl# I
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[root@localhost ~]# ssh testuser@l92.168.12.40
testuser@192.168.12.40's password:

Permission denied, please try again.
testuser@192.168.12.40's password:

Permission denied, please try again
testuser@192.168.12.40's password: I|
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[root@localhost conf.d]# curl http://192.168.12.40:82/rpm-docker-ce-v24/
<IDOCTYPE HTML PUBLIC *-//W3C//DTD HTML 3.2 Final//EN">
<html>
<head>
<title>Index of /rpm-docker-ce-v24</title>
</head>
<body>
<hi>Index of /rpm-docker-ce-v24</h1>
<table>
<tr><th valign="top"><ing src="/icons/blank
AtsLast modified</a></tha<th><a href="2C=s;
<tr><th colspan="5"><hr></th></tr>
<tr><td valign="top"><ing src="/icons/back.gif" alt="[PARENTDIR]"></td><td><a href="/">Parent Directory</a> </td><td>&n
bsp;</td><td align="right"> - </td><td>&nbsp;</td></tr>
<tr><td valign="top"><ing src="/icons/unknoun.gif" alt="[ ]"></td><td><a href="container-selinux-2.119.2-1.911c772.¢17_8.no
arch. rpn">container-selinux-2. . .&qt;</a></td><td align="right">2020-67-06 22:33 </td><td align="right"> 40K</td><td>&nbsp;</
tde</tr>
<tr><td valign="top"><ing src="/icons/unknown.gif" alt="[ ]"></td><td><a href="containerd.io-1.6.24-3.1.¢17.x86_64.rpn">con
tainerd. i0-1.6.24. .8qt;</a></td><td align="right">2023-11-09 23:38 </td><td align="right"> 34M</td><td>Enbsp;</td></tr>
<tr><td valign="top"><ing src="/icons/unknown.gif" alt="[ ]"></td><td><a href="docker-buildx-plugin-0.11.2-1.e17.xB6_64.rpm
#>docker-buildx-plugin. .&gt;</a></td><td align="right">2026-01-26 21:16 </td><td align="right"> 13M</td><td>&nbsp;</td></tr>
<tr><td valign="top"><ing src="/icons/unknown.gif" alt="[ ]"></td><td><a href="docker-ce-24.0.7-1.¢17.x86_64. rpm*>docker-ce
24.0.7-1.¢..8gt;</a></td><td align="right">2026-01-26 21:18  </td><td align="right"> 24M</td><td>&nbsp;</td></tr>
<tr><td valign="fop"><ing src="/icons/unknoun.gif" alt="[ ]"></td><td><a href="docker-ce-cli-24.0.7-1.el7.x86_64.rpm">docke
r-ce-cli-24.0.7..8qt;</a></td><td align="right">2026-01-26 21:21 </td><td align="right"> 13M</td><td>Enbsp;</td></tr>
<tr><td valign="top"><ing src="/icons/unknoun.gif" alt="[ ]"></td><td><a href="docker-ce-rootless-extras-24.0.7-1.¢17.x86_6
4.rpu">docker-ce-rootless-e. .&gt;</a></td><td align="right">2026-01-26 21:21 </td><td align="right">0.1M</td><td>Enbsp;</td>
</tr>
<tr><td valign="top"><ing src="/icons/unknoun.gif" alt="[ ]"></td><td><a href="docker-compose-plugin-2.21.0-1.¢17.x86_64.rp
m*>docker-compose-plugi. .&gt;</a></td><td align="right">2026-01-26 21:22 </td><td align="right"> 13M</td><td>&nbsp;</td></tr
<tr><td valign="top"><ing src="/icons/unknown.gif" alt="[ ]"></td><td><a href="fuse-overlayfs-0.7.2-6.¢l7_8.x86_64.rpn">fus
e-overlayfs-0.7.2..8qt;</a></td><td align="right">2020-04-20 05:15 </td><td align="right"> 54k</td><td>Enbsp;</td></tr>
<tr><td valign="top"><ing src="/icons/unknown.gif" alt="[ _]"></td><td><a href="fuse3-libs-3.6.1-4.e17.x86_64. rpn">fuse3-lib
5-3.6.1-4.¢..6gt;</a></td><td align="right">2020-04-29 05:15 </td><td align="right"> 82K</td><td>&nbspi</td></tr>
<tr><td valign="fop"><ing src="/icons/folder.gif" alt="[DIR]"></td><td><a href="repodata/">repodata/</a> </td><t
d align="right">2026-09-24 09:39 </td><td align="right"> - </td><td>&nbsp;</td></tr>
<tr><td valign="top"><ing src="/icons/unknown.gif" alt="[ ]"></td><td><a href="slirpdnetns-0.4.3-4.¢17_8.x86_64.rpn">slirps
netns-0.4.3-, . .&gt;</a></td><td align="right">2020-04-29 06:17 </td><td align="right"> 81K</td><td>&nbsp;</td></tr>
<tr><th colspan="5"><hr></th></tr>
</table>
</body></html>

if" alt="[1C0]"></th><th><a href:

2C=N;0=D">Name</a></th><th><a href="2c=m;
>Size</a></th><th><a href="2C=D;

>Description</as</th></tr>





image2.png
[docker-ce-v24]
nane=Docker CE V24 Local Repo

baseurl-http://192.168.12.4§:82/rpm-docker-ce-v24/

enabled=1
gpgchect
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[root@localhost yum.repos.d]# yum repolist
EMg#ES: fastestmirror

Loading mirror speeds from cached hostfile
docker-ce-v24 |
docker-ce-v24/primary_db

@n
N
==
X

IR FEH
c7-media Cent0S-7 - Media

docker-ce-v24 Docker CE V24 Local Repo

repolist: 4,080
[root@localhost yum. repos.dl# Il
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& G | A FRE 192.168.12.40:82/rpm-docker-ce-v24/

9| bewr gE=T mm O rEss B b=

Index of /[rpm-docker-ce-v24

Name Last modi

& Parent Directory -
[?) container-selinux2..>  2020-07-0622:33 40K

o-1.624.>  2023-11-0923:38 34M
lugin.> 2026-01-2621:16 13M
[?) docker-ce-24.0.7-1e.>  2026-01-2621:18 24M
[?) docker-ce 2026-01-2621:21 13M
[2) docker-ce-rootless-e.>  2026-01-2621:21 9.1M
i..>2026-01-26 21:22 13M
[?) fuse-overlayfs-0. 20200429 05:15 54K
[?) fuse3 20200429 05:15 82K
2 repodata/ 202609240939 -
[@ slirpdnetns-0.4.3-4..>  2020-04-2906:17 81K

[@ docker-compose-plug
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[root@localhost yum.repos.d]# docker version
Client: Docker Engine - Community

Version: 24.0.7

1.43

g01.26.16

afdds3b

Built: Thu Oct 26 09:11:35 2023
Tinux/and64

default

Server: Docker Engine - Community

Engine
Vers ion: 24.0.7
APT version: 1.43 (minimum version 1.12)
Go version: go1.20.10
Git commit: 311boff
Built: Thu Oct 26 09:10:36 2023
0s/Arch: Tinux/and64
Exper imental : false
1.6.24
GitCommit: 61fofdsafrofosdsadsfasbbiandc71ecs70523
run:
Vers ion: 1.1.9
GitCommi vi.1.9-0-gecaecfc
docker-init:
Version: 0.19.0

GitCommii dedoade
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[root@localhost ~]# scp ~/.ssh/id_rsa.pub qme192.168.12.46:/tmp/

The authenticity of host '192.168.12.40 (192.168.12.40)"
ECDSA key fingerprint is SHA256:r15Mq20RyDOSRHy FU2HN7F3GQRA+OTZ60C003x/nEpO.

ECDSA key fingerprint is MDS: :2d:bb:bd:6+: :b7:cd:15:a7:46: zcs.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.12.40"

qm@192.168.12.40"s password:

1d_rsa.pub,

[root@localhost ~J# [

can't be established.

(ECDSA) to the list of known hosts.

100% 408

1.1M8/5

00:00




