作业： 实验要求描述 

允许用户qm从任意地址登录，采用密钥对验证（公钥文件必须使用scp方式上传） 
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- PREVIEW VERSION: DO NOT USE IN PRODUCTION ENVIROMMENT -

> Your computer drives are accessible through the /drives path
> Your DISPLAY is set to 192.165.110.195:0.0

> uhen using SSH, your remote DISPLAY is automatically forwarded
> Each command status is specified by a special symbol (v or )

Registered to anysoft (9999 users)

[2026-09-23 16:22.19] ~
[Administrator.PC-202605298TGX] > ssh-keygen -t rsa -b 2048 — ~/.ssh/id_rsa_qm
Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/mobaxtern/.ssh/id_rsa_an.

Your public key has been saved in /home/mobaxtern .ssh/id_rsa_qm.pub.

The key Fingerprint is:

SHA256: EATLIKD7ORNRGrdEsZXQEBTAforgCAJ2aHxqTANUURC Administrator@C-262605298T6X
The key's randomart image is:

+--[RSA 2048] -+

| #88%8..0

[2026-09-23 16:22.26] ~
[Administrator.PC-202605295TGX] » chmod 600 ~/.ssh/id_rsa_qm

[2026-09-23 16:22.41] ~
[Adninistrator.PC-202605298T6X] > scp ~/.ssh/id_rsa_qm.pub qu@192.165.1.10: /tmp/
qn_id_rsa.pub

x

[2026-09-23 16:23.00] ~

[Adninistrator.PC-202605298T6X] » scp ~/.ssh/id_rsa_qn.pub qng192.168.128.40: /tm

p/qm_id_rsa.pub

Warning: Permanently added '192.165.125.40° (RSA) to the list of known hosts.
qn@152.165.125.40"s password:

qng192.165.125.40"s password

qn@192.165.125.40"s password:

Permission denied (publickey,gssapi-keyex,gssapi-with-mic,password).

lost connection

[2026-09-23 16:23.43] ~
[Adninistrator.PC-202605298T6X] » scp ~/.ssh/id_rsa_qn.pub qng192.168.128.40: /tm
p/qn_id_rsa.pub

qn@152.165.125.40"s password:

1d_rsa_qm.pub 166% 411 8.8kB/s 00:00

[2026-09-23 16:24.08] ~
[Adninistrator.pc-202605298Tax] >





使用 scp 上传公钥文件的截图 
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- PREVIEW VERSION: DO NOT USE IN PRODUCTION ENVIROMMENT -

> Your computer drives are accessible through the /drives path
> Your DISPLAY is set to 192.165.110.195:0.0

> uhen using SSH, your remote DISPLAY is automatically forwarded
> Each command status is specified by a special symbol (v or )

Registered to anysoft (9999 users)

[2026-09-23 16:22.19] ~
[Administrator.PC-202605298TGX] > ssh-keygen -t rsa -b 2048 — ~/.ssh/id_rsa_qm
Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/mobaxtern/.ssh/id_rsa_an.

Your public key has been saved in /home/mobaxtern .ssh/id_rsa_qm.pub.

The key Fingerprint is:

SHA256: EATLIKD7ORNRGrdEsZXQEBTAforgCAJ2aHxqTANUURC Administrator@C-262605298T6X
The key's randomart image is:

+--[RSA 2048] -+

| #88%8..0

[2026-09-23 16:22.26] ~
[Administrator.PC-202605295TGX] » chmod 600 ~/.ssh/id_rsa_qm

[2026-09-23 16:22.41] ~
[Adninistrator.PC-202605298T6X] > scp ~/.ssh/id_rsa_qm.pub qu@192.165.1.10: /tmp/
qn_id_rsa.pub

x

[2026-09-23 16:23.00] ~

[Adninistrator.PC-202605298T6X] » scp ~/.ssh/id_rsa_qn.pub qng192.168.128.40: /tm

p/qm_id_rsa.pub

Warning: Permanently added '192.165.125.40° (RSA) to the list of known hosts.
qn@152.165.125.40"s password:

qng192.165.125.40"s password

qn@192.165.125.40"s password:

Permission denied (publickey,gssapi-keyex,gssapi-with-mic,password).

lost connection

[2026-09-23 16:23.43] ~
[Adninistrator.PC-202605298T6X] » scp ~/.ssh/id_rsa_qn.pub qng192.168.128.40: /tm
p/qn_id_rsa.pub

qn@152.165.125.40"s password:

1d_rsa_qm.pub 166% 411 8.8kB/s 00:00

[2026-09-23 16:24.08] ~
[Adninistrator.pc-202605298Tax] >





服务端将公钥文件移动到 qm 目录下的截图 
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[root@localnost ~]# mkdir -p /home/qn/.ssh

[root@localhos: v /tmp/am_id_rsa.pub /home/qn/ .ssh/authorized_keys
[root@localhos: chown -R qm:qm /home/qn/.ssh

[root@localhos: chmod 766 /home/qn/ .5sh

froot@localhost ~J# chmod 600 /home/qn/.ssh/authorized_keys
froot@localhost ~J# 1s -1 /home/qu/.ssh/authorized_keys
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客户端秘钥对登录得截图 
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- PREVIEW VERSION: DO NOT USE IN PRODUCTION ENVIROMMENT -

> Your computer drives are accessible through the /drives path
> Your DISPLAY is set to 192.165.110.195:0.0

> uhen using SSH, your remote DISPLAY is automatically forwarded
> Each command status is specified by a special symbol (v or )

Registered to anysoft (9999 users)

[2026-09-23 16:27.04] ~
[Administrator.PC-20260529BTGX] » ssh -i ~/.ssh/id_rsa_qm qn@192.163.1.10

[2026-09-23 16:27.18] ~
[Administrator.PC-20260529BTGX] » ssh -i ~/.ssh/id_rsa_qm qn@192.163.125.40
Last failed login: Thu Sep 24 00:23:43 CST 2026 from 192.165.125.1 on sshinotty
There were 2 failed login attempts since the last successful login.
[an@localnost ~]$ whoami

Wik | @sre|Qx [F o [ ek | A

a
lan@localhost ~15





允许用户"name"从主机192.168.x.x 登录 查看自身的IP地址，然后登录成功的截图 

修改一个IP，再次查看，登录失败的截图 

禁止其他所有用户远程登录 

其他随意用户登录失败的截图

[image: image5.png][2026-09-23 17:26.52] ~
[Administrator. PC-202605295T6X]
test§192.165.125.40's password:
test§192.165.125.40's password

test§192.165.125.40's password:
Permission denied (publickey,gssapi-keyex,gssapi-with-mic,password).

> ssh test@192.165.125.40





