允许用户qm从任意地址登录，采用密钥对验证（公钥文件必须使用scp方式上传）
使用 scp 上传公钥文件的截图[image: ]
服务端将公钥文件移动到 qm 目录下的截图[image: ]
客户端秘钥对登录得截图[image: ]
允许用户"name"从主机192.168.x.x 登录
查看自身的IP地址，然后登录成功的截图
[image: ][image: ][image: ]
修改一个IP，再次查看，登录失败的截图
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禁止其他所有用户远程登录
其他随意用户登录失败的截图
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Last login: Thu Sep 24 16:59:29 2026
[root@localhost ~1# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default
Link/loopback 00:00:06:00:00:00 brd 00:60:00:00:00:00
inet 127.0.6.1/8 scope host lo
valid_lft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_lft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP gr
Tink/ether 00:0c:20:f6:51:49 brd F¥iff:ff:ff:Ff:ff
inet 192.168.34.60/24 brd 192.168.34.255 scope global noprefixroute ens33
valid_1ft forever preferred lft forever
inets feB0: :b411:6add:adb1:8cc5/64 scope link noprefixroute
valid_lft forever preferred Lft forever
[root@localhost ~1# ssh name@192.168.34.10
The authenticity of host '192.168.34.10 (192.168.34.10)' can't be established.
ECDSA key fingerprint is SHA256:a5]VOUGyaTPXIUke0aIU2hXoN2g250izbMH/S/IFH2A.
ECDSA key fingerprint is MDS: e.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.34.10' (ECDSA) to the list of known hosts.
name@192.168.34.10"s_password:
Permission denied, please try again.
name@192.168.34.10"s password
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[root@linux-2 ~1# ssh name@192.168.34.10
name@192.168.34.10"s_password:

Permission denied, please try again.

name@192.168.34.10"s password:

Last failed login: Thu Sep 24 17:11:59 CST 2026 from 192.168.34.60 on ssh:notty
There was 1 failed login attempt since the last successful login.
Last login: Thu Sep 24 16:58:49 2626 from 192.168.34.200
[name@localhost ~1$ exit

il

Connection to 192.168.34.10 closed.

[root@linux-2 ~1# ssh root@192.168.34.10
root@192.168.34.10"s_password:

Permission denied, please try again.

root@192.168.34.10"s password:





image1.png
Last login: Tue Sep 15 14:06:19 2026 from 192.168.34.5
[root@linux-2 ~]# ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Created directory '/root/.ssh’.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa.

Your public key has been saved in /root/.ssh/id_rsa pub.

The key fingerprint is:

SHA256:UHOFM31ACVO1V/av tg1AF2S8gQjm2L RekBailK2ruM root@linux-2
The key's randomart image is:

- [sHA256]
[root@linux-2 ~]#

[root@linux-2 ~]#

[root@linux-2 ~]#

[root@linux-2 ~1# scp ~/.ssh/id_rsa.pub qn@192.168.34.10:/tmp/

The authenticity of host '192.168.34.10 (152.168.34.10)' can‘t be established.
ECDSA key fingerprint is SHA256:a5]VOUGyaTPXIUke0aIU2hXoN2g250izbMH/S/IFH2A.
ECDSA key fingerprint is MDS:b8:c6:bf:31:1b:21:b2:0d:39:82: fb:88:23:97:66:2¢.
Are you sure you want to continue connecting (yes/no)?

Host key verification failed.

Tost connection

[root@linux-2 ~1# scp ~/.ssh/id_rsa.pub qn@192.168.34.10:/tmp/

The authenticity of host '192.168.34.10 (152.168.34.10)' can‘t be established.
ECDSA key fingerprint is SHA256:a5]VOUGyaTPXIUke0aIU2hXoN2g250izbMH/S/IFH2A.
ECDSA key fingerprint is MDS:b8:c6:bf:31:1b:21:b2:0d:39:82: fb:88:23:97:66:2¢.
Are you sure you want to continue connecting (yes/no)? ues

Please type 'yes' or 'no': yes

Warning: Permanently added 192.168.34.10" (ECDSA) to the list of known hosts.
qm@192.168.34.10's password:

Permission denied, please try again.

qn@192.168.34.10's password:

1d_rsa.pub 100%
[root@linux-2 ~1# [

394

685.6KB/S

00:00
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Last login: Wed Sep 23 03:38:01 2026
[root@localhost ~1# useradd qm &5 passwd qn
iiﬁfﬁF qm BIEES .

7 BE:

BEEZB'JEE EBHALT 8 MFH

EFMAFE EG:

passwd: FiE M FHRIELEELERITES.

[root@localhost ~1# mkdir -p /home/qn/.ssh

[root@localhost ~1# mv /tmp/id_rsa.pub /home/qn/.ssh/authorized_keys
[root@localhost ~1# chmod 700 7home/qn/.ssh/
[root@localhost ~]# chmod 600 /home/qn/.ssh/authorized keys
[root@localhost ~1# chown -R qm:qm /home/qm/.ssh/
[root@localhost ~1# s -1 /home/qu/.ssh/

ERE 4

“rw-------. 1 qm qn 394 95 23 19:31 authorized_keys
[root@locathost ~1# I
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[root@linux-2 ~]# ssh qn@192.168.34.10

Last failed login: Wed Sep 23 19:31:27 CST 2026 from 192.168.34.30 on ss
There was 1 failed login attempt since the last successful login.
[gm@localhost ~1s I
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[root@linux-2 ~1# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
ink/loopback 00:00:66:00:00:00 brd O o
inet 127.0.6.1/8 scope host lo
valid_lft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_lft forever preferred 1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether 00:0c:20:ba:6b:bb brd Ff: £
inet 192.168.34.30/24 brd 192.168.34.255 scope global noprefixroute ens33
valid_1ft forever preferred lft forever
inets_ feB0::20c:20FF:feba:6bbb764 scope link
valid_lft forever preferred Lft forever
[root@linux-2 ~1# [





image5.png
# Send locale-related environment variables
SendEny LANG LC_CTYPE LC_NUMERIC LC_TIME LC_COLLATE LC_MONETARY LC_MESSAGES
SendEny LC_PAPER LC_NAVE LC_ADDRESS LC_TELEPHONE LC_MEASUREMENT
SendEny LC_TDENTIFICATION LC_ALL LANGUAGE
SendEny XMODIFIERS
AllowUsers name@192.168.34. 300
69,31-38 R
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valid_Uft forever preferred Lft forever

[root@linux-2 ~]# ssh name@192.168.34.10

name@192.168.34.10's_password:

[name@localhost ~1§




